GFI Product Man

GFI MailA rchlver

Administrator Guide

GFI



®

The information and content in this document is provided for informational purposes only and is
provided "as is" with no warranty of any kind, either express or implied, including but not limited to
the implied warranties of merchantability, fitness for a particular purpose, and non-infringement.
GFI1 Software is not liable for any damages, including any consequential damages, of any kind that
may result from the use of this document. The information is obtained from publicly available
sources. Though reasonable effort has been made to ensure the accuracy of the data provided, GFl
makes no claim, promise or guarantee about the completeness, accuracy, recency or adequacy of
information and is not responsible for misprints, out-of-date information, or errors. GFI makes no
warranty, express or implied, and assumes no legal liability or responsibility for the accuracy or
completeness of any information contained in this document.

If you believe there are any factual errors in this document, please contact us and we will review
your concerns as soon as practical.

All product and company names herein may be trademarks of their respective owners. Microsoft
and Windows are either registered trademarks or trademarks of Microsoft Corporation in the
United States and other countries.

GFI MailArchiver® is copyright of GFI SOFTWARE Ltd. - 1999-2012 GFI Software Ltd. All rights
reserved.

Document Version: 2.0.0
Last updated (month/day/year): 7/30/2012



Contents

1 About GFl MailArchiver® ... 16
1.1 Introduction to GFI MailArchiver .. 16

1.2 How Does GFI MailArchiver Work? .. 16

1.3 GFI MailArchiver LiCenSing .. .. 17
1.3.1 Terms and conventions used in this manual ... ... ... ... ... ... 17

1.4 Legal ComPplianCe . . 17

2 Installing GF I MailArchiver 18
2.1 System Requirements il 18
2.1.1 Software ReqUiremMeNnts .. 19

2.1.2 Hardware Requirements . . .l 20

2.1 3 Important Settings .. . 21

2.2 Where Should | Install GFI MailArchiver? . 23
2.2.1 Preparing the Journal Mailbox ... . . .. .. 24

2.2.2 Preparing the Journal Mailbox in Microsoft® Exchange Server 2003 _.................... 24

2.2.3 Preparing the Journal Mailbox in Microsoft® Exchange Server 2007/2010 ............. 24

2.3 Choosing and Preparing a Database ... ... .. .. ... 25
2.3.1 Choosing Your Database TYPe . ... 25

2.3.2 Configuring a Firebird Database ... ... ... ... 26

2.3.3 Using SQL Server® EXpress .. .. 27

2.3.4 Using Microsoft® SQL Server ... o 28

2.4 Before You Install ... L 28

2.5 Installing GFI MailArchiver . ... 29

3 GFI MailArchiver Post-install Wizard ... . . ... 32
3.1 License Configuration . ... 33

3.2 Configure Archive Store Settings .. ... . . .. 33
3.2.1 Configure Archive Store - GFl MailArchiver Database ........ ... .......................... 35

3.2.2 Configure Archive Store - SQL Server® ... ... .. 37

3.3 Configure Archiving Method ... .. . 41
3.3.1 Set Up a Journal Mailbox ... .. ... 43

3.4 Finalizing the Post Install Setup ... . ..l 45

3. TSt YOUI SO ..o 46

4 Upgrading From Previous VersioNs ... .. L 48
4.1 Upgrading from versions earlier than GFl MailArchiver 2012 ... . . ... 48

4.2 Before You Upgrade ..l 48
4.3 Upgrading GFl MailArchiver 49
4.4 Post Upgrade ACtiONS .l 50
4.4.1 Check LiCeNSING . o 50

5 Using GFl MailArchiver . 52
5.1 Logging In GFI MailArchiver .. 52

5.2 Browsing Archived Emails ... .. L 52

5.3 Working With Emails ... 54



5.4 Searching Archived Emails ... .. 55

5.5 Advanced SearCh ..l 56
5.6 Email Search Using Smart Phones ... ... 57
5.7 Accessing Multiple Mailboxes .. .l 61
5.8 GFI MaillnsSights il 62
5.8.1 GFI Maillnsights Requirements ... .. 63
5.8.2 Generating RePOIES .. ..o L 63
5.8.3 Scheduling RepOrts .. 64
5.8.4 Communication Flow .. .. 64
5.8.5 WebMail Use . il 67
5.8.6 Email RespoNnSiVeNess . il 69

5. 8.7 StOrage USe i 71
5.8.8 Inactive ACCOUNES . . 73
5.8.9 Inappropriate Words ...l 74
5.8.10 Internal SPaMIMIEIS ... 76
5.8.11 Outside Office Hours . .. 79
5.8.12 Data Leakage Detection ... ..l 82
5.8.13 Job SearCh il 83

5.9 Changing User Preferences .. ...l 85
6 Monitoring GFI MailArchiver operations ... . .. .. .. 87
6.1 INtrodUCHION il 87
6.2 Using the HOme Tab o e 87
6.2.1 About GFI MailArchiver .. 88
6.2. 2 Heartbeat .l 88
6.2, 3 SOV S il 89
6.2.4 Archive StOreS 89
6.2.5 Email FloW |l 90
6.2.6 EVeNnt VieWer . 91

7 Configuring GFl MailArchiver . L 92
7.1 Settings OVerVIeW 92
7.2 Configuring Archiving Method ... ... 93
7.3 Managing the Mail Servers to Archive . .. 95
7.3.1 Viewing Configured Mail Servers . .. 96
7.3.2 Adding a New Journal Mailbox ... .. .. 96
7.3.3 Editing an Existing Journal Mailbox .. ... ... ... 98
7.3.4 Deactivating and Activating an Existing Journal Mailbox _.................................. 99
7.3.5 Removing an Existing Journal Mailbox ... ... ... 99

7.4 Configuring Archiving RULES .. 99
7.4.1 Adding Archiving RULES . ... o e 100
7.4.2 Editing Archiving RULES ... L 102
7.4.3 Removing Archiving Rules ... .. 102

7.5 Mailbox Archive Restrictions ... ... 102
7.5.1 Enabling Mailbox Archive Restrictions ... ... .. 103
7.5.2 Disabling Mailbox Archive Restrictions ... ... ... 105

7.6 Managing the Archiving SCOPe . ... . 105



7.7 Configuring Mailbox Folder Structure Retrieval .. ... ... ... 105

7.7.1 Enabling Mailbox Folder Structure Retrieval ... ... .. . .. 106
7.7.2 Disabling Mailbox Folder Structure Retrieval ... ... ... .. ... .. 107
7.7.3 Excluding Folders From Folder Structure Retrieval ............ .. ... 107
7.7.4 Removing Excluded Folders PoliCies . ... ... ... i 109
7.8 Managing ArChive StOres .. o 110
7.8.1 Viewing Configured Archive Stores ... ... 110
7.8.2 Configuring Archive Store Settings ... ... . 111
7.8.3 Choosing and Preparing a Database for Use With GFI MailArchiver ..................... 112
7.8.4 Attaching an Archive StOre . 112
7.8.5 Editing Existing Archive Store Details ... ... ... . 113
7.8.6 Detaching an Existing Archive Store ... ... . 114
7.8 T INAEXING 114
7.8.8 Scheduling Archive StOres .. L 117
7.8.9 Backup Archive STOTeS .. ..o o 118
7.8.10 0Nline BackUp ... o 118
7.8.11 Offline BaCKUD ... 118
7.8.12 Moving Emails From One Database to Another ... ... .. .. ... 123
7.8.13 Upgrading the database schema ... ... ... . 124
7.8.14 Attaching a GFIl MailArchiver 3 Database ... ... ... .. . 125
7.9 Email Access CoNtrol ... oo 126
7.9.1 Adding Groups to the Full Access Group ... .o i 126
7.9.2 Adding Users to the Group Managers Group ... 126
7.9.3 Define User Access Control ... o 126
7.9.4 Configuring Shared Mailboxes .. ... ... 127
7.10 Configuring IMAP SerVer .. 128
7.10.1 Working With Certificates ... ... 130
7.1 Retention PoliCies . . L 131
7.11.1 How Are Retention Policies Applied? ... ... i 131
7.11.2 Viewing Retention PoliCies ... .. ..o 132
7.11.3 Adding a New Retention PoliCY ... ... i i . 132
7.11.4 Changing the Order of Retention Policies ... ... . .. .o . 136
7.11.5 Adding a SPAM Retention Policy ... .. ... . 136
7.11.6 Configuring Legal Hold ... 137
7.12 Classification RULES .. .. ..o i 138
7.12.1 Adding a New Classification Rule ... ... .. 138
7.12.2 Editing a Classification RUle ... . 140
7.12.3 Removing a Classification Rule ... ... .. 140
T AUAITING L 140
7.13.1 Configuring Database Activity Auditing ... ... . 140
7.13.2 Editing Database Activity Auditing ... .. ... . 142
7133 AUt REPOIES 143
7.14 Configuring Email Deletion ... o 145
7.15 Viewing and Editing License KeYs ... ... oo 146
716 General SettiNgGS . o 147

7.16.1 Changing General Settings ... . ..
7.16.2 Changing Version Check Settings ... ... ..o i 148



8 Configuring Email ClHent ACCeSs .. . 150

8.1 Installing GFI MailArchiver Outlook Connector ... ... .. il 151
8.2 How Does the GFI MailArchiver Outlook® Connector Work ... ... .. ... 151
8.3 Downloading GFI MailArchiver Outlook Connector ... ... ... i i, 152
8.3.1 Changing the Outlook® Connector Tab Availability ... ... .. .. .. ... 152

8.4 Outlook® Connector System RequiremMents ... ... ... i 152
B 4.1 SO WA 152
B.4.2 HardWare ... o 153
8.4.3 Installing GFI MailArchiver Outlook Connector Without GPO - Manual Install ........ 153

8.5 Installing GFI MailArchiver Outlook Connector via GPO ... .. .. ... .. 154
8.5.1 Installing Outlook® Connector via GPO in Windows® Server 2003 ...................... 155
8.5.2 Installing Outlook® Connector via GPO in Windows Server 2008 ........................ 157

8.6 Configuring Manual ArchiVing .. . 159
8.6.1 How Does Manual Archiving Work? .. 160
8.6.2 GFI MailArchiver Outlook Addon System Requirements ... .. .......................... 160
B.6.3 SO WA L 160
86,4 HardWare . 161

8.7 Enabling and Disabling GFI MailArchiver Outlook® Addon ... ... ... 161
8.8 Downloading and Installing GFI MailArchiver Outlook Addon ......... .. .. .................... 162
8.8.1 Changing the Outlook® Addon Tab Availability ... ... ... ... 163
8.8.2 Installing GFI MailArchiver Outlook Addon Manually ............... ... 163
8.8.3 Installing Manual Archiving Plugin Through GPO ... ... .. .. ... 163
8.8.4 Installing GFI MailArchiver Outlook Addon Through GPO WinSvr2003 .................. 163
8.8.5 Installing Manual Archiving Through GPO Windows® Server 2008 _..................... 165

8.9 Configuring GFI MailArchiver IMAP Client ACCESS ... o o i 167
8.9.1 Configuring IMAP in Apple Mail 3.0 ... ... 168
8.9.2 Configuring IMAP in 1085 L 169
8.9.3 Configuring IMAP in Microsoft Outlook® 2003 .. .. . i 170
8.9.4 Configuring IMAP in Microsoft Outlook® 2007 ... . i 171
8.9.5 Configuring IMAP in Microsoft Outlook® 2010 ... .. . i 172
8.9.6 Configuring IMAP in Outlook® 2011 for MacC ... ... .o i, 173
8.9.7 Configuring IMAP in Windows® Live Mail ... .. ... . 174
8.9.8 Configuring IMAP on Android ... .. 174
8.9.9 Configuring IMAP in Mozilla Thunderbird 10 ... .. .. . 175

9 Import and Export Emails ... ... L 176
9.1 Import Emails From Microsoft® Exchange Mailboxes ... ... ... .. ... 177
9.1.1 Step 1: Importing emails from a remote computer ...... ... ... 178
9.1.2 Microsoft® Exchange mailbox access permissions - Grant Permissions _............... 178
9.1.3 Step 2: Run the GFI MailArchiver Import Export Tool ..................................... 181
9.1.4 Microsoft® Exchange mailbox access permissions - Revoke Permissions ............... 184

9.2 Import emails from PST files locally ... ... . . 185
9.2.1 Step 1: Importing emails from a remote computer ... ... ... 186
9.2.2 Step 2: Run the GFI MailArchiver Import Export Tool to Import from PST Files ._... 187

9.3 Import emails from PST files on the network ... . . 190
9.3.1 Step 1: Install GFI PST EXPOrter ... o 190
9.3.2 Step 2: Configure the General Settings of GFI PST Exporter ............................. 191



9.3.3 Step 3: Configure the Notification Settings of GFI PST Exporter ........................ 193

9.3.4 Step 4: Configure Computer GroUPS .. ... ..o i 194
9.3.5 Step 5: Add end-user machines in computer groups ... 198
9.3.6 Step 6: Deploy the GFI PST Exporter agent to end-user machines ...................... 199
9.3.7 Step 7: Process PST files on end-user machines ... ... ... ... 202
9.3.8 RePOrts and l08S . ... .o i 203
9.3.9 Adding imported emails to the GFI MailArchiver archive stores ......................... 205
9.4 Export emails from GFI MailArchiver Archive Stores ... ... ... 206
9.4.1 EXpOrting Emails ..o o L 206
10 Restoring MailboXes ... .. L 213
10.1 Restore a MailboX ... oo 213
11 TroubleshOooting ... o 215
111 G SKYNOE 215
11,2 Wb FOrUM L 215
11.3 Request technical SUPPOIt . ... 215
11.4 DoCUMEN At ON L 215
11.5 Installation ProblemsS .. 216
11.6 GENEral ISSUBS ..o 217
11.7 Import EXport Problems ..o L 220
11.8 OULLOOK® CoNNECLOr ISSUES . .. .. el 223
12 GlOSSANY .o 225
13 Appendix 1 - Journal Mailbox Manual Operations ....... ... .. 230
13.1 Create a Journal Mailbox in Microsoft® Exchange Server 2000/2003 ........................ 230
13.1.1 Step 1: Create a New Journaling Mailbox. ... .. ... .. 230
13.1.2 Step 2: Configure Email Archival to Journaling Mailbox .................................. 232
13.1.3 Step 3: Enable BCC Information Journaling ... ... ... . 233
13.1.4 Step 4: Enable Envelope Journaling ... ... ... . 234
13.2 Disabling Journaling in Microsoft® Exchange Server 2000/2003 ... ... ........................ 236
13.3 Creating a Journaling Mailbox in Microsoft® Exchange Server 2007 .......................... 238
13.3.1 Set up standard journaling ... ... . 239
13.3.2 Set up premium Journaling ... ... 241
13.4 Disabling standard journaling in Microsoft® Exchange Server 2007 ........................... 243
13.4.1 Disable standard journaling from the Microsoft Exchange Management Shell ...... 245
13.4.2 Disable premium journaling ... ... 245
13.4.3 Disable premium journaling from the Microsoft® Exchange Server Management
SNl L 246
13.5 Create a Journal Mailbox in Microsoft® Exchange Server 2010 ................................ 246
13.5.1 Set up standard journaling ... . ... . 247
13.5.2 Set up premium journaling .. ... . . 250
13.6 Disabling standard journaling in Microsoft® Exchange Server 2010 ........................... 251
13.6.1 Disable standard journaling from the Microsoft Exchange Management Shell ...... 253
13.6.2 Disable premium Journaling ... ... 253

14 Appendix 2 - Role Based Installations ... ... ... . 254



14.1 How Role-based Deployment WOrKS .. ... .o L 255

14,2 System ReqUIrEMENES 256
14.3 Installing GFI MailArchiver in a Role-based Environment ... ... ... 256
14.3.1 Installing GFl MailArchiver . . 257
14.3.2 Executing the Deployment Manager Wizard on Each Instance .......................... 257
14.3.3 Launching the Deployment Manager Wizard ... ... .. ... ... 257
14.3.4 Assigning the User Mailbox SynchronizationRole ... . .. ... ... 269
14.3.5 Assigning the IMAP Server Role ... . o 270
14.3.6 Assigning Multiple Roles to a Server ... . . 271
14.3.7 Identifying the Storage Role Server ... .. . 274
14.3.8 Identifying the Search and Indexing Role Server ... ... .. 275
14.3.9 Recommended Deployment Scenario ... ... ... 276

10 INAOX 279



Screenshot 1:
Screenshot 2:
Screenshot 3:
Screenshot 4:
Screenshot 5:
Screenshot 6:
Screenshot 7:
Screenshot 8:

Screenshot 9:

Screenshot 10:
Screenshot 11:
Screenshot 12:
Screenshot 13:
Screenshot 14:
Screenshot 15:
Screenshot 16:
Screenshot 17:
Screenshot 18:
Screenshot 19:
Screenshot 20:
Screenshot 21:
Screenshot 22:
Screenshot 23:
Screenshot 24:
Screenshot 25:
Screenshot 26:
Screenshot 27:
Screenshot 28:
Screenshot 29:
Screenshot 30:
Screenshot 31:
Screenshot 32:
Screenshot 33:
Screenshot 34:
Screenshot 35:
Screenshot 36:
Screenshot 37:

Screenshot 38:

List of Figures

Registering ASP.NET With 1S | 23
Check fora newer build ... . . 29
Specify the website and virtual directory alias for the web application .......................... 30
Installation complete .. il 31
Post install wizard start screen ... .. . il 32
Post install wizard - select database type. . ... ... oo 34
Archive Store creation: Select locations ... .. ... .. ... 36
Archive Store creation: Select database ... ... .. ... . 38
Archive Store creation: Select data and log file location. ... .. ... ... .. ... ... 39
Archive Store creation: Select locations ... ... .. ... 40
Post install wizard - choose archiving method . ... .. .. .. 42
Journal Mailbox Wizard .. ... . .. 44
Post Install Wizard completed successfully .. ... . .. . 46
Search for email ... il 47
Specify the website and virtual directory alias for the web application ........................ 50
Browsing Archived Emails .. 53
Working with emails within GFI MailArchiver ... . 54
Advanced Search Options ... .. 56
Smart Phone Login SCreen .. ... 58
GFI MailArchiver Home Page for Smart Phones . . ... ... . . 59
Search Result by Smart Phone ... ... .. 60
Conversation View Smart Phone ... . . 61
Accessing multiple mailboxes ... ... ... 62
Maillnsights report scheduling ... .. il 64
Maillnsights Communication FlOW ... . L 65
Maillnsights Communication Flow Report ... .. .. . ... 66
Maillnsights WebMail Use ... . . 67
Maillnsights WebMail Communicators Report ... ... . . ... 68
Maillnsights Email Responsiveness . ... . ... il 69
Maillnsights Email Responsiveness Report ... ... .. . .. 70
Maillnsights Storage Use ... ... . 71
Maillnsights Storage Use Report ... .. . il 72
Maillnsights Inactive ACCOUNtS .. . .. 73
Inactive Accounts Report .. .. 74
Maillnsights Inappropriate Words ... .. . 75
Maillnsights Inappropriate Words Report ... . .. 76
Maillnsights Internal SpammMErs . . ... L 77
Maillnsights Internal Spammers Report ... . il 78



Screenshot 39:
Screenshot 40:
Screenshot 41:
Screenshot 42:
Screenshot 43:
Screenshot 44:
Screenshot 45:
Screenshot 46:
Screenshot 47:
Screenshot 48:
Screenshot 49:
Screenshot 50:
Screenshot 51:
Screenshot 52:
Screenshot 53:
Screenshot 54:
Screenshot 55:
Screenshot 56:
Screenshot 57:
Screenshot 58:
Screenshot 59:
Screenshot 60:
Screenshot 61:
Screenshot 62:
Screenshot 63:
Screenshot 64:
Screenshot 65:
Screenshot 66:
Screenshot 67:
Screenshot 68:
Screenshot 69:
Screenshot 70:
Screenshot 71:
Screenshot 72:
Screenshot 73:
Screenshot 74:
Screenshot 75:
Screenshot 76:
Screenshot 77:

Screenshot 78:

Maillnsights Outside Office HOUIS ... e 79
Maillnsights Outside Office Hours Report ... . . 81
Maillnsights Data Leakage Detection report ... ... . . i 82
Maillnsights Data Leakage Detection Report . ... ... . o i i i, 83
Maillnsights Job Search report .. ... 84
Maillnsights Job Search Report . .. .. 85
User profile preferenCes . . ... oo L 86
The GFI MailArchiver dashboard ... .. . . 87
About GFI MailArchiver area ... ... . 88
GFl MailArchiver Heartbeat ... . . . il 88
SOV IS AN . 89
Archive Stores area . ... il 89
GFI MailArchiver Email flow area ... . ... . .. 90
Email flow area configuration ... . . 90
Event Viewer tab .. L 91
GFI MailArchiver Settings Page . ... .. .. 92
Configuring Archiving Method ... L 94
Manage Journaling Mailboxes screen ... .. . 96
Add Journaling Mailbox . ... ... .. il 96
Choose how you want the wizard to setup GFl MailArchiver to use a journal mailbox. ........ 97
Existing mailbox added successfully ... ... ... il 98
Configuring Archiving Rules ... . . . L 100
Select Enable Archiving Restrictions ... ... . ... ... .. 103
Add emails, groups OF USersS . ... 104
Configuring email archive restrictions. ... ... . ... . .. il 105
Enable folder structure retrieval ... .. ... ... 106
Add exclude POliCY ... .. 108
Select users to exclude ... ... .. . 109
Viewing Archive Stores .. 111
Attaching an Archive Store .. .. 113
Search Index Management ... ... . il 115
Backup an SQL database . ... ... il 119
Backup an SQL database . ... ... il 121
The Bulk Schema Upgrader ... .. .. 124
Attach a GFI MailArchiver 3 database .......... ... ... .. 125
Configuring access CONtrol ... ... ... i 127
IMAP Server configuration ... ... 129
Viewing retention and spam policies .......... ... ... .. 132
Select SPAM or email retention policy ... . . ... 133
Retention Policy details . ... .. .. 134



Screenshot 79: SPAM Retention Policy dialog . ... ... . i 137
Screenshot 80: Categorization rule details ... ... ... 139
Screenshot 81: Select authentication method ... .. . .. ... 141
Screenshot 82: Enable user interaction auditing ... .. . . 142
Screenshot 83: Configuring Email deletion ... ... .. L 146
Screenshot 84: General SetliNgs . ... o L 148
Screenshot 85: Version check configuration ... . 149
Screenshot 86: Setting GFI MailArchiver server URL in Windows® Server 2003 GPO __......................... 156
Screenshot 87: Setting GFI MailArchiver server URL in Windows® Server 2003 GPO ... . ... ............... 158
Screenshot 88: Enable or disable Manual Archiving ... .. . . 162
Screenshot 89: Setting GFI MailArchiver server URL in Windows® Server 2008 GPO __......................... 166
Screenshot 90: Importing from a Microsoft Exchange mailbox . ... ... ... .. 181
Screenshot 91: Import from Microsoft Exchange: Mailbox and folder selection ... ............................. 182
Screenshot 92: Import from Microsoft Exchange: Configure import options ... .. ............................. 183
Screenshot 93: Microsoft Outlook® personal folders (PST) files ... ... . oo . 188
Screenshot 94: Import from Microsoft Exchange: Configure import options ... ... ............................ 189
Screenshot 95: GFI PST Exporter Master Service credentials ... ... ... .. i, 191
Screenshot 96: GFI PST Exporter: general settings . ... ... oo, 192
Screenshot 97: GFI PST Exporter: General Settings: verify query root ... .. .. . . . . ... .. ........... 193
Screenshot 98: GFI PST Exporter: notification settings ... ... . ... 194
Screenshot 99: GFI PST Exporter: computer roups .. ... il 195
Screenshot 100: GFI PST Exporter: create a computer group ... ... 195
Screenshot 101: GFI PST Exporter: computer group properties ... . ... ... 196
Screenshot 102: GFIl PST Exporter: computer group locations to search ... ... .. . ... .. ........... 197
Screenshot 103: GFIl PST Exporter: edit computer group configuration ... ... ... ... ... ........... 198
Screenshot 104: GFI PST Exporter: add computer .. .. 199
Screenshot 105: GFI PST Exporter: deploying the agent ... .. .. 200
Screenshot 106: GFI PST Exporter: deploying the agent ... .. . 201
Screenshot 107: GFl PST Exporter: remote computer requirements ... ... 202
Screenshot 108: GFI PST Exporter: processing at remote computer ... .. ... 203
Screenshot 109: GFI PST Exporter: export report ... .. 204
Screenshot 110: GFI PST Exporter: processing l0gs . ... .. .. 205
Screenshot 111: Email Export: Connecting to GFI MailArchiver . ... 207
Screenshot 112: Email Export: Search options ... .. ... 208
Screenshot 113: Email Export: EXport options ... il 211
Screenshot 114: Restore mailbox utility ... .. .. 213
Screenshot 115: Add new user in Microsoft® Exchange Server 2003 ... ... 230
Screenshot 116: New Object - User dialog .. ... . .. 231
Screenshot 117: Add a passWOrd ... il 231
Screenshot 118: Mailbox store node properties ... ... . 232



Screenshot 119:
Screenshot 120:
Screenshot 121:
Screenshot 122:
Screenshot 123:
Screenshot 124:
Screenshot 125:
Screenshot 126:
Screenshot 127:
Screenshot 128:
Screenshot 129:
Screenshot 130:
Screenshot 131:
Screenshot 132:
Screenshot 133:
Screenshot 134:
Screenshot 135:
Screenshot 136:
Screenshot 137:
Screenshot 138:
Screenshot 139:
Screenshot 140:
Screenshot 141:
Screenshot 142:
Screenshot 143:
Screenshot 144:
Screenshot 145:
Screenshot 146:
Screenshot 147:
Screenshot 148:
Screenshot 149:
Screenshot 150:
Screenshot 151:
Screenshot 152:
Screenshot 153:
Screenshot 154:
Screenshot 155:
Screenshot 156:
Screenshot 157:

Enabling journaling on a Microsoft® Exchange Server mailbox store ......................... 233
ADS Bt 235
Heuristics attribute ... il 236
Editing the heuristics attribute value ... ... . 236
Mailbox store node Properties ... .. ... ..o 237
Enabling journaling on a Microsoft Exchange mailbox store ... ... ... .................... 238
New user mailbox details ... ... .. . 239
Configuring a Mailbox Database ... ... ... oo 240
Mailbox Database properties .. ... ... ... 241
Configuring Journaling rules ... .. 242
Creating a new Journaling rule ... ... il 243
Configuring a Mailbox Database ... ... ... ..o 244
Mailbox Database properties ... ... ... .o oo 245
Configuring Journaling rules ... ... 246
New user mailbox details ... ... . il 248
Configuring a Mailbox Database ... ... . ... oo 249
Mailbox Database properties .. ... ... ... oo 250
Creating a new Journaling rule ... ... i L 251
Configuring a Mailbox Database .. ... .. ... ... 252
Mailbox Database properties ... ... .. 253
How Role-based Deployment works ... ... 255
Selecting roles ... . 258
Specify Active Directory® credentials .. ... . ... 259
Apply all configuration settings specified ......... ... ... ... 260
Assigning the Central Configuration Servicerole ... . ... .. ... ... 261
Assigning the Data Collectionrole ...... .. ... . ... . 262
Assigning the Storage role ... il 263
Assigning the Search and Indexing role ... . ... . .. ... 264
Specify the word breaker for the Search and Indexing role ... .. .. ... ........... 265
Assigning the User Interface and Administrationrole ....... ... ... ....................... 266
Specify User Interface and Administration role settings ... .. . . ... ... 267
Assigning the Data Import Service role ... ... ... . ... 268
Assigning the Data Import Service role ... ... ... .. .. 269
Assigning the IMAP Server role ... ... 270
Assigning multiple roles ... .. 271
Identifying the Central Configuration Service Role server ... . . . ... ... ... ........... 272
Identifying the Data Collection Role server .. ... 273
Identifying the Storage Role server . . .. 274

Identifying the Search and Indexing Role server ... ... 275



List of Tables

Table 1: Terms and conventions used in thismanual ... . .. ... ... 17
Table 2: Supported operating SyStemMS . . 19
Table 3: Supported databases ... .. ... . il 19
Table 4: Other supported COMPONENtS ... .. . 19
Table 5: Minimum and recommended ProCessOrs ... ... .. . . 20
Table 6: Memory reqUIremMeNts ... 20
Table 7: Physical Storage requiremMents .. .. . 20
Table 8: Folders to exclude from Antivirus SCANNING . ... .. . e, 21
Table 9: Locations to exclude from antivirus sCanning ... ... . . 21
Table 10: Listening Ports on the GFl MailArchiver Server ... . . 21
Table 11: Ports used by GFI MailArchiver . . 21
Table 12: Installation considerations ... ... .. . 23
Table 13: Choosing your database type ... ... 25
Table 14: Microsoft SQL Server limitations ... . . . il 27
Table 15: Post installation tasks ... .. . 32
Table 16: Archived emails storage Options ... . . . 34
Table 17: Archive Store file locations ... ... L 36
Table 18: Database server details ... ... . 38
Table 19: Archive Store authentication OptioNs ... ... 39
Table 20: Archive Store database file location Options .. ... ... . 39
Table 21: Database file location OptioNS .. ... ... o i 41
Table 22: Configure archiving method ... .. L 42
Table 23: Journal Mailbox OptioNSs ... . ... 44
Table 24: New journal mailbox Options ... . . 45
Table 25: New feature requirements related to Archive Store automation ... ... ... ... .............. 48
Table 26: Licensing OptioNS .. ... . . 51
Table 27: Archive Tab OptioNS . . . . 53
Table 28: Email View OptioNs . . ... 55
Table 29: Wildcard description .. ... . 56
Table 30: Advanced Search OptioNns ... .. . 56
Table 31: Communication Flow Report criteria ... ... . . 65
Table 32: Communication Flow Report criteria ... ... . . 67
Table 33: WebMail Use Report criteria ... . . . 67
Table 34: WebMail Use Report criteria ... ... . 68
Table 35: Email Responsiveness Report criteria ... ... .. ... 69
Table 36: Email Responsiveness Report criteria ... ... .. ... 70
Table 37: Email Storage Report criteria ... ... . . 71
Table 38: Storage Use Report Criteria ... ... . 72



Table 39:
Table 40:
Table 41:
Table 42:
Table 43:
Table 44:
Table 45:
Table 46:
Table 47:
Table 48:
Table 49:
Table 50:
Table 51:
Table 52:
Table 53:
Table 54:
Table 55:
Table 56:
Table 57:
Table 58:
Table 59:
Table 60:
Table 61:
Table 62:
Table 63:
Table 64:
Table 65:
Table 66:
Table 67:
Table 68:
Table 69:
Table 70:
Table 71:
Table 72:
Table 73:
Table 74:
Table 75:
Table 76:
Table 77:
Table 78:

Inactive Accounts Report Criteria ... .. .. 73
Inappropriate Words Report Criteria ... ... ... o 75
Inappropriate Words Report Criteria ... ... ... .o 76
Internal Spammers Report Criteria ... ... ... i L 77
Internal Spammers Report Criteria ... ... ... i L 78
Outside Office Hours Report criteria ... ... 79
Outside Office Hours Report criteria ... .. 81
Data Leakage Detection Report Criteria ... .. ... . i 82
Data Leakage Detection Report Criteria ... ... ... ... o i 83
Job Search Report Criteria L ..o 84
Job Search Report Criteria L ..o 85
Email flow area OptioNSs ... ... 90
Overview of cUrment SetiNgGS ... . e 92
Archiving Method Wizard OptioNns ... .. . 94
Mail SErVEr OPLIONS . . 96
Journal Mailbox Wizard OptiONS ... . 97
Existing Journal Mailbox OptioNs ... . 98
Archiving Rule conditions ... . L 101
Archiving restriction Options ...l 103
Email archive restrictions options ... .. ... 105
Folder Structure Retrieval Options ... .. 107
Archive Store table ... ... . 111
Database type recommendations ... .. 112
Indexing Schedule OptioNs ... . .. 115
Search index states ... ... .. . L 116
Archive Store Properties il 122
Email Access Control grouUps ... ... il 126
Retention policy table fields ... . ... 132
New retention policy OptiONS ... . 134
Pre-defined retention file types ... ... . 135
SPAM Retention Policy OptioNns ... .. 137
Classification Policy OptioNs ... .. 139
SQL Server® Authentication methods ........ ... .. ... 141
General Settings OptioNs .. .. 148
Version Check settings ... .. 149
GFI MailArchiver Outlook Connector Versions ........... ... ... ... .o i, 152
Outlook® Connector Tab Availability options ... ... .. .. 152
GFI MailArchiver Outlook Connector software requirements ... ... . ... ................. 152
GFI MailArchiver Outlook Connector hardware requirements ... ... ... ............... 153

GFI MailArchiver Outlook Addon software requirements ......... ... ... ......................... 160



Table 79:
Table 80:
Table 81:
Table 82:
Table 83:
Table 84:
Table 85:
Table 86:
Table 87:
Table 88:

GFI MailArchiver Outlook Addon hardware requirements ... ... .. ... ... oo i, 161
Outlook® Connector Tab Availability options ... .. . 163
Email export searCh Criteria ... . L 208
Email @Xport OptiONS ... 211
Installation ProblemS . . . 216
General 1SSUBS .. L 217
IMport EXport problems .o 220
OULLoOk® CONNECLOr 1SSUBS .. . 223
Deployment SCENATIO . . ... o e 276

DeploymMENt Ol . . . L 277



1 About GFI MailArchiver®

1.1 Introduction to GFIl MailArchiver

GFI MailArchiver is an email archiving solution which can archive all internal and external email into a
central Archive Store. You can then easily manage the email Archive Stores from the web-based
configuration of GFI MailArchiver. You can also allow users to browse and search old emails via the
web-based browse and search interface. GFI MailArchiver also provides Microsoft Outlook®

integration.

1.2 How Does GFI MailArchiver Work?

GFI1 MailArchiver operations can be classified in three stages as described below.

Microsoft Exchange
Semer

GF1 MailArchiver
+IS

-

HODD 1: Archive
Data

User accessing GFI
MailArchivar
web interface via
Internet Explorer

—O
-~

HDOD 2: Index
Firebird or Microsoft
SQL Server DB

Figure 1: Typical GFI MailArchiver installation diagram.
Stage 1: Retrieve emails

GFI MailArchiver retrieves emails depending on the configured Archiving Method as described in the
table below:

ARCHIVING METHOD DESCRIPTION

Auto-Archiving (Jour- GFI MailArchiver collects emails from the Microsoft® Exchange Server journaling mailbox.
naling)
Manual Archiving GFI MailArchiver, receives manually archived emails from GFI MailArchiver Outlook
Addon.
(_INOTE

For more information, refer to Configuring Archiving Method (page 93).
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Optionally, emails can also be imported into GFI MailArchiver through the GFI MailArchiver Import
Export Tool. For more information, refer to Import and Export Emails (page 176).

Stage 2: Archive emails

GFI1 MailArchiver stores collected emails in Archive Stores created automatically based on the
configured New Archive Store Settings. Emails are archived according to their sent date. If an Archive
Store does not exist for the period that matches the date of the email, a new Archive Store is
automatically created. For more information, refer to Configuring Archive Store Settings (page 111).

@ notE

When Rule-based method of archiving is selected, GFI MailArchiver only archives emails
that match criteria specified in the configured Archiving Rules. For more information,
refer to Configuring Archiving Rules (page 99).

Stage 3: Browse archived emails

Users can browse and search archived emails via the GFI MailArchiver web interface or from Microsoft
Outlook® using the GFI MailArchiver Outlook Connector.

1.3 GFI MailArchiver Licensing

For information on GFI MailArchiver licensing, refer to:

http://go.gfi.com/?pageid=MAR_Licensing

1.3.1 Terms and conventions used in this manual

Table 1: Terms and conventions used in this manual

| Additional information and references essential for the operation of GFl MailArchiver.
Important notifications and cautions regarding potential issues that are commonly encountered.

> Step by step navigational instructions to access a specific function.
Bold text Items toselect such as nodes, menu options or command buttons.

Italics text Parameters and values that you must replace with the applicable value, such as custom paths and file
names.

Code Indicates text values to key in, such as commands and addresses.

1.4 Legal Compliance

Ensure that by enabling the Rule-based method of archiving or the Email deletion feature you are not
breaching your company policy or any laws and regulations related to email storage in your
jurisdiction. For more information refer to Configuring Archiving Rules and Email Deletion chapters.
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2 Installing GFI MailArchiver

Installing GFI MailArchiver is a two-step process:
1. Run the GFI MailArchiver installer to install GFI MailArchiver and missing pre-requisites.

2. Follow the GFI MailArchiver post-install wizard to configure GFl MailArchiver and its operating
environment.

In this chapter:

2.1 System Requirements ... 18
2.1.1 Software RequiremMents . .. 19
2.1.2 Hardware Requirements .. . . 20
2.1 3 Important Settings ... 21

2.2 Where Should | Install GFI MailArchiver? ... 23
2.2.1 Preparing the Journal Mailbox ... . 24
2.2.2 Preparing the Journal Mailbox in Microsoft® Exchange Server 2003 ... .. .. ... ... ......... 24
2.2.3 Preparing the Journal Mailbox in Microsoft® Exchange Server 2007/2010 __......_................ 24

2.3 Choosing and Preparing a Database ... ... . ... 25
2.3.1 Choosing Your Database TYPe ... ... oo 25
2.3.2 Configuring a Firebird Database ... ... ... ... il 26
2.3.3 Using SQL Server® EXPress ... . .. 27
2.3.4 Using Microsoft® SQL Server . .. 28

2.4 Before You Install ... . 28

2.5 Installing GFl MailArchiver .. 29

2.1 System Requirements

This section describes software and hardware requirements and related settings to ensure a
successful deployment of GFI MailArchiver.

Software requirements:

= Supported Operating Systems
#  Supported Mail Servers

= Supported Databases

# QOther Required Components

Hardware requirements:

= Processor
= Memory
#  Physical Storage

Important Settings:

= Antivirus and Backup Software

# Firewall Port Settings
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# Database Settings

»  ASP.NET® Settings

@) notE

The recommended software and hardware specifications depend on the number of
users, settings enabled, email flow and message sizes.

2.1.1 Software Requirements

Supported Operating Systems
GFI MailArchiver can be installed on all the operating systems listed below:

Table 2: Supported operating systems

32 BIT Windows® SBS 2003 & SBS 2011
Windows® 2003 Standard & Enterprise
Windows® 2008 Standard & Enterprise

64 BIT Windows® SBS 2008 Standard & SBS 2011
Windows® 2003 Standard & Enterprise
Windows® 2008 Standard, Enterprise, Datacentre & Hyper-V® Environments
Windows® Server 2008 R2 Enterprise & Hyper-V® Environments

@ note

The server on which to install GFI MailArchiver must have access to Active Directory®.

Supported Mail Servers
> Microsoft® Exchange Server 2003 or later.

#  |MAP compatible mail servers

Supported Databases
GFI1 MailArchiver supports the database back-ends listed below:

Table 3: Supported databases

SUPPORTED DATABASE DESCRIPTION

Firebird An open source database used for evaluation purposes
bundled with GFI MailArchiver. Recommended for evaluation
purposes only for organizations with less than 50 email users
and with an average mail flow of up to 2500 per day.

SQL Server® 2005 or later Recommended for all organizations. Not included with GFl Mai-
(including SQL Server® Express editions) lArchiver installation and is required to be installed as a sep-
arate process.

Other Required Components

Table 4: Other supported components

OTHER COMPONENTS

Microsoft .NET® Framework 4.0
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OTHER COMPONENTS

ASP.NET® 4.0

Internet Information Services (IIS®) 6.0 or later - SMTP & World Wide Web services
Internet Explorer® 8 or later, Mozilla Firefox, Google Chrome, Safari®

Microsoft® Data Access Components (MDAC) 2.6 or higher

Microsoft® Exchange Server MAPI Client and Collaboration Data Objects 1.2.1 - Required (unless Outlook® 2003 32-bit or
later is installed or unless GFI MailArchiver is installed with Microsoft® Exchange Server 2003). Download from:
http://www.microsoft.com/download/en/details.aspx?id=6248

@ notE

Minimum supported screen resolution is 1024 x 768

* IMPORTANT

After installing Microsoft .NET® Framework 4.0 restart the machine.

2.1.2 Hardware Requirements

Processor

Table 5: Minimum and recommended processors

REQUIREMENT DESCRIPTION

Minimum Intel Pentium or compatible - 2GHz 32 bit processor.
Recommended x64 architecture-based server with Intel 64 architecture or AMD64 platform.
Memory

Table 6: Memory requirements
Minimum 1GB RAM (dedicated to GFI MailArchiver)
Recommended 3GB RAM (dedicated to GFl MailArchiver)

Physical Storage

Table 7: Physical Storage requirements

REQUIREMENT | DESCRIPTION

Minimum 400MB physical disk space (NTFS) for GFI MailArchiver installation. More space is required for the
database (Firebird or Microsoft® SQL server). Storage space depends on mail volume to archive.

Recommended Server with 4 physical drives, with the ability to increase storage space on demand when required.
Refer to Database Settings section within this chapter for more information on how to configure your
database.

@ notE

It is highly recommended that you store databases and Index files on separate,
appropriately sized hard disks. SAS hard disks are highly recommended.
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2.1.3 Important Settings

Antivirus and Backup Software

Anti-virus and backup software may cause GFI MailArchiver to malfunction. This occurs when such
software denies access to certain files required by GFIl MailArchiver.

Disable any third party anti-virus and backup software from scanning the following folders and
subfolders:

Table 8: Folders to exclude from Antivirus scanning

GFI MailArchiver FOLDERS

<GFI MailArchiver Installation folder> and subfolders.
<..\Program Files\Common Files\GFI>

Also, exclude the index and the Archive Store locations from backups and anti-virus scans. The default
Index and Archive Store locations are:

Table 9: Locations to exclude from antivirus scanning

GFI MailArchiver DEFAULT INDEX AND ARCHIVE STORE LOCATIONS

<GFI MailArchiver Installation folder>\Indexes\default
<GFI MailArchiver Installation folder>\Databases\default\>

@ notE

You can change the Index and Archive Store locations after installing GFI MailArchiver.
For information, refer to the Configure Archive Stores and Configure search indexes
sections in this manual.

Firewall Port Settings
Configure your firewall to allow connections from the GFI MailArchiver server on the following ports:

Table 10: Listening Ports on the GFI MailArchiver Server

PORT DESCRIPTION

Remoting (Ports 8014, Used for communication between GFI MailArchiver components when installed in a role
8017, 8018, 8019, 8020, based setup. Ensure these ports are open only when the server is installed in a distributed
8022) environment.

Connections Established From the GFIl MailArchiver Server

Table 11: Ports used by GFIl MailArchiver

PORT DESCRIPTION PRO-
TOCOL

25 Used by GFl MailArchiver when an email needs to be restored to a user’s mailbox or a notification is SMTP
sent to the GFl MailArchiver administrator.

80 Used by the GFI MailArchiver user interface and web services. HTTP

135 Enable this port when GFl MailArchiver is installed on the same machine as Microsoft® Exchange MAPI/-
Server and configured to use EXOLEDB to retrieve emails. RPC

143 Enable this port to retrieve emails when GFI MailArchiver is not installed on the same server as Micro- IMAP

soft® Exchange Server.
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PORT DESCRIPTION PRO-
TOCOL

1443 Enable this port when GFl MailArchiver is configured to archive emails to a SQL Server® Database. Micro-
soft
SQL
Server
®
3268 Used for connections done from the GFI MailArchiver Server to the Domain Controller which stores Micro-
the Microsoft® Global Catalog. soft
Global
Cat-
alog
8096 Enable this port when using GFI PST Exporter to communicate with GFl MailArchiver when exporting <Optio-
to data from networked computers. nal>
8099

44143 Default port assigned to GFl MailArchiver IMAP Service. IMAP Service enables users to access archived IMAP
email via IMAP from 3rd party email clients such as Thunderbird, Microsoft Outlook®, Apple Mail,
Android, i0S and others.

Database Settings

GFI MailArchiver requires SQL Server® (if used as the archival database) to be installed in case
insensitive mode. This is the default installation setting of SQL Server®. The SQL Server® collation
modes apply to all SQL Server® objects including login names. In such cases if a user changes a
property in the name and does not make EXACT character case matches, GFI MailArchiver will fail
since it would not find the resources required.

Once installed, it is not possible to change the SQL Server® collation mode easily. It requires a rebuild
of the master database using advanced Microsoft® SQL tools or methods. The best solution is to install
another instance of SQL Server® (set to operate in insensitive collation mode).

IMPORTANT

Ensure SQL Server® is installed in case insensitive mode if SQL Server® is used as the
archival database.

ASP.NET® Settings
Register and enable ASP.NET® with 1IS® for GFI MailArchiver to work.

Register ASP.NET® With IIS®

If the Microsoft® .NET framework is installed after IIS is installed this is automatically registered. Else,
register ASP.NET® with 1IS® by following these steps:

1. From command prompt, navigate to:

<WindowsDirectory>\Microsoft .NET\Framework\<v4.0.xxxxx>\

@) vote

Replace <v4.0.xxxxx> with the folder name of Microsoft® .NET Framework version
number.

For example: C:\Windows\Microsoft.NET\Framework\v2.0.50727\
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W WINDOWS system 32 cmd.exe

G WINDOWS“Microsof € .NET“Framevork-w2 A_ 58727 >aspnet_regiis.exe —1i

Start installing ASP.NET <2.8.587273.
Finished installing ASP.NET <(2.8.58727>.

C S WINDOWES“Microsoft _.HET“Framework w2 B_58727
Screenshot 1: Registering ASP.NET with IS

2. Keyin aspnet regiis.exe -i and press Enter.

Enable ASP.NET® From IIS®

() NOTE

Ensure that ASP.NET® is allowed by Internet Information Services (115®) Manager.

IIS 6
1. Navigate to Control Panel > Administrative Tools > Internet Information Services (IIS) Manager.
2. Expand the local computer node and select Web Service Extensions.

3. In the right pane, right click ASP.NET v4.0.xxxxx and select Allow.

s 7
1. Navigate to Control Panel > Administrative Tools > Internet Information Services (IIS) Manager.

2. Select the local computer node and from the Features View pane launch ISAPI and CGl
Restrictions.

3. In the Features View pane, right click ASP.NET v4.0.xxxxx and select Allow.

2.2 Where Should I Install GFI MailArchiver?

Install GFI MailArchiver on any machine that meets the system requirements and is part of an Active
Directory® domain. Before proceeding with the installation, first consider the details listed below:

Table 12: Installation considerations

CONSIDERATION DESCRIPTION

Email volume on Installing GFl MailArchiver on a mail server where a high volume of emails received and processed
your servers will invariably put more load on server resources. This can cause these servers to become
unresponsive and not process mail in a timely fashion.

Hardware and The hardware and software specifications listed in the System requirements section above should
software spec- be considered to be over and above the requirements of other software installed on the same
ifications of your server. Servers which are nearing their capacity in terms of resources should not be used to install
servers GFI MailArchiver.

Need to archive Installing GFI MailArchiver on a server which is not granted access to multiple sources creates a
email from mul- problem in the centralization efforts of email data archival.

tiple sources con-

currently

= If all of the above details are considered not to be of significant issues then you can consider
installing GFI MailArchiver on the mail server.

For example:
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If you need to archive email from one Microsoft® Exchange Server, and the server is
handling the email flow on your network and still has spare processing capacity, then you
can consider installing GFI MailArchiver directly on the Microsoft® Exchange Server
machine.

» |f you want to archive email from multiple Microsoft® Exchange Servers using IMAP, it is rec-
ommended that you install GFl MailArchiver on a separate server.

#  GFI MailArchiver does not require a dedicated machine when it is not installed on the mail server.

2.2.1 Preparing the Journal Mailbox

A Journal mailbox is a mailbox that stores copies of emails sent or received by email users. This
enables the recording of all email in an organization, with minimum performance overheads. GFI
MailArchiver uses Microsoft® Exchange Server journaling to centralize all the emails to archive in a
single mailbox.

IMPORTANT

If journaling is not set up correctly, email archiving will NOT work.

2.2.2 Preparing the Journal Mailbox in Microsoft® Exchange Server 2003

Configuring a Microsoft® Exchange Server journaling mailbox for use within GFl MailArchiver requires
you to create a new journal mailbox and to configure Microsoft Exchange to archive emails to the
journal mailbox. Then you are also to configure whether to journal just the BCC information or all the
header information

For detailed instructions on configuring a journaling mailbox in Microsoft® Exchange Server 2003 for
use with GFI MailArchiver, refer to Create a Journal Mailbox in Microsoft Exchange Server 2000/2003
in Appendix 1 .

2.2.3 Preparing the Journal Mailbox in Microsoft® Exchange Server 2007/2010

Microsoft® Exchange Server 2007 and Microsoft® Exchange Server 2010 support two types of
journaling:

# Standard journaling: This feature enables the configuration of a Mailbox store that enables the
recording of email in an organization. GFI MailArchiver can use Microsoft® Exchange Server jour-
naling to centralize all the emails to archive in a single mailbox for archival. This type of jour-
naling is also called per-mailbox database journaling.

» Premium journaling: Only available with the Microsoft® Exchange Server Enterprise client access
license. It enables an administrator to setup custom journaling rules such as Archive only incom-
ing emails, Archive only outgoing emails or Archive emails for a particular group. This journaling is
also called per-recipient journaling.

GFI MailArchiver utilizes this type of journaling by detecting and displaying these rules in the Data
Sources Configuration Wizard.

Choosing a Journaling Method
# Choose standard journaling to archive all emails (inbound and outbound) for all users in your
organization.

# Choose premium journaling of you want more control over the emails to archive (e.g. only for spe-
cific users or for inbound or outbound only).
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@) notE

Premium journaling requires a Microsoft® Exchange Enterprise client access license.

Enabling Journaling for Microsoft® Exchange Server 2007 or Microsoft® Exchange Server
2010

For Microsoft® Exchange Server 2007 pre-service pack 2 installations, journal mailbox creation should
be created using the instructions listed in Creating a Journaling Mailbox in Microsoft Exchange Server
2007 or Create a Journal Mailbox in Microsoft Exchange Server 2010 in this guide. Installations running
Microsoft® Exchange Server 2007 SP2 or Microsoft® Exchange Server 2010 can:

= Use the GFI MailArchiver Post-Installation wizard to automatically create the required journal
mailbox, or

» Use the instructions listed in Appendix 1 in this guide.

2.3 Choosing and Preparing a Database

As an archiving solution, GFI MailArchiver is highly dependent on your database infrastructure setup
for high performance of data archival and retrieval processes.

The following sections help you to understand the following options:

* Firebird Database

= Microsoft SQL Server Express

#  Microsoft SQL Server

2.3.1 Choosing Your Database Type

GFI MailArchiver can be configured to run in various hardware setups and combinations. The table
below shows the typical recommended configurations. These guidelines and configurations may vary
according to user activity and daily email flow.

Table 13: Choosing your database type

NUMBER OF MAILBOXES TO ARCHIVE RECOMMENDED DATA- | DESCRIPTION WHERE
BASE TYPE EACH COMPONENT IS
STORED

50 mailboxes or less GFI MailArchiver data- * Email headers - Fire-
Evaluation ONLY base bird database
*  Metadata - Firebird
database

“* Email data - On disk

100 mailboxes or less Average mail flow of up to 6000 SQL Server® Express *  Email headers - SQL
emails/day with File Storage Server® Express

*  Metadata - SQL
Server® Express

*  Email data - On disk
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NUMBER OF MAILBOXES TO ARCHIVE RECOMMENDED DATA- | DESCRIPTION WHERE
BASE TYPE EACH COMPONENT IS
STORED

50 mailboxes or more SQL Server® * Email headers - SQL
Average mailflow of more than 8000/day Server®
*  Metadata - SQL
Server®

“*  Email data - SQL

Server®
More than 500 mailboxes SQL Server® with File * Email headers - SQL
Average mailflow of more than 8000/day Storage Server®
*  Metadata - SQL
Server®

*  Email data - On disk

@ notE

Email metadata is the information about email archived within GFI MailArchiver.

2.3.2 Configuring a Firebird Database

GFI1 MailArchiver ships with a Firebird database for evaluation purposes.

@ notE

Ensure that the size of each Firebird database never exceeds 2GB.

To minimize any potential performance issues, the following setup is strongly recommended when
using the Firebird database:

# Physical HDD 1: Operating system and GFI MailArchiver installation.
= Physical HDD 2: Firebird database data store.
# Physical HDD 3: Mail database indexes.

The above setup reduces data read/write operations on the same physical hard disk drive to improve
performance.

IMPORTANT

Failing to follow the above recommendations may result in substantial performance
degradation.

@) vote

Archive email auditing feature is only available when emails are archived in SQL
Server®. Microsoft® SQL Server with File Storage option is not supported.
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2.3.3 Using SQL Server® Express

SQL Server® Express is recommended for medium sized organizations (approximately 1-100 email
users) with an average mail flow of up to 6000 emails/day

The recommended setup for GFI MailArchiver using a SQL Server® Express 2000/2005/2008 database
is as follows:

* Physical HDD 1: Operating system and GFI MailArchiver installation.
» Physical HDD 2: Microsoft® SQL Server data file (.mdf).

» Physical HDD 3: Microsoft® SQL Server log file (.ldf)

= Physical HDD 4: Mail database indexes.

This configuration ensures that different processes are distributed to distinct physical hard disk
drives. This eliminates performance loss due to excessive data read/write operations on the same
physical hard disk drive.

) NotE

Archive email auditing feature is only available when emails are archived in SQL
Server®. Microsoft® SQL Server with File Storage option is not supported.

There are however a number of SQL Server® Express limitations to consider:
» Database size has a limit of 4GB (10GB for SQL Server® Express 2008 R2)
# |t uses 1 CPU only
# |t uses @ maximum of 1GB RAM.

It is therefore highly recommended that:

Table 14: Microsoft SQL Server limitations

OPTION DESCRIPTION

SQL Server Express and file sys- This method uses SQL Server® Express as the backend database and a separate
tem are used as the back-end location (not a database) for the binary sources files. This saves up on the SQL
database. Server® Express space required for archiving.

Refer to the GFI MailArchiver Administration and Configuration manual (installed
with GFl MailArchiver) for detailed information on Archive Stores.

Enable the ‘Use a new Archive This instructs GFl MailArchiver to automatically switch to a new database when
Store when full’ feature within the 4GB limit of SQL Server® Express is reached. This feature requires that
Archive Store Management. Archive Stores are based on SQL and Filesystem.

Refer to the GFI MailArchiver Administration and Configuration manual (installed
with GFI MailArchiver) for detailed information on the Use a new Archive Store
when full feature within Archive Store Management

) NotE

After the first month of archiving, note the database data file size. With this value,
estimate the archive database size after six months, for example. If you estimate that
your archive database will be larger than 20 GB, you should consider configuring the
Archive Stores management feature of GFI MailArchiver.
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2.3.4 Using Microsoft® SQL Server

Microsoft® SQL Server is recommended for larger organizations (100+ email users) with a substantial
volume of emails to archive (more than 6000 email per day). For organizations with more than 500
email users (or more than 8000 emails per day) to archive emails for, it is highly recommended to use
Microsoft® SQL Server with File Storage option. This substantially increases the archival capacity of
GFI MailArchiver.

) NotE

Archive email auditing feature is only available when emails are archived in Microsoft®
SQL Server. Microsoft® SQL Server with File Storage option is not supported.

The recommended setup for GFI MailArchiver using a Microsoft® SQL Server 2000/2005/2008
database is as follows:

= Physical HDD 1: Operating system and GFI MailArchiver installation.
» Physical HDD 2: Microsoft® SQL Server data file (.mdf).

» Physical HDD 3: Microsoft® SQL Server log file (.ldf)

= Physical HDD 4: Mail database indexes.

This configuration ensures that different processes are distributed to distinct physical hard disk
drives. This eliminates performance loss due to excessive data read/write operations on the same
physical hard disk drive.

) NotE

After the first month of archiving, note the database data file size. With this value,
estimate the archive database size after six months, for example. If you estimate that
your archive database will be larger than 20 GB, you should consider configuring the
Archive Stores management feature of GFI MailArchiver.

IMPORTANT

Configure Microsoft® SQL Server to use Mixed Authentication mode for use with GFI
MailArchiver.

To change to Mixed Authentication mode:
1. Right-click on the SQL Server node > Properties from the Enterprise Manager
2. Access Security tab and select SQL Server and Windows under Authentication.

3. Save settings.

2.4 Before You Install

1. Ensure that you are logged on as Administrator or using an account with administrative privileges.

2. Save any pending work and close all open applications on the machine.
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3. Check that the machine on which you are installing GFI MailArchiver meets the system and
hardware requirements specified earlier in this chapter.

4. Check the Microsoft® Exchange Server role:

»  GFI MailArchiver cannot be installed on the Microsoft® Exchange Server 2007/2010 Edge Role,
since such a server is typically deployed on a DMZ using ADAM (Active Directory® Application
Mode)/AD LDS (Lightweight Directory Services) instead of Active Directory.

» Ensure to enable IMAP if installing on the Microsoft® Exchange Server 2007/2010 Client Access
Role.

2.5 Installing GFI MailArchiver

1. Double-click on:

» Mailarchiver.exe to install GFI MailArchiver on x86 systems

= Mailarchiver_x64.exe to install GFI MailArchiver on x64 systems

2. In the Choose Setup Language dialog, select the language you want to use during installation and
click OK.

3. On the Welcome page, click Next.

jii GFI MailArchiver - Installation Wizard

Check For Latest Build Availability o
Check for a newer version of GFI Mailarchiver GF’

This installation can check whether there is a newer build af GFI Mailarchiver downloadable
fFrom the GFI web sike, This procedure will require an internet connection ko conneck ko the
aFI web site,

™ Check for newer build of GFI Mailarchiver on the GFI web site

¥ Do nok check for new build

InstallEhield

< Back I Mexk = I Cancel

Screenshot 2: Check for a newer build

4. If you want GFI MailArchiver to check for a newer build other than the one being installed, select
Check for a newer build of GFI MailArchiver on the GFI web site and click Next. Otherwise, select
Do not check for a new build and click Next.

P NoOTE

Checking for a newer build requires an active Internet connection.
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5. Read the license agreement and select | accept the terms in the license agreement option. Click
Next to continue.

6. Click Next to continue by installing GFI MailArchiver to the default folder. For an alternative
location, click Change and select a new installation path.

i'.ga GFI1 MailArchiver - Installation Wizard

Web Application Setup [
Specify the website and virtual directary alias For the web application GF’

Website:
| Default web Site (http:ifWINSERVE:S0) =]

Wirtual Directory Alias:

IMaiI.ﬁ.rchiver

InstallEhield

« Back I Mexk = I Cancel

Screenshot 3: Specify the website and virtual directory alias for the web application

7. If you want to change the default values for the Website and Virtual Directory Alias, modify the
values in the Website: and Virtual Directory Alias: fields. These values define which URL you use to
access GFIl MailArchiver. Click Next.

8. Click Install to install GFI MailArchiver.
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ji? GFI MailArchiver - Installation Wizard |

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed GFI
Mailarchiver,

Click. Finish ko exit the wizard,

¥ Launch GFI Maildrchiver

= Bach: Finish Eanicel

Screenshot 4: Installation complete

9. On completion, click Finish to close the installation wizard.
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3 GFI MailArchiver Post-install Wizard

After GFI MailArchiver is successfully installed, the Congratulations screen is displayed. Click
Configure to start the post-install wizard that assists in setting up GFl MailArchiver .

Post Install Wizard B8

What's next?

Configure GFI MailArchiver.

o Entervyour evaluation or license keyto start using GFI1 MailArchiver.

Licensing

Archive Store
Settings

Archiving Method

g Tell me mare... Back Hext Cancel

Screenshot 5: Post install wizard start screen

The Post Install wizard will help you:

Table 15: Post installation tasks

TASK DESCRIPTION

Enter a valid license key - A valid license key is required to use GFl MailArchiver after the product is installed.
Use your purchased license key or enter a User Evaluation Key if you are in the process of evaluating GFl Mai-
lArchiver. A User Evaluation Key can be requested from http://go.gfi.com/?pageid=MAR_Down-
loadRegistrationForm.

Setup Archive Store settings - Configure Archive Store settings that define properties such as name, database
type and index locations. These settings are used as a template by GFl MailArchiver to automatically create
new Archive Stores.

Select an Archiving Method - The archiving method defines how Microsoft® Exchange Server archives emails
within GFl MailArchiver Archive Stores. Choose your preferred archiving method from available options.

Click Next to set up GFI MailArchiver for first use.
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3.1 License Configuration

In the License Configuration screen, enter the license key obtained when purchasing your GFI
MailArchiver product. Click Verify License Key, then click Next to continue.

) NotE

To evaluate GFI MailArchiver, request an evaluation key by registering on the GFI
Software Ltd http://go.gfi.com/?pageid=MAR_DownloadRegistrationForm.

3.2 Configure Archive Store Settings

Within GFI MailArchiver, Archive Stores can be described as the containers that contain the archived
emails. Archive Stores consist of several components, such as:

= A database where email metadata is stored

# A database where both email metadata and email data is stored
= A disk location used as an email index

# A disk location used as storage for email data.

Archive Stores are created based on an Archive Store profile that defines details such as Archive
Store name, database type, database file location, email file location and index locations. Use the
Archive Store Wizard to create your Archive Store settings that will be used as a template to
automatically create future Archive Stores.

To trigger the Archive Store Wizard manually:
1. From Configuration tab, select > Archive Stores.
2.In the Archive Stores window, click New Archive Store Settings.

3.(Optional) To disable browse and search functionality within the archive stores, uncheck Allow
users to browse and search this archive store (enabled by default). Click Next to continue.
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Post Install Wizard B8

Where would you like to store your archived emails?
Selectthe storage setup vou wish to use.

& Microsoft ® SQL Server ® with File Storage

Recommended for organizations that require a highly scalable solution

]
C Microsoft ® SQL Server®

Required if you need full auditing of both user and database activity

' Microsoft ® SOL Server ® Express with File Storage
Suitable for small to medium sized organizations (up to 100 mailboxes or 6,000 emails per day)

' GFI MailArchiver ® Database

Recommended for evaluation use onhy

Recommended for: Organisations with more than 500 mailhoxes arwith an average mail flow of more than 2000
emails per day.

For optimal performance distribute data across multiple disk drives. Distributed deployment should he
considered.

Recommended Hardware:

Intel ¥eon 3.2GHz — 64-hit (2 processor cores)
S8 RAM

3 Physical dizks

g Tell me mare... Back Hext Cancel

Screenshot 6: Post install wizard - select database type.

3. Select where to store your archived emails. Available options are:

Table 16: Archived emails storage options

DATABASE TYPE DESCRIPTION

Microsoft SQL Recommended if you have more than 500 mailboxes to archive or an average mail flow of more
Server with File than 8000/day.
Storage Select this option to prompt GFl MailArchiver to use a SQL Server® to store the email headers

and metadata, and a disk location you specify to store the email data.
(UINOTE
Choosing this option requires a SQL Server® installation.

Microsoft SQL Recommended if you have less than 500 mailboxes to archive, an average mail flow of more than
Server 8000/day or if you need full auditing of both user and database activity.

Select this option to prompt GFI MailArchiver to use a SQL Server® to store both email
headers/metadata as well as email data.

(JNOTE

Choosing this option requires a SQL Server® installation.
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DATABASE TYPE DESCRIPTION

SQL Server Express = Recommended if you have less than 100 mailboxes to archive or an average mail flow up to 6000
with File Storage emails/day.

Select this option to prompt GFI MailArchiver to use a SQL Server® Express database to store
email headers and metadata and a disk location you specify to store the email data.

0 NOTE

Choosing this option requires a SQL Server® Express installation. This is freely
downloadable from the Microsoft® website.

GFI MailArchiver Recommended for evaluation purposes only.
Database Select this option to store all email header/metadata in a Firebird database and the email data
in a disk location you specify.
t,NOTE

Choosing this option does NOT require you to install the Firebird database. GFl MailArchiver
will automatically create a database for you.

4. Click Next to continue setup.

In this chapter:

3.2.1 Configure Archive Store - GFl MailArchiver Database . ... ... ... ... i 35

3.2.2 Configure Archive Store - SQL Server® ... . 37

3.2.1 Configure Archive Store - GFl MailArchiver Database

If you opted to use a GFI MailArchiver database, you will now be guided to create New Archive Store
Settings that are used as a template by GFI MailArchiver to create new Archive Stores.
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Post Install Wizard B8

w GFIl MailArchiver * Database

Specify the details of the GFI MailArchiver ® database to store vour archived emails.

Database File Location

b3 |C:1F'r|:|gram Files (raenGFIMailarchivenDatabases | Browse

Email File Location

|C:1F'r|:|gram Files (raenGFIMailarchivenDatabases | Browse

[ Usethe following login and password to access the above URGC path

Login: | |

Password: | |

'.“J": These credentials will be stored in GFT Mail&rchiver's configuration.

. -

Search Index Location

|C:1F'r|:|gram Files (x3enGFIMailarchiverindexes | Browse

| To improve performance it is recommended to select a separate disk for the database file, email and
2 index files,

g Tell me mare... Back Hext Cancel

Screenshot 7: Archive Store creation: Select locations
1. Browse and select the Database File, Email File and Search Index locations to use for the GFI
MailArchiver database. Also, provide any required credentials to access the provided locations.

Table 17: Archive Store file locations

OPTION DESCRIPTION

Database file location Defines the location where the Firebird database file will be
located. Key in or click Browse... to select a location where to store
this file.

(UINOTE
UNC paths are not allowed.

Email file location Defines the location where the email data files will be located. Key
in or click Browse... to select a location where to store this file.

(_INOTE

UNC paths are allowed.
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OPTION DESCRIPTION

Search Index location Defines the location where the email search index will be located.
Key in or click Browse... to select a location where to store this file.
(UINOTE

UNC paths are allowed.

Use the following login and password to access Enable this option to allow input in the Login: and Password: fields.
the above UNC path The credentials keyed in are used to access the UNC paths
selected.

2. Click Next to continue setup.
3. Click Finish.
3.2.2 Configure Archive Store - SQL Server®

If you have opted to use a Microsoft® SQL Server, Microsoft® SQL Server with File Storage or SQL
Server® Express with File Storage, you will now be guided to set up a new Archive Store settings.

@) vote

Ensure SQL Server® is installed in Mixed Mode authentication and TCP IP is enabled.
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Post Install Wizard B8

ﬁ_\ Microsoft SQL Server Express with File Storage
Gz

Specify the details of the Microsoft SGL Sener Express with File Storage database to store vour
archived emails.

w [ Database Server Details

¥ Select the database server to use to store the archived emails.

[Database Server

ILEXPRESS

Recheck

o Manually specify the database server to use to archive your emails.

=g this option if you want to manually specify the database semnver details to use to store your archived
emails.

ﬁ Tell me mare... Back Hext Cancel

Screenshot 8: Archive Store creation: Select database

1. In the Database Server Details screen, choose an SQL Server® from the list of automatically
discovered servers or manually provide the details.

Table 18: Database server details

OPTION DESCRIPTION

Select the database server to Enables you to select a SQL Server® from the list of discovered Microsoft® SQL
use to store the archived Servers. Click Recheck to recheck for any servers that might have come online since
emails. the page loaded.

Manually specify the database Choose this option to disregard the list of discovered Microsoft® SQL Servers and to
server to use to archive your specify the details of the server used for your Archive Store.
emails.

2. Click Next to continue.

3. If, in the previous screen, you chose to manually specify the details used to store your archived
emails, provide the Microsoft® SQL Server database name in the Database Server field. If a database
server was selected, continue with the next step.

4. Select the authentication method used to connect to the selected SQL Server®.
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Table 19: Archive Store authentication options

OPTION DESCRIPTION

Integrated Windows Uses the login credentials of the currently logged on user to access the SQL Server®. Keying
Authentication in a username and a password is not required.

Microsoft SQL Server Uses the username and password provided in the Username and Password fields to access
Authentication the SQL Server®.

5. Click Next to continue.

Post Install Wizard B

ﬁ_\ Microsoft SQL Server Express with File Storage
Gz

Specify the details of the Microsoft SGL Sener Express with File Storage database to store vour
archived emails.

w [ Data & Log File Location

¥ use the default path as defined in the Microsoft SOL Server
Data File Location

| Browse

[T Use the same path for both data and log file
Log File Location

| | Browse

-,

) It is NOT recormmended to use sub-folders under "Program Files” to store the data and)or log

o files,

g Tell me mare... Back Hext Cancel

Screenshot 9: Archive Store creation: Select data and log file location.

6. Provide the paths for the SQL Server® data (.mdf) and log (.ldf) files. If an existing database was
selected, skip to the next step.

Table 20: Archive Store database file location options

OPTION DESCRIPTION

Use the default path as defined in Instructs GFl MailArchiver to use the default paths configured within SQL
the Microsoft SQL Server Server®. Uncheck this option to configure alternate paths.

Data file location Defines the location used by GFI MailArchiver to store data files. Key in or click
Browse... to select the path.
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OPTION DESCRIPTION

Use the same path for both data Instructs GFl MailArchiver to use the path in the Data & Log File Location text
file and log file. box as the location for the Log file.

Uncheck this option to key in a custom log file location.
Log File Location Defines the location used by GFI MailArchiver to store the log files. Key in or

click Browse... to select the path.

7. Click Next to continue.

Post Install Wizard B8

Specify the details of the Microsoft SOL Server Express with File Storage datahase to stare your
archived emails.

E@_\ Microsoft SQL Server Express with File Storage
2

» Database File Location

|C:1F'rngram Files xBE0NGFRMailArchivenDatabases | Browse

Email File Location

|C:1F'r|:|gram Files (raenGFIMailarchivenDatabases | Browse

[ Uszethe following login and password to access the above UMC path

Login: | |

Fassword: | |

hj These credentials will be stored in GFI Mail&rchiver's configuration,

h s -~

Search Index Location

|C:1F'r|:|gram Files (x3enGFIMailarchiverindexes | Browse

| To improve performance it is recommended to select a separate disk for the database file, email and
2 index files,

g Tell me mare... Back Hext Cancel

Screenshot 10: Archive Store creation: Select locations

8. Provide the file locations required for the type of selected SQL Server® type.

@) vote

Some options are not selectable depending on the chosen SQL Server® type.

For example, selecting Microsoft SQL Server with File Storage disables Database File Location and
Email File Location options.
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Table 21: Database file location options

OPTION DESCRIPTION

Email file location Defines the location where the email data will be located. Key in or click
Browse... to select a location where to store this file.

ONOTE

UNC paths are allowed.

Search Index location Defines the location where the email search index will be located. Key in or
click Browse... to select a location where to store this file.

0NOTE

UNC paths are allowed.

Use the following login and password Enable this option to allow input in the Login: and Password: fields. The
to access the above UNC path credentials keyed in will be used to access the UNC paths selected.

9. Click Next to continue.

IMPORTANT

For more information, refer to Choosing Your Database Type (page 25).

10. Click Finish.

3.3 Configure Archiving Method

The Archiving Method determines which emails are archived by GFI MailArchiver. For example, you
can select Auto-Archiving (journaling) with Rule-Based Archiving if you want to archive emails based
on configured Archiving Rules.
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Post Install Wizard B8

Archiving Method

Choose yvour prefered archiving method to start archiving yaur mail.

Choose yvour prefered archiving method:
»

["|Manual Archiving

Thiz archiving method enahles you to move messages to folders that are contentspecific making it easier
to find archived messages.

Auto-Archiving (Journaling)
Thig archiving method keeps vour inhox clean by periodically moving messages to an archive folder.

@ All Emails
Archive all incaoming emails from journaling.

) Rule-Based Archiving
Archive incorming emails fram journaling that match specific rules and specify the folders these
ermails will be archived in.

g Tell me mare... Back Hext Cancel

Screenshot 11: Post install wizard - choose archiving method

To configure the Archiving Method:

1. From Configuration tab, select Archiving Method.
2. Click Configure Archiving Method.

3. From the Configuration Wizard screen, select one or a combination of the following options:

Table 22: Configure archiving method

OPTION DESCRIPTION

Manual Archiving This archiving method enables users to manually archive messages from their Micro-
soft Outlook® client into GFI MailArchiver. Users need to deploy GFI MailArchiver Out-
look Addon to be able to manually archive emails. For more information, refer to
Configuring Manual Archiving (page 159).
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OPTION DESCRIPTION

Auto-Archiving (Journaling) GFI MailArchiver uses Microsoft® Exchange Server journaling to retrieve emails to
archive in a single mailbox. A Journal mailbox is required to use Auto-Archiving
(Journaling) method. An initial Journal mailbox is configured using the post-install
wizard. This enables you to start archiving emails from a Microsoft® Exchange Server. If
Auto-Archiving (Journaling) method is enabled, select one of the following options:
#=  All Emails - select to archive all emails that pass through your configured mail
servers. For more information, refer to Managing the Mail Servers to Archive
(page 95).

#* Rule-Based Archiving - archive emails based on criteria specified in the con-
figured Archiving Rules. For more information, refer to Configuring Archiving
Rules (page 99).

4. Click Next to continue setup.
3.3.1 Set Up a Journal Mailbox

Journaling is an email server feature that enables the recording of email in an organization. Through
Microsoft® Exchange Server journaling, you can channel the email data to archive into a single
mailbox. Emails are then retrieved by GFI MailArchiver for archiving.

For Microsoft® Exchange Server 2007 and later, GFI MailArchiver provides the facility to create the
Journal Mailbox on Microsoft® Exchange Server through the post install wizard. Follow the
instructions in this section to set up journaling for Microsoft Exchange Server 2007 or later
installations.

@ note

For instructions on how to manually set up a journal mailbox for Microsoft® Exchange
Server 2007 or later systems refer to: http://go.gfi.com/?pageid=MAR_
ConfiguringJournaling

For Microsoft® Exchange Server 2003 installations, create a journal mailbox as described in Appendix
1 - Create Journal Mailbox Manually.

IMPORTANT

If journaling is not set up correctly, Auto-archiving (journaling) method of email
archiving will NOT work.

1. In the Configuration Wizard that opens after creating the Archive Store Profile, click Next.
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2

Post Install Wizard

i: Welcome to the Malil Server to Archive Wizard

Thiz wizard will help you setup a journal mailbox to archive your ermail from.

% Selecta journal mailhox from the detected journal mailbox list below.

lournal kailbio kail Sereer
Jbox@tcdomainb.cormn Journal
Journal@tcdomainb,carn ZHC )

Journal@tcdomainb.corm tailbox Database (IR SERWE)

¥ Let the wizard create a new journal mailbox to use to start archiving your emails.

GFIMailAarchiver will autormatically create a new journal mailhox for use with the selected server.

o Manually create a journal mailbox using this wizard.

Pravide the connection and credential details to a previously created journal mailbox.

Requirernents for autornatic creation of MS Exchange journaling:

Microsoft Exchange 2007 SP2 or later

Microsoft Exchange Server Management Tools (instaled on the same GFI MailArchiver server)
Microsoft Exchange databases with journaling disabled

9 Tell me maore...

Back Hext Cancel

Screenshot 12: Journal Mailbox wizard

2. Select whether to automatically create a new Journal Mailbox or to manually specify all Journal
Mailbox details. The configuration wizard can also detect any existing journaling mailboxes and gives

you the facility to use them.

Table 23: Journal Mailbox options

OPTION DESCRIPTION

Select a journal mailbox from
the detected journal mailbox
list below.

Let the wizard create a new
journal mailbox to use to start
archiving your emails

Manually create a Journal Mail-
box using this wizard

Displays a list of Journal Mailboxes detected by the Configuration Wizard. Select this
option and a Journal Mailbox from the list displayed to use selected mailbox.

Provides the facility to automatically create a new Journal Mailbox. Select this
option and a detected Microsoft® Exchange Server to create the new journal
mailbox for.

Provides the facility to create a new Journal Mailbox, providing all the details
required to create such mailbox. These may include specifying a Mailbox Store, the
connection method, ports used and credentials.

NOTE

Choose this option to configure a Journal Mailbox in Microsoft® Exchange Server 2003.

3. Click Next to continue setup.
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4. If you have selected Let the wizard create a new journal mailbox to use to start archiving your
emails or Manually create a Journal Mailbox using this wizard option, you will now be prompted to
key in the required details for the Journal Mailbox. If Select a journal mailbox from the detected
journal mailbox list was selected, click Next.

Available options are:

Table 24: New journal mailbox options

OPTION DESCRIPTION

Mail Server Shows the detected name of the mail server where the Journal Mailbox resides.

Connect using: Defines the connection method used to connect to the Mail Server where the new Journal Mailbox
will be created. Available options are:

# ExOLEDB - Available only if GFI MailArchiver is installed on the same machine as Microsoft®
Exchange Server 2003 or 2007.

% |MAP - Available only if GFl MailArchiver is not installed on the same machine as Microsoft®
Exchange Server 2003 or 2007.

*» Exchange Web Services (EWS) - Available only for Microsoft® Exchange Server 2007 SP1 or
2010.

IMAP Port Shown only if IMAP is selected as the connection method. Defines the IMAP port used to connect to
the Mail Server.

Default value: 143

Use SSL Defines whether SSL (Secure Sockets Layer) should be used to secure the connection between GFI
MailArchiver and the Mail Server

Login:/Password: Enables you to provide the login name and password used to connect to the Mail Server.

Mailbox/Folder Defines the default mailbox/folder that is used to journal emails.
Default value: Inbox.

5. Click Next to continue setup.

6. Click Finish to finalize Journal Mailbox setup.

3.4 Finalizing the Post Install Setup

On completing the requirements of the Post Install wizard, you can now start using GFl MailArchiver
to archive emails on your Microsoft® Exchange Server.
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Post Install Wizard B8

Congratulations!

GFI MailArchiver configured successfully.

v

Licensing

v

Archive Store
Settings

v

Archiving Method

ﬁ Tell me maore... Back Finish

Screenshot 13: Post Install Wizard completed successfully
Confirm that the setup for Licensing, the Archive Store Profile and Archiving Method are marked as
completed and click Finish.

3.5 Test Your Setup

Depending on the Archiving Method chosen during the post installation tasks, test your setup to
ensure that emails are archived successfully.

Testing Manual Archiving
1. Open a Microsoft Outlook® installation where GFI MailArchiver Outlook Addon has been deployed.

@) vote

For more information, refer to Configuring Manual Archiving (page 159).

2. Select an email and click the Archive button.
3. In GFI MailArchiver, go to Archive tab.
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4. Ensure the correct Archive Store is selected and verify that the email archived using the GFI
MailArchiver Outlook Addon is displayed in the Conversation pane.

Testing Archiving of Auto-Archiving (Journaling) All Emails

1. Create a new email and send it to an email address that belongs to a mailbox that is being
archived.

2. In GFI MailArchiver, go to Archive tab.

- - -~
GF’ Mal’ArCh,‘ver Welcome, Administrator
“ ARCHIVE MAILINSIGHTS CONFIGURATION EMAIL CLIENT ACCESS AUDITING HELP
Search user to add v| & n E'g Archive Store: 2012 May - Jun ¥ | |_|§ |_|EE| || Search all archived emails foruser | 0O @ | &)
Browse conversations for: Conversation Emails  Last Email on .
Dear Sir,
» Confidential Info ... 2 5/31/201212:42 PM  *
(All Users) I would like to submit a letter of
. » Credit Card Details 1 5/30/201212:09 AM application for the post of IT
Administrator . . Admnistrator with your
% Credit Card Details 1 5/28/2012 6:27 AM orzanisation.
Jane Roe " ) "
w Re: New job opportunities 2 5/26/2012 11:33 AM Please find enclosed my detailed
e el €V foryouratiention
Jose x Fram. (IEHSYNCH_ZSTSBBBO To John Doe; jbox; Administrator; 2k = Looking forward to your reply.
Administrator; John Doe
. L Yours truly.
RE: Re: New job opportunities 5/19/2012 8:32 AM
From GFISYNCH_25758360 To John Doe; jbox; Administrator; 2k B4
John Doe; Administrator
» Confidential 1 5/26/201211:23 AM
» Social Security Numbers 1 5/23/2012 1157 AM | _
4 » Credit Card Details 1 5/23/2012 5:43 AM H
I 4
» Credit Card Details 1 5/23/20121:13 AM il
K
» Confidential Info ... 1 5/23/201212:05 AM 1
» Credit Card Details 1 5/22/2012 5:47 PM
e » Confidential 1 5/22/2012 3:01 AM
Classifications
% Credit Card Details 2 5/20/2012 2:04 PM
Large email o . .
» Mational Insurance details 1 5/19/2012 2:01 AM
Ernails in last 30 days #® ||y Confidential 1 5/18/2012 8:34 PM
Emails in last 7 days || » Social Security Numbers 1 5/18/2012 6:33 AM
3 Verify your details 1 5/12/20125:01 AM ||
» Social Security Numbers 1 5/10/2012 3:30 AM
» Credit Card Details 1 5/9/2012 5:32 AM
» Credit Card Details 1 5/8/20121:23 AM
» Credit Card Details 1 5/7/201210:18 PM v

Screenshot 14: Search for email

3. Ensure the correct Archive Store is selected and verify that the archived email is displayed in the
Conversation pane.

Testing Rule-based Archiving

1. Ensure that Archiving rules have been configured. For more information, refer to Configuring
Archiving Rules (page 99).

2. Create a new email based on the criteria configured in the Archiving Rules and send it to a valid
email address.

3. In GFI MailArchiver, go to Archive tab.

4. Ensure the correct Archive Store is selected and verify that the archived email is displayed in the
Conversation pane.
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4 Upgrading From Previous Versions

4.1 Upgrading from versions earlier than GFI MailArchiver 2012

In GFI MailArchiver2012, Archive Store Management is redesigned to automate the Archive Store
creation process. This has an effect on how several features within the product work. There are also
new requirements that must be met for new Archive Store automation to work. The table below lists
the new feature requirements and changes:

Table 25: New feature requirements related to Archive Store automation

FEATURE / REQUIREMENT DESCRIPTION

Database Schema Upgrade

Databases cannot be created manually

Automatic Archive Store Creation

New Archive Store Settings

Scheduling Archive Stores
No active / inactive Archive Store

A read-only Archive Store

A full Archive Store

Single instance storage

Importing emails into GFI MailArchiver

4.2 Before You Upgrade

Ensure that the Database Schema is upgraded during the installation /
upgrade process, otherwise Archive Store automation is not implemented
and GFI MailArchiver 2012 does not work. The Database Schema can also
be upgraded manually using the Database Schema Upgrader tool. For
more information, refer to Upgrading the database schema (page 124).

Archive Stores can no longer be created manually. Archive Store man-
agement is an automated process handled by GFI MailArchiver.

To facilitate Archive Store management, GFl MailArchiver creates new
Archive Stores as required. The new Archive Stores are created when
emails are received into GFl MailArchiver from Journaling or from Manual
Archiving, based on the template settings specified in the New Archive
Store Settings.

A template for automatically creating new Archive Stores is created
based on New Archive Store Settings specified during post installation
tasks. This template can be modified later from the GFI MailArchiver Ul.
For more information, refer to Configuring Archive Store Settings (page
111).

Archive Stores are automatically created periodically on a predefined
schedule. The default and recommended rollover period is Bi-Monthly.
For more information, refer to Scheduling Archive Stores (page 117).

Created Archive Stores remain active until the Archive Store is full, or
set as read-only, so emails with dates that span the Archive Store period
are archived within the respective container.

An Archive Store can be set as Read-only. When this happens, a new
Archive Store for the same period is created when an email that falls
within that time bracket needs to be archived. For more information,
refer to Editing Existing Archive Store Details (page 113).

A new Archive Store for the same period is created if the recommended
size limit for that Archive Store is reached. This feature is only available
for Archive Stores based on SQL Server® Express and Firebird databases.

Using a single-instance storage system, GFl MailArchiver ensures that no
duplicate emails are kept within the same Archive Store.

When using the GFI MailArchiver Import Export Tool to import emails in
GFI MailArchiver, emails are sorted and archived according to their date
without the need of creating a plan. New Archive Stores are created as
required if none exist for a particular period. If an email is imported for 1
user, then all recipients / senders in the email have ownership of that
email, and they can access it. Archive Stores created during import
process can be used for normal GFl MailArchiver operations when emails
are archived from journaling or manual archiving. For more information,
refer to Import and Export Emails (page 176).

1. Ensure that you are logged on as Administrator or using an account with administrative privileges.

2. Before starting installation, save and close all open applications on the machine.
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3. Check all the System requirements before proceeding with upgrade.

) NoTE

For more information on upgrading from versions earlier than GFl MailArchiver 6, refer
to:

http://go.gfi.com/?pageid=MAR_UpgradeDatabase

4.3 Upgrading GFIl MailArchiver

1. Double-click on:

= Mailarchiver.exe to upgrade GFI MailArchiver on x86 systems
#  Mailarchiver_x64.exe to upgrade GFl MailArchiver on x64 systems

2. On the Welcome page, click Next.

3. Select whether to check for a newer build of GFI MailArchiver on the GFI Website. Click Next to
continue.

4. Read the license agreement and select | accept the terms in the license agreement option. Click
Next to continue.

5. If you are upgrading from a previous version of GFI MailArchiver, you are asked to key in the
administrator email address and license key. Click Next to continue. Otherwise skip to the next step.

) NotE

To upgrade the license from a previous version or to evaluate GFl MailArchiver, click
Tell me more and apply for a key. For further information refer to:
http://go.gfi.com/?pageid=MAR_Upgradelnformation
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ji? GFI MailArchiver - Installation Wizard

Web Application Setup o
Specify the website and virtual directory alias for the web application GF’

Website:
| Default Wb Site (http:jWINSERVE:50) =]

YWirtual Directory Alias;

IMaiI.ﬁ.rchiver

IrstallEtield

< Back I Mexk = I Zancel

Screenshot 15: Specify the website and virtual directory alias for the web application

6. If you want to change the default values for the Website and Virtual Directory Alias, modify the
values in the Website: and Virtual Directory Alias: fields. These values define which URL you use to
access GFl MailArchiver. Click Next.

7. Click Install to install GFI MailArchiver.

8. Click Upgrade to upgrade your database schema to the new GFI MailArchiver schema and click
Next to continue setup.

IMPORTANT

GF1 MailArchiver does not work if the database schema is not upgraded. For more
information, refer to Upgrading the database schema (page 124).

() NoOTE

To continue setup without updating your database schema, select | do not want to
upgrade the schema now and click Next.

9. Click Finish to close the installation wizard.

4.4 Post Upgrade Actions
4.4.1 Check Licensing
A valid license key enables you to use GFI MailArchiver without any restrictions.

To review the currently installed license key, select Configuration and click Change license key. For
more information, refer to Viewing and Editing License Keys (page 146).
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Table 26: Licensing options

UPGRADE TYPE DESCRIPTION

From the same version L
but an older build

=

=

oNOTE

From a previous version £
of GFI MailArchiver

GFI MailArchiver

If previous license key was full you will not be asked for a license key during instal-
lation. Once the Ul is loaded, you will not be asked to enter the key.

If previous license key is expired you will not be asked for a license key during instal-
lation. You will be asked to enter the key in post installation.

If previous license key was an evaluation key you will not be asked for a License key
during installation.

# |f evaluation license key is expired, you will be asked to purchase a key in post
installation.

# |f evaluation license key is not expired, you will not be asked for a key.

‘Older build' refers to compiled GFI MailArchiver software for the same version.

The previous license key is not valid. Enter the new license key during installation
when prompted. Refer to: http://go.gfi.com/?pageid=MAR_Upgradelnformation
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5 Using GFI MailArchiver

Read this chapter for information related to:

el

b

el

b

el

b

Logging in GFI MailArchiver
Browsing archived emails
Working with emails
Searching for archived emails
Accessing multiple mailboxes

Changing the display language

5.1 Logging In GFIl MailArchiver

Navigate to Start > GFl MailArchiver > GFl MailArchiver. GFl MailArchiver will load in your
default Internet browser. Key in your domain credentials (username and password used to

login to Windows®) when prompted.
Alternately, from your Internet browser, key in the following URL:

http://<GFI MailArchiver host name>/<GFI MailArchiver virtual folder name>

For example:

http://mydomain.com/MailArchiver

By default, GFI MailArchiver does not require any login credentials while logging in. It will
instead use the credentials of the currently logged in user. Closing your browser session
logs off the currently logged on user from GFl MailArchiver.

) NotE

To login as a different user, log off your profile and log in using a different Windows®
user.

) NoTE

If you are logging in from a computer that is not joined to the domain where GFI
MailArchiver is installed, you will be prompted to key in the credentials used to log in
the domain where GFI MailArchiver is installed.

5.2 Browsing Archived Emails

1. From GFI MailArchiver, select Archive tab.
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GFI MailArchiver

Welcome, Administrator

m ARCHIVE MAILINSIGHTS CONFIGURATION EMAIL CLIENT ACCESS AUDITING HELP
Search user to add |7 L n ?;'g Archive Store: 2012 May - Jun = | |_|§ |_|§ || Search all archived emails foruser | 0O @ | &)
Browse conversations for: Conversation Emails  Last Email on .
Dear Sir,
Al U » Confidential Info ... 2 5/31/201212:42 PM
( sers) I would like to submit a letter of
. » Credit Card Details 1 5/30/201212:09 AM application for the post of IT
Administrator Admnistrator with your
» Credit Card Details 1 5/28/2012 6:27 AM organisation.
Jane R 4
ane oe w Re: New job opportunities 2 5/26/201211:33 AM Please find enclosed my detailed
RE: Re: New job opportunities SETZOPRRERY] | ||| CV for your attention.
From GFISYNCH_25758360 To John Dog; jbox; Administrator; 2Kk = Looking forward to vour rent
Jose » o N - g your reply.
Administrator; John Doe
. - Yours truly,
RE: Re: New job opportunities 5/19/2012 8:32 AM
From GFISYNCH_25758360 To John Doe; jbox; Administrator; 2k B4
John Doe; Administrator
» Confidential 1 5/26/201211:23 AM
» Social Security Numbers 1 3/23/20121L57T AM |
% Credit Card Details 1 5/23/2012 5:43 &AM LI
I 4
» Credit Card Details 1 5/23/20121:13 AM L
H
» Confidential Info ... 1 5/23/201212:05 AM 1
» Credit Card Details 1 5/22/2012 5:47 PM
== » Confidential 1 5/22/2012 3:01 AM
Classifications
» Credit Card Details 2 5/20/2012 2:04 PM
Large email o . .
» Mational Insurance details 1 5/19/2012 2:01 AM
Ernails in last 30 days #® ||y Confidential 1 5/18/2012 8:34 PM
Ernails in last 7 days 3 || » Social Security Numbers 1 5/18/2012 6:33 AM
» Verify your details 1 5/12/20125:01 AM ||
» Social Security Numbers 1 5/10/2012 3:30 AM
» Credit Card Details 1 5/9/2012 5:32 AM
» Credit Card Details 1 5/8/20121:23 AM
» Credit Card Details 1 5/7/201210:18 PM -

Screenshot 16: Browsing Archived Emails

2. In the Archive tab, you can view emails archived for all the mailboxes that you have been granted
access to. You can also perform several actions as described in the table below.

Table 27: Archive Tab options

OPTION DESCRIPTION

|SEe|'ch all archived emails for user

B

[

GFI MailArchiver

0

Enables you to search for emails. Key in the words or phrases to search for
and click . Results are displayed in the emails pane.

Hides the email preview pane.
Shows the email preview pane.

Toggles the email preview pane from displaying emails at the bottom to dis-
playing emails at the side of the email list page.

Displays emails in message view.

Displays emails in mailbox view.

Displays the list of mailboxes the currently logged in user has access to.
From the accounts list, select the Archive Store to view mailboxes for form
the List accounts in archive option. Click Close to exit Account list.
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OPTION DESCRIPTION

® Deletes the selected Emails if Email Deletion has been enabled by your
System Administrator. If Email Deletion is not enabled, this icon will not be
displayed.

'()NOTE

Emails cannot be deleted from Read-only Archive Stores or when
Legal-hold is enabled.

@) vote

By default, GFI MailArchiver displays 25 emails per page. To change this value, click the
user name displayed on the top right hand corner of your screen and change the value of
the Number of emails to display per page option. Click Save.

5.3 Working With Emails

Within the GFI MailArchiver Archive tab, you can view and take action on archived emails. To view an
email, select the email from the mailbox or message view. This will display the selected email in the
preview pane. Double click an email to view it in the email view window.

New job opportunities o B8
€ ' | ]
o9 e A T lglnln

New job opportunities

Jane Roe
To: journal ; GFISYNCH_25758360 ; GFISYNCH_25836749 ; Jose
cC: Jose ; jbox
Sent On: Tuesday, May 22, 2012 6:11:56 PM
Archived On: Monday, May 21, 2012 11:51:55 PM
Identification
Code: eml:39cfddeb-122f-4d0e-a5ae-45efTad40B8b4c-2147483643
Folders: Sent ltems
Dear Sir,

We have a new opportunity for the post of [T Admnistrator with our organization.
Submit your applications and a detailed CV by Monday 15th.
Yours truly,

The HE. Team

Screenshot 17: Working with emails within GFI MailArchiver

In the email view window, email contents are displayed and several actions can be performed. These
actions are listed and described in below.

GFl MailArchiver 5 Using GFI MailArchiver | 54



Table 28: Email View options

View email headers.
o Click to view email Internet headers. These are displayed in a panel. Click this button again or select close

to close panel.
View conversation thread
Click button to view the whole conversation in the mail view window. All emails forming part of the
conversation are listed. Click this button again or select close to close the panel.
Edit email labels (Personal and Global)

® —® Enables you to categorize emails through labeling. This feature is useful during searches for specific mail
types, For example search all emails labeled as “Important”.

To add a label:

1. From ‘Available Labels’, key in a new email label or select an existing one.
2. Click Label Email to label email with the keyed in or selected label.

To remove a previously assigned label:

1. Select a previously assigned label.

2. Click Remove label.

Click this button again or select close to close panel.

d NOTE

Labels are displayed in the ‘Labels’ field in black. Labels assigned at an organization level through
categorization policies are in red. You cannot remove categorization policies labels from an email.

Restore email

2 Restores emails using the OneClick Restore feature that restores an archived email to a specific mailbox or
forwards a copy to an email address.

In the restore email panel, key in the email address where to send a copy of the current email and click
Restore Email.

Save email to disk (EML format)

L

-3 Downloads the whole email to disk including any attachments, in .eml format. This format is compatible with
anumber of email clients such as Microsoft Outlook® Express, Windows® Mail, and Mozilla Thunderbird. In
the File download dialog box, select Save, and select the location where to save the file.
Save email to disk (MSG format)

| Downloads the whole email to disk including any attachments, in .msg format, which is compatible with

Microsoft Outlook®. In the File download dialog box, select Save, and select the location where to save the
file.
Print email

- Displays email in a printer friendly format in a new browser window. Use the print function of your browser

to print the email.

Show images in email
Use this button to display embedded images within the email.

Mark as not SPAM

i Use this button to mark as not SPAM an email that was previously identified as SPAM by an anti-spam
solution. Requires a SPAM retention policy to be set up

Delete Email

- Deletes the current email if Email Deletion has been enabled by your System Administrator. If Email
Deletion is not enabled, this icon will not be displayed.

-d NOTE

Emails cannot be deleted from Read-only Archive Stores or when Legal-hold is enabled.

5.4 Searching Archived Emails

Within GFI MailArchiver, you can search for emails using the Search Archived Emails text box. When
searching for emails, GFI MailArchiver will query the email index retrieve any matching email and its
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respective attachment.

Apart from the Search Archived Emails text box, GFl MailArchiver also provides you with an
Advanced Search feature that provides an extensive range of search options.

@ note

For more information, refer to Advanced Search (page 56).

In the Search Archived Emails text box, you can also use wildcards as described in the table below.

Table 29: Wildcard description

WILDCARD DESCRIPTION

? Matches any single character.
* Matches any string of characters.

For example:

To search for emails containing the word ‘Swiss’, key in ‘sw??s’ or ‘sw*s’ in the Archived Emails text
box.

Emails matching the search query are displayed in the emails pane. GFI MailArchiver displays up to 25
emails per page. If more than 25 emails are matched for each search query, GFl MailArchiver will
spread the emails out on separate pages. Use the slider at the bottom of the email pane to change
from one page to the next.

5.5 Advanced Search

The Advanced Search is an extension of the Search feature that enables you to use a wide range of
search criteria when searching for emails.

1. From the Archive tab, select s .

Search emails for: Archive Store: Sent Date:
[All Users) hd All hd Anytime hd
Includes all = of these conditions: b Excludes all of these conditions: <k
Whaole Email - n

Mo condition added

Search | Reset Save © Teil me more...

Screenshot 18: Advanced Search Options

2. In the Advanced Search Options area, use the features described in the table below to perform an
advanced search.

Table 30: Advanced Search options

OPTION DESCRIPTION

Archive Store Defines the Archive Store where the search will be performed. Select one or more Archive Stores
from the available list of Archive Stores.

Sent date Defines the date when the email to search for was sent.
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OPTION DESCRIPTION

Includes all/any

Exclude emails
with the following
conditions

Search
Reset
Save

Defines whether to display emails that match all conditions or emails that match any of the
conditions. From the drop-down list select:

# All - Displays emails that match at least one of the conditions specified.

* Any - Displays emails that meet all the conditions specified.
Click this button to add conditions. Available conditions are:
* Subject - Search for emails having a specific subject.

# Sender - Specify the email address or Active Directory® display name of the email sender for
which to search emails.

# Recipient - Specify the email address or Active Directory® display name of the email recip-
ient for which to search emails.

* Sent Date - Search for emails sent before, after or exactly on a specific date. Key in or
select a date, and select Is before, Is after or Is exactly.

¥ Received Date - Search for emails received before, after or exactly on a specific date. Key
in or select a date, and select Is before, Is after or Is exactly.

# Size (KB) - Search for emails that are bigger, smaller or equal to a particular size. Key in a
size and select Is greater than, Is smaller than and Is exactly.

* Message ID - Search using the ‘Message ID’ field contained in the email header. Key in or
paste the message ID of the email to find.

*  Whole Email - Search for emails that have some specific content anywhere in the email
(including the body, headers and attachments).

* Body - Search for emails that have some specific content in the body.

* Attachment - Search for emails that have some specific content anywhere in the attach-
ment.

* Folder - Search for emails contained in a specific mailbox folder.

* Folder/Subfolders - Search for emails contained in a specific subfolder within a mailbox
folder.

# Label - Search for emails labeled with a specific label.

(_WNOTE

Click £ displayed next to a search condition to remove it.

Defines a list of conditions that the email will NOT have to meet to be returned as a search

result. Click 57 and select the conditions to apply. The conditions that can be selected are similar
to the ones described above.

d NOTE

Click # displayed next to a search criteria to remove it from search.

Starts the search for the archived emails. Results are returned as per the conditions selected.
Resets the search conditions and enables you to start all over again.
Saves the search conditions as a saved search query that can be triggered at any time.

5.6 Email Search Using Smart Phones

Within GFI MailArchiver, you can search for emails using a smart phone.

GFI MailArchiver
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) NotE

This feature is supported by the following mobile Operating Systems:
= Android 2.1+

= Apple iPhone iOS 4
= Blackberry OS5+

To perform a simple search:

1. Launch the Internet browser on your smart phone and key in the URL where GFI MailArchiver is
located in the following format:

http://<GFI MailArchiver host name>/<GFI MailArchiver virtual folder name>

For example:

http://mydomain.com/MailArchiver

% m & 8:14am

SAhttp://192.168.5.20/Mail... | b

GFI MailArchiver

Username: john
PaSSWOrd: (RIS IEERE TR )
l Login J

Screenshot 19: Smart Phone Login Screen

2. Sign in using your credentials.
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ﬁ m B:16.am

2 http://192.168.5.20/Mail... |4

GFI MailArchiver

Search

Sign out

Screenshot 20: GFI MailArchiver Home Page for Smart Phones

@ notE

The Mobile User Interface uses the same language settings as those configured by the
user in GFI MailArchiver. For more information, refer to Changing User Preferences
(page 85).

3. Key in the text to search for and click Search.
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5 Al (3 2:08
&|http://192.168.5.20/Mail... 4

GFI MailArchiver

wfirstword

Search

== Test Email 0
From fohn.doe@test.com  7:45 PM
\View Conversations

=> Test Email 1
From jofAn.doe@test.com  7:45 PM
View Conversations

== L e

Screenshot 21: Search Result by Smart Phone

4. Browse through the displayed results using the controls provided. Results are sorted by date in

descending order.

@ notE

The mobile search feature returns 10 emails per page. You can browse additional pages
using the controls provided. The maximum number of results is 5000.

GFI MailArchiver

5 Using GFI MailArchiver | 60



% m«ﬁ 8:09 am
@hl‘tp:f’r"l 92.168.5.20/Mail... ;

From: <janeroe@tcdomainb.com:=

To: <johndoeifitcdomainb.coms=,
<josefitcdomainb.com=

Date: 10 June 2011 03:07
Subject: RE: New Sales Lead

Ht Tty

[ abiadl e traveltng nesr el 1 thls s uegent we coubd
trv & videw conferznes,

Ler me koo what is best,
Begards,
Janz Roz

= (530 Back | Sign out

Screenshot 22: Conversation View Smart Phone

5. Click the Email subject to display the email or click View Conversation to display related emails.

) NotE

The mobile user interface is focused on searching email archives. For advanced search
and browsing features, access GFI MailArchiver from your computer.

) NotE

The mobile user interface enables users to access ONLY their mailbox.

5.7 Accessing Multiple Mailboxes

From within the Archive tab, you can also browse other users’ archived emails. The users for which
you can access emails depend on the access granted from the GFIl MailArchiver Access Control
feature.

) NoTE

Search user to add feature is disabled if currently logged on user does not have access
to other user’s mailboxes, or if there are no emails to view.
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GFI MailArchiver o
m ARCHIVE MAILINSIGHTS CONFIGURATION EMAIL CLIENT ACCESS AUDITING HELP

Search user to add v | & n ?;'g Archive Store: 2012 May - Jun = | |_|§ |_|§ || Search all archived emails foruser | 0O @ | &)
Browse conversations for: Conversation Emails  Last Email on .
Dear Sir,
Al U » Confidential Info ... 2 5/31/201212:42 PM
( sers) I would like to submit a letter of
. » Credit Card Details 1 5/30/201212:09 AM application for the post of IT
Administrator Admnistrator with your
» Credit Card Details 1 5/28/2012 6:27 AM organisation.
Jane Roe E ) "
w Re: New job opportunities 2 5/26/2012 11:33 AM Please find enclosed my detailed
RE: Re: New job opportunities SETZOPRRERY] | ||| CV for your attention.
From GFISYNCH_25758360 To John Dog; jbox; Administrator; 2Kk = Looking forward to your reply
Jose » - . :
Administrator; John Doe
. - Yours truly,
RE: Re: New job opportunities 5/19/2012 8:32 AM
From GFISYNCH_25758360 To John Doe; jbox; Administrator; 2k B4
John Doe; Administrator
» Confidential 1 5/26/201211:23 AM
» Social Security Numbers 1 3/23/20121L57T AM |
1 » Credit Card Details 1 5/23/2012 5:43 AM H
I 4
» Credit Card Details 1 5/23/20121:13 AM L
H
» Confidential Info ... 1 5/23/201212:05 AM 1
» Credit Card Details 1 5/22/2012 5:47 PM
== » Confidential 1 5/22/2012 3:01 AM
Classifications
» Credit Card Details 2 5/20/2012 2:04 PM
Large email o . .
» Mational Insurance details 1 5/19/2012 2:01 AM
Ernails in last 30 days #® ||y Confidential 1 5/18/2012 8:34 PM
Ernails in last 7 days 3 || » Social Security Numbers 1 5/18/2012 6:33 AM
» Verify your details 1 5/12/20125:01 AM ||
» Social Security Numbers 1 5/10/2012 3:30 AM
» Credit Card Details 1 5/9/2012 5:32 AM
» Credit Card Details 1 5/8/20121:23 AM
» Credit Card Details 1 5/7/201210:18 PM -

Screenshot 23: Accessing multiple mailboxes
To view archived emails for a different mailbox:

1. Key in the name of the mailbox for which to view emails in the Search users to add search box . A
list of names matching the one keyed and for which you have access to will be displayed.

2. Select the user and click 4¢ next to the search field.

3. Select the newly added user from the Browse conversations for: field.

4. Browse or search the displayed emails using the controls provided.

5.8 GFI Maillnsights

GFI Maillnsights is a reporting facility within GFI MailArchiver that uses archived emails to deliver
information related to email usage and trends. Use this feature to generate management and HR
reports that provide insight on email and resource use or misuse.

@) vote

GFI Maillnsights is only enabled for users with full access rights. For more information,
refer to Adding Groups to the Full Access Group (page 126).

The available reports are:
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# Communication Flow - Monitor user/group communication patterns inside and outside the organ-
ization.

= WebMail Use - Identify top users exchanging email with webmail services. ldentifies potential data
leakages and inappropriate email use.

# Email Responsiveness - Gain insight into the average time it takes users to reply to internal and
external email.

# Storage Use - Understand the impact of attachments on email storage costs. Use this report to
create appropriate retention policies to control email-related storage space.

# |nactive Accounts - Returns a list of user accounts that received email but have not replied within
the specified time.

# |nappropriate Words - Track inappropriate language in email that violates company policy.

# |nternal Spammers - Find out which internal users tend to include too many recipients in the
To/CC/BCC fields. Use this report to know about and minimize such behavior.

# Qutside Office Hours - Returns a list of internal mail accounts with sending activity outside office
hours. Use this report to spot behavior which may need more investigation

# Data Leakage Detection - Identify emails with major credit card numbers and US Social Security
numbers, or other confidential documents and information.

= Job Search - Identify sent or received emails that contain resumes, or are addressed to job search
sites.

5.8.1 GFI Maillnsights Requirements
GF1 Maillnsights requires the following configurations:

= A preconfigured SMTP server. For more information, refer to General Settings (page 147).

» Email indexing. For more information, refer to Indexing (page 114).
# Data within Archive Stores for reports to generate successfully.

5.8.2 Generating Reports

Generated reports are sent by email either to the logged in user or to a user specified in the Send To
field. Reports are sent as an attachment in PDF format.

To generate a report:
1. Select Maillnsights tab and choose desired report.
2. Use available filters by selecting a value to filter by.

3. (Optional) In the Forward to field, enter the recipient email address.

) NotE

When using the email forwarding option, the report is received by the user generating
the report and by any users specified in the Forward to field.

) NotE

You can insert multiple email addresses separated by ;'
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4. Click Send Report, located at the bottom of each report page.
5.8.3 Scheduling Reports

Every Maillnsights report can be scheduled to run automatically.
To schedule a report:

1. Select Maillnsights tab and choose desired report.

2. Use available filters by selecting a value to filter by.

3. Click Schedule.

Send Now
Report Mame:
Send to:
Schedule Report: Daily - At 09:00

Save & Schedule Report

Screenshot 24: Maillnsights report scheduling
4. In the Report Name field, enter a meaningful name for your report.
5. (Optional) In the Forward to field, enter the recipient (or recipients) email address.

6. From the Schedule Report drop down list, select the report run frequency. Available options
are: Daily, Weekly or Monthly.

7. In the At field, specify the time.
8. Click Save & Schedule Report.
5.8.4 Communication Flow

The Communication Flow graph provides an overview of emails exchanged between selected
users/groups and their contacts.
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I Communication Flow

Use this report to find out who a user or a group of users are communicating with inside, or outside the organization.

o \ - (I
Scope: |Last3 Months A | . C
Report for: | User -
|5Eﬂm‘1 User i | e ]
Recipients: [ Al v Lt
Include: |T.;.p 0 - | A- -«
- —
T
. -

Send Now Schedule
a~

Forward To: |

Screenshot 25: Maillnsights Communication Flow

Filter the report using the following criteria:

Table 31: Communication Flow Report criteria

OPTION DESCRIPTION

Scope Specify date range or use default setting. You can only select dates in the last 6 months.
Report for Select Active Directory® user or group.

Recipients Select Internal, External or All.

Include Specify number of results up to a maximum of 1000 recipients. Default value is Top 20.
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Communication Flow Report For: Top 20 Users

John Doe Emails between D1/08/2011 and 01072011
Summary
"Total Contacts Total Internal Top Internal Total External Top External
13 5 Jane Ros 8 name.sg@hotmall.com
100% of Total Contacis 38% of Todal Contacis 27 &1% of Tatal Contacts 3

{ wahoo.co.uk 'Z

N, W bijoresd@aal.com

Il jonsdaal.com
[ hotmail.com )

phroani@hatmail_com -
name.sdhotmail.oom RS

 todommaln b, o
o

] -\.
| grmail.com |

[ “Modes diameter indicates frequency of email communication.
The color indicates same email domain.

Communication Flow

Contact Email Sent Emails Received Emails Total Emails Last Communication
# |anense@icdomainb.com 17 10 27 DA 02011 D155
*  |osaicdomainb.com 15 B 23 011052011 D1:55
*  miresefexcha.. tedomainb.c o 4 2 01A10:2011 D1:13
# name.sghotmal.com 3 o 3 0102011 01:55
*  m.talo@yahoo.co.uk 2 o 2 30092011 DOokS
*  |oesi@a0l.com 2 o 2 011102011 D1:34
* peterdf@gmall.com 1 o 1 200802011 19053
*  pjones@aol.com 1 o 1 3002011 DOoD7
*  pibrownginotmaleom 1 o 1 3009011 D007
*  paultrown@cdomalnb. com 1 o 1 30O9.2011 DOc1D
# pabjones@tcdomalnb.com 1 o 1 30082011 O0:10
# |[smithggmall.com 1 o 1 30092011 DOoDE
* phrowng@gmal.com 1 o 1 30702011 DS
GFI Mallinsights Page 101 Generated on 0171002011 01:50

Screenshot 26: Maillnsights Communication Flow Report

Senders can be a user or group displayed as a single entity in the middle of the report. Contacts are
segregated by domains. Each domain cluster is shown in different color. Edge width between the
nodes shows the strength of the email relation between different entities.

The table below the graph shows the following information:
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Table 32: Communication Flow Report criteria

OPTION DESCRIPTION

Contact Email Contact email address

Sent Emails Total number of sent emails

Received Emails Total number of received emails

Total Emails Total number of sent and received emails
Last Communication Date and time of last sent/received email.

For further information, refer to:

Generating Maillnsights reports

Scheduling Maillnsights reports
5.8.5 WebMail Use

The WebMail Use area enables you to generate a report that shows interaction of internal users with
web email accounts.

WebMail Usage

This report helps you identify who is exchanging the most email with webmail services, useful to identify potential data leakage or inappropriate

use of email.
WebMail Use Report For:
Everyone
_ Summary
Scope: This Month h Al Gmail Yahe
] ] ¥
. Sent- 9 Serit- 3 Sent:
Report for: Everyane M Recovd: 0 Rpcaived: 0 Recer
Include: Top 20 v
[
5
4
E
W

Send Now  Schedule
A

Forward To:

Send Report

Screenshot 27: Maillnsights WebMail Use

The report can be filtered using the following criteria:

Table 33: WebMail Use Report criteria

OPTION DESCRIPTION

Scope Specify date range or use default setting. You can only select dates in the last 6 months.
Report for Select Active Directory® user or group.
Include Specify number of results up to a maximum of 1000 recipients, default value is Top 20.
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WebMail Use Report For:

John Doe Emails between 26/09/2011 and D3/10/2011
Summary

All Gmail Hotmail Aol Yahoo

13 4 4 3 2

Sent: 13 Sent 4 Sent: 4 Sent 3 Sent: 2

Received: 0 Received: Received: 0 Received: 0 Received: 0

&4
o
E 13
L
Z
1
[u}
&% 5% A% 3" (! M 5% A
oy AT - B o A A ey
s 7 Tl W N L
*'|._1.‘!nlll"q::n:I 1! 'Irﬁ "l_‘.*&'aa ﬁ__"—"'lﬂ-: E&‘L@ (,"L'lh"‘- ol W ﬁ"t‘lﬁ}
A =iEnals gy Received Emals
‘WebMail Use
User Total Emails Sent Emails Received Emails Average/Day Total Percentage
|enndoegtcdomainb, com 13 13 0 1.53 I i

Screenshot 28: Maillnsights WebMail Communicators Report

The graph represents total emails sent and received in specified period. A Summary area at the top of
the report shows the top WebMail providers, with a summary of sent and received emails per
provider.

The table below the graph contains the following information:

Table 34: WebMail Use Report criteria

OPTION DESCRIPTION

User User email address.

Total Emails Total number of internal contacts.

Sent Emails Total number of sent emails.

Received Emails Total number of received emails.
Average /Day Average emails sent and received per day.
Total Percentage Percentage of total web emails.
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WebMail Use report covers the following WebMail providers: Hotmail; Gmail; Yahoo!;
Live; AOL; Facebook; Yandex.ru; Seznam.cz; Gawab.com; Gmx.com; Mail.ru;
Hushmail.com; Rediff.com

For further information, refer to:

Generating Maillnsights reports

Scheduling Maillnsights reports

5.8.6 Email Responsiveness

The Email Responsiveness report shows how long it takes employees to reply to emails.

Email Responsiveness
Gain insight into the average time it takes users to reply to internal and external email,

Top 1,080 Usars

Scope: Last 7 days - Lw-* —

Report for: Everyone -

Include: All (Max 1000 users) - _ =

Sorting By Name - IS
Ascending - B

Send Now  Schedule
r Y

Forward To:

Screenshot 29: Maillnsights Email Responsiveness

Filter the report using the following criteria:

Table 35: Email Responsiveness Report criteria

OPTION DESCRIPTION

Scope Specify date range or use default setting (Last 7 days). You can only select dates in the last 6 months.
Report for  Select Active Directory® user or group.
Include Specify number of results up to a maximum of 1000 recipients, default value is All.
Sort By Specify sorting method. Options are:
* By name (default)

* By responsiveness
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Email Responsiveness Report For:

Everyone

Top 1,000 Users

Emails between 26092011 and 03/10/2011

Summary
Fastest Response Time Slowest Response Time Average Response Time
joehndoe@tedomainb.com janeroe@tedomainb.com
56 mins 178 hrs 7 mins 43 hrs 57 mins

MorosoftExcha.. bodomanb, com

joze@todamair, com

ichndoe@tcdoman, com

janer e odomani, com

42 hrz 15 ming

L76 hrs 7 mins

[u] 0.1
Emaill Responsiveness
User Average Responsiveness
|anermegiitcdomalnb.com 176 hrs 7 mins
Jenndoegtcdomalnk. com 55 ming
Josa@itcaomaln. com 7 s 8 mins
MicrosofiExchan T1ec3EaesE1Sboc3

EabScad 1100 Etedomaint. com <8 hrs 15 ming

Screenshot 30: Maillnsights Email Responsiveness Report

Hours

Average Internal Responsiveness
176 hrs 7 mins
56 mins
T hrs 9 mins

48 hrs 15 ming

100

Average External Responsiveness
Mis
Mi&
MiA

MiA

The bar chart represents users on the y-axis and responsiveness in hours on the x-axis. Data is sorted

according to defined criteria.

Additional data is displayed in a table below the chart with the following information:

Table 36: Email Responsiveness Report criteria

OPTION DESCRIPTION

Name or email address of user

User

Average responsiveness

Average Internal responsiveness
Average external responsiveness

For further information, refer to:

Generating Maillnsights reports

Scheduling Maillnsights reports

GFI MailArchiver

All Email (Hours)
Internal Email (Hours)
External Email (Hours)
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5.8.7 Storage Use

The Storage Use report shows how much space is used by different attachment categories.

Storage Use

Use this report to understand the impact of attachrments on email storage costs. You can use this report to create the appropriate retention
policies to control email-related storage costs.

Scope: |This Month v|

Report for: | Everyone - |

B video: 22.2% [ Images 17 3%
MuUsic: 32.7% Documments: 4.8%
P, Other: 72.9%

Send Now  Schedule
r

Forward To: |

Screenshot 31: Maillnsights Storage Use

Filter report using the following criteria:

Table 37: Email Storage Report criteria

OPTION DESCRIPTION
Scope Specify date range or use default setting (This Month). You can only select dates in the last 6 months.
Report for  Select Everyone (default), Active Directory® user or group
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Storage Use Report For: Sent And Received Emails

EVEI’}{DI‘IE Emails between 26/09/2011 and 03/10/2011
Summary

Top Storage Type Bottom Storage Type Top Date

Music - .41 Mb Documents - 968.93 Kb 2970312011 - 19.52 Mb

1z
10 ]
B -
LiE}
Il ]
@ o€
4
6,41 Mb
2 -
o | | | 345,93 b |
Enormous Huage Yery largs Large Medium Smell B videos: 22,2 % [ [mages: 17.5 %
> 15Mb L0-15Mb C-10Mo 150 S0Ckb- 1Mb 0-500kb Whasiz: 32,7 9 Dncumenks: 4.3 9
B vid=os B Imaoss [ Music Cocuments [ Sther P Ckher 2290
Storage Use:

Date Total Size Videos Size Images Size Music Size Documents Size Other Size
03M10mz011 66T Kb 1.58 Kb 0 Mb 0 Mb 0 Mb 5.07 Kb
021052011 10.37 Kb 203 Kb 0 Mb 0 Mb 0 Mb B.25 Kb
011072011 3887 Kb 340 Kb 0 Mb 0 Mb 0 Me 3547 Kb
002011 31.39 Kb 0 Mb 0 Mb 0 Mb 3.8 EKb 0 Me
290872011 18.53 M 438 Mb 340 M 641 Mb B3T 54 Kb 444 Mb

Screenshot 32: Maillnsights Storage Use Report

The graph consists of stacks representing different attachment categories. The graph’s x-axis shows
the different size brackets and the y-axis shows the attachment size.

@) vote

Attachment categories for Storage Use report are: Images, Documents, Music, Videos
and Others

The table below the graph contains the following additional information:

Table 38: Storage Use Report criteria

OPTION DESCRIPTION

Date Date email was received.
Total Size (KB) Total size of attachment.
Images (KB) Total size of attachment for category Images.
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OPTION DESCRIPTION

Documents (KB) Total size of attachment for category Documents.
Music (KB) Total size of attachment for category Music.
Videos (KB) Total size of attachment for category Videos.
Other (KB) Total size of attachment for category Other.

For further information, refer to:

Generating Maillnsights reports

Scheduling Maillnsights reports

5.8.8 Inactive Accounts

The Inactive Accounts area enables you to generate a report that shows internal accounts that are no
longer active.

Inactive Accounts
This report returns a list of accounts which received ernail but have not replied within the specified time.

Inactive Accounts Report

Summary

Total Inactive Users
3

Inactive Accounts

User

TCOOMAINB bobjones
TCOOMAINB)\johnsmith
TCDOMAINB\ paulbeown

Scope: Last 30 days -

Send Mow  Schedule
F Y

Forward To: |

Send Report

Screenshot 33: Maillnsights Inactive Accounts

Filter report using the following criteria:

Table 39: Inactive Accounts Report criteria

OPTION | DESCRIPTION

Scope Specify date range or use default setting (Last 30 days). You can only select dates in the last 6 months.
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Inactive Accounts Report Between 03/09/2011 and 03/10/2011

Summary

Total Inactive Users
3

Inactive Accounts

User
TCDOMAIMNE'Dobjones
TCDOMAIMNByohrsmith
TCDOMAINE'paulbrown

Screenshot 34: Inactive Accounts Report

@) vote

An inactive account is an account that has received emails but has not sent any emails
in the date range covered.

The report returns a list of inactive accounts.
For further information, refer to:

Generating Maillnsights reports

Scheduling Maillnsights reports

5.8.9 Inappropriate Words

The Inappropriate Words area enables you to generate a report that identifies any inappropriate
language used in emails. Inappropriate words can include words considered sexist, racist or swear
words.
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Inappropriate Words

Use this report to track inappropriate language in email, useful if you want to track potential violations of company policy for instance.

Inappropriate Words Report For:

All Recipients

Summary

Top Sender 1 Top Sender 2
Scope: | Last 3 Months v e @tctomaing gom laneroe@edomain.com

Totel Emails: Total Emails:

1 1
Recipients: |AII hd |

Date Sender

25083011 15:33 pnercs@todomainb com

250053011 15:24 joseitcdomainb. oom

25/09/3011 91:11 johndoe @tcdomaint. com

Send Now  Schedule
-

Forward To: |

Screenshot 35: Maillnsights Inappropriate Words

Filter the report using the following criteria:

Table 40: Inappropriate Words Report criteria

DESCRIPTION

Scope Specify date range or use default setting (Today). You can only select dates in the last 6 months.
Recipients  Select All, Internal Only, External Only
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Inappropriate Words Report For:

All Recipients

Emails between 01/08/2011 and 03/M10/2011

Summary
Top Sender 1 Top Sender 2 Top Sender 3 Total Emails
jehndoe@tedomainb.com jose@itcdomainb.com janeroef@tcdomainb. com [
Total Emails: Total Emais: Total Emails:
2 2 2

Inappropriate Words

Date

28/00/2011 20:07
29/0872011 20:04
29/08/2011 12:38
23/09/2011 12:33
29/08/2011 19:24
2/00/2011 01:11

Sender
janerce(@tcdomaink.com
joseifitcdomainb.com
johndoe@tcdomaink com
janerce(@tcdomaink.com
joseifitcdoman.com
johndoe@tcdomaink com

Subject

FW: Reports from helpdesk
RE: joke of the day

joke of the day

Fwd: Joke

Shopping

Reports from helpdesk

Screenshot 36: Maillnsights Inappropriate Words Report

@ notE

When the Inappropriate Words report exceeds 1,500 rows, the report will be generated
in .xls format.

Report data is displayed in a table listing the following:

Table 41: Inappropriate Words Report criteria

OPTION DESCRIPTION

Date/Time
Sender
Subject

For further information, refer to:

Generating Maillnsights reports

Scheduling Maillnsights reports

5.8.10 Internal Spammers

Email date and time
Sender email address
Email subject

The Internal Spammers report enables you to generate a list that identifies internal email accounts
of users who include a large number of recipients in their emails. This reports takes into
consideration recipients in the To, CC or BCC fields.

GFI MailArchiver
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I Internal Spammers

Scope: |Last30 days

Include: | Top 50

Send Now  Schedule
r

Top 50

Emails between 2001 172011 and 1900172012

Top Spammar 3

Cynthia. Yourgimaiate. izl
Tivid Emnaslly.

[ =]

&

e
|
—

The Internal Spammers report shows the top internal email accounts who send email to a high average number of recipients.

Forward To:

Screenshot 37: Maillnsights Internal Spammers

Filter the report using the following criteria:

Table 42: Internal Spammers Report criteria

OPTION | DESCRIPTION

Scope Specify date range or use default setting (Last 30 days). You can only select dates in the last 6 months.
Include Specify the amount of email accounts to include up to a maximum of 1000 users.

GFI MailArchiver
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Internal Spammers Report For: Top 50

Everyone Emails between 20/11/2011 and 19/01/2012
Summary

Top Spammer 1 Top Spammer 2 Top Spammer 3

Evelyn.Morgan@malabs.local Mildred.Bailey@malabs.local Cynthia.Young@malabs.local

Total Emails: Total Emails: Total Emails:

78 58 83

Evelyn.Morgan@malabs. local
Mildred.Bailey@malabs.local
Cynthia, Young@malabs. local
Diane. Colins@malabs. local
MelissaKing@malabs.local

Ay Lopez@malabs local
Angela.Hernandez@malabs. local
Jean.Bell@malabs. local

Joyce Edwards@malabs.local
Rebecca.Scotti@malabs. local
Catherine.Camp, . @malabs local
Gloria. Cook@malabs, local

Janet . Philips@malabs.local
Brenda Wright@malabs.local
Christine . Roberts@malabs.local
Carolyn,Perezmmalabs. local
Julie Sanchez@malabs local
Heather.Morris@malabs.local
Tetesa.Rogersi@malabs. local
Marie, Turner@malabs. local

1 10
Average Number of Recipients

=

Internal Spammers

Username Average Number Of Recipients
Evelyn Morgani@malabs_local
Mildred. Bailey@malabs local
Cynthia. Young@malabs local
Diane.Collinsi@malabs local
Melisza King@malabs local
Amy.Lopezi@imalabs local
Angela.Hemandez@malabs local
Jean Belli@malabs local

Joyce Edwards{@malabs local
Rebecca. Scott@malabs. local
Catherine.Campbeli@malals local
Gloria.Cook@malals._local

R I B I R R I RN R - "=}

Screenshot 38: Maillnsights Internal Spammers Report

Report data is displayed in a table listing the following:

Table 43: Internal Spammers Report criteria

OPTION DESCRIPTION

Username Sender username or email address.

Average Number of Recip-  Average number of recipients who received email from the sender during the specified
ients time period.

For further information, refer to:

Generating Maillnsights reports

Scheduling Maillnsights reports
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5.8.11 Outside Office Hours

Use this report to identify internal users who send emails outside of office hours.

Qutside Office Hours

Report for: | Everyone -
Include: |Top 50 "l
chpe: |Th|5 Maonth vl

¥ Working Days/Hours Settings

Outside Office hours report creates a list of internal email accounts with total sending activity within a specified time peried, cutside of office hours.

Office Howms: 09:00 - 17:00

Tap Sender I

I

Office hours: From: | 9:00 &M ﬁ To:| 5:00PM cﬁj f
Working week: | ——
_———
Sunday Monday Tuesday Wednesday i
B :
Thursday Friday  Saturday
MNaon-waorking o4 May 2012 .
days:
x S M T W T F S
18 29 30 1 2 3 4 5
9 6 7 8 9 10 11 12
20 13 14 15 16 17 18 149
21 20 21 22 23 M4 25 26
22 27 % 29 30 31 1 2
3 3 4 5 6 7 & 9
Selected Dates (0 selected)
Clear All
Send Now Schedule
s
Forward To: |

Send Report

Screenshot 39: Maillnsights Outside Office Hours

Filter the report using the following criteria:

Table 44: Outside Office Hours Report criteria

OPTION DESCRIPTION

Enables you to choose for whom this report applies. Run report on all employees (default) or on an Active

Report

for Directory® group.

Include Specify number of results to display, up to a maximum of 1000. Default = 50.

Scope Specify date range or use default setting (This Month). You can only select dates in the last 6 months.
GFl MailArchiver
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OPTION DESCRIPTION

Office Enter a time range according to your organization's normal working hours.
Hours

Working Select the days of work of your organization. Checked days are considered as part of normal office hours.
Week

Non- Use the calendar to define non-working days for past and future dates. Selected dates are listed in the
Working provided window. Non-working days can include public holidays and company shutdown.
Days

IMPORTANT

The settings will only be saved upon successful generation of the report. If you navigate away from the
page before generating the report, all settings will be lost.

{)NOTE

When using the Clear All Dates button, configured dates will be cleared for all years.

The following examples describe how the report will work when configured in typical scenarios:

Scenario 1: An organization working from Monday to Friday, with start time and end time within the
same day, example from 9.00 am to 6.00 pm.

Mon Tues Wed Thur Fri Sat Sun

- — l_ _ l__ —

16010 15:0H) £ ) 18000 A00-18:00 [T 0900180
The report will cover emails sent between 6.00 pm and 9.00 am from Monday to Friday, and all day
during Saturday and Sunday.

Scenario 2: An organization working from Monday to Friday. Start time and end time span across
midnight, example from 8.00 pm to 5.00 am.

Mon i Sun

In this case the report will cover emails sent between 5.00 am and 8.00 pm from Monday to Friday
and those sent on Saturday and Sunday. Emails sent on Saturdays between midnight and 5.00 am will
not be taken into account, since they are considered within normal working hours.

Scenario 3: An organization working from Monday to Friday. Start time and end time span across
midnight, Wednesday is a public holiday.

Mon i Sat Sun

| L1 L1 L
20:00-05:00 20:00-0000 O0:00-05:00 20:00405:00 200005

The report will cover emails sent between 5.00 am and 8.00 pm from Monday to Friday, emails sent
on Saturday and Sunday, and all emails sent on Wednesday from midnight to midnight.
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Outside Office Hours Report For: Office Hours: 09:00 - 17:00

Eve ryone Emails between 01/01/2012 and 19/01/2012
Summary

Top Sender 1 Top Sender 2 Top Sender 3

Cynthia.Young@malabs.local Julie.Sanchez@malabs.local Diane.Collins@malabs.local

Total Emails: Total Emails: Total Emails:

20 20 13

Cynthia, Young@malabs.local
Julie, Sanchez@malabs, local
Diane. Colins@malabs. local
Brenda. Wright@malabs.local
Janet, Philips@malabs.local
Rebecca. Scott@malabs.local
Catherine, Camp. . @malabs.local ]
Jean.Bell@malabs.local
Gloria, Cack@malabs. local
Matie. Turner@malabs.local
Melissa.King@malabs.local
Stephanie, Mitc., . @malabs.local ]
Alice, Stewart@malabs.local |
Cheryl.Murphy@rmalabs local
Heather Morris@malabs local ]
Jovyee,Edwards@malabs . local
Martha.Gonzalez@malabs local
Amy Lopez@malabs.local |
Christine, Roberts@malabs local
Frances,Parker@malabs.local ]

Number Of Emails Sent

Outside Office Hours

Email Number Of Emails Sent
Cynthia.Young@malabs local 20
Julie_Sanchezi@malabs. local 20
Diane_ Collins@malabs local 18
Brenda Wright@malabs local 15
Janet Phillips@malabs local 15
Rebecea.Scott@malabs local 15
Catherine . Campbeli@malabs.local 14
Jean Bell@malabs local 14
Gloria Cook@malabs local 13

Screenshot 40: Maillnsights Outside Office Hours Report

The results of the generated report are displayed in a horizontal bar chart. A report summary above
the chart displays the top 3 users who sent emails outside office hours.

Additional data is displayed in a table below the chart with the following information:

Table 45: Outside Office Hours Report criteria

OPTION DESCRIPTION

Email Email address of user
Number of Emails Sent Number of emails sent outside office hours

For further information, refer to:

Generating Maillnsights reports

Scheduling Maillnsights reports
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5.8.12 Data Leakage Detection

Use this report to detect emails that potentially contain sensitive data. The report will detect sent or
received emails containing:

= Major credit card numbers (VISA, Mastercard, American Express, Diner’s Club, Discover)

# USA Social Security numbers

#» Confidential documents and information

@ notE

The report analyzes both sent and received email for a selected user.

I Data Leakage Detection

Identify emails with credit card, USA Secial Security Mumbers, or other confidential decuments and information,

Data Leakage Detection Report For:

All Recipients

Scope: Last & Months A Summary
Top Sender 1 Top Sender 2
. john smihEyobstor.com bob joresEroed
Report for: Everyone - Total Emaits Tols Emais
43 47
Recipients: All -
Data Leakage Detection
Date Sender
GAD12002 1338 paul DiowniBireed oo uk
o202 131 jane dosBobsiercom

Send Mow Schedule
rF Y

Forward To: |

Send Report

Screenshot 41: Maillnsights Data Leakage Detection report

Filter the report using the following criteria:

Table 46: Data Leakage Detection Report criteria
OPTION DESCRIPTION
Scope Specify date range or use default setting (Last 3 Months). You can only select dates in the last 6 months.

Report for Enables you to choose for whom this report applies. Run report on all employees (default) or on an Active
Directory® user or group.

Recipients Internal recipients, external recipients or both. Default is both.
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Data Leakage Detection Report For:

All Reci plEl‘ItS Emails between 01/01/2012 and 11/06/2012
Summary
Top Sender 1 Top Sender 2 Top Sender 3 Total Emails
pamela baker@malabs local mielissa king@malabs.local joyce edwards@malabs_ local 8
Total Emails: Total Emails: Tetal Emails:

1 1 1

Data Leakage Detection

Date Sender Subject Leakage Type
0R06/2012 17:27 Melissa. King@malabs.local A special card for you Master Card
17052012 02:37 Gloria.Cook@malabs.local Cards you can use VISA Card

16/05/2012 04:58 Debra.Melsonf@malabs local Enjoy eating out Diners Club Card
14082012 13:24 Pamela.Baken@malabs. local For your personal use only Discowver Card
05052012 11:18 Kathleen Adams@malabs. local For your eyes only Keywaords

30/04/2012 08:04 Joyce Edwardsi@iimalabs. local Admin password Keywaords

130452012 23:30 Diane Collinsi@malabs _local | managed to get it! American Express Card
10/02/2012 0742 Mildred. Bailey@malabs. local Check this out! Saocial Security

Screenshot 42: Maillnsights Data Leakage Detection Report

The results of the generated report are listed in a table sorted by date in ascending order. A report
summary above the table displays the top 3 senders.

The table contains the following information:

Table 47: Data Leakage Detection Report criteria

OPTION DESCRIPTION

Date Displays the date and time of the email.
Sender Sender email address.
Subject Email subject.

@NOTE

Entries in the subject column contain a link to display the detected email.

Leakage Type Leakage type can be: Credit card, Social Security Number, confidential data, medical,

(_INOTE
If more than one type of leak is detected, only the first one is displayed.

For further information, refer to:

Generating Maillnsights reports

Scheduling Maillnsights reports
5.8.13 Job Search

Use this report to identify internal users who exchange emails with job search sites. The report
detects sent or received emails containing resumes.

@) vote

The report is able to identify both sent and received email for a selected user.
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I Job Search

Identify sent or received emails that contain resures, or are addressed to job search sites.

SCDPE: Last & Months b
Report for: Everyone v Job Search Report For:
Domains: [ Everyone
Added Domains (15 added)
Summary
menster.com » : Top Sender 1 Top Sender 2
Jobster.com n john smAhdEabator com b jonesErood
. i Tetal Emais Total Emais
jobcentral.com » = s a

hotjobs.yahoo.com ¥
careerbuilder.com ¥

indeed.com ® Job Search

simplyhired.com ¥ D Bander
. . mL CEMR012 1338 il Byl s oo il
iching.com i® OA1R2012 1311 jare. doo Bicbeter cam

Clear All

Send Now Schedule
F Y

Forward To: |

Send Report

Screenshot 43: Maillnsights Job Search report

Filter the report using the following criteria:

Table 48: Job Search Report criteria
OPTION | DESCRIPTION
Scope Specify date range or use default setting (This Month). You can only select dates in the last 6 months.

Report Enables you to choose for whom this report applies. Run report on all employees (default) or on an Active
for Directory® user or group.

Domains The list of domains listed in this area will be added to the search criteria of the report. Add domains by
typing the URL in the available field and clicking =-. To remove a domain, click #. Clear all removes all the
listed URLs.

The default list of job search sites includes: Monster.com; Jobster.com; jobcentral.com; hotjobs.yahoo.com;
careerbuilder.com; indeed.com; simplyhired.com; jobing.com; reed.co.uk; jobsearch.co.uk; monster.co.uk;
totaljobs.com; fish4.co.uk; cityjobs.com.
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Job Search Report For:

Everyone Emails between 12/1/2011 and 5/22/2012
Summary
Top Sender 1 Top Sender 2 Top Sender 3 Total Emails
gfisynch_25758360@tcdomainb.com jboxi@tedomainb.com johndoe@tcdomainb.com 124
Total Emails: Total Emails: Total Emails:
2 21 18

Job Search

Date

S/28/2012 6:27 AM
SI26/2012 11:33 AM
S/232012 1:13 AM
512212012 6:11 PM
512202012 3:01 AM
SM9/2012 8:32 AM
5/18/2012 8:34 PM
5/M12/2012 6:03 PM
S/92012 3:32 AM
SIBI2012 1:23 AM
SII20127:26 PM
4/29/2012 9:41 PM
4/19/2012 9:28 PM

Sender
GFISYNCH_25836749@tcdomainb.com
GFISYNCH_25758360@tcdomainb.com
Administraton@tedomainb. com
janeroe@tedomainb_com
Administraton@tedomainb. com
GFISYNCH_25758360@tcdomainb.com
Jhox@tedomainb.com
GFISYNCH_25758360@tcdomainb.com
GFISYNCH_25758360@tcdomainb.com
janeroe@tedomainb_com
Administraton@tcdomainkb.com
janeroe@tcdomainb.com
jese@tedomainb.com

Subject

Credit Card Details

RE: Re: New job opporiunities
RE: Credit Card Details

Mew job opportunities
Confidential

RE: Re: New job opportunities
RE: Confidential

Re: New job opportunities
RE: Credit Card Details

RE: Credit Card Details

Re: New job opportunities
Confidential

Credit Card Details

PN A T P NI o T T Y. Y. N - =¥ ey kL

Screenshot 44: Maillnsights Job Search Report

The results of the generated report are listed in a table sorted by date in ascending order. A report
summary above the table displays the top 3 users who exchanged emails with job search domains.

The table contains the following information:

Table 49: Job Search Report criteria

OPTION DESCRIPTION

Date Displays the date and time of the email.
Sender Sender email address.
Subject Email subject.

Q"jNOTE

Entries in the subject column contain a link to display the detected email.

For further information, refer to:

Generating Maillnsights reports

Scheduling Maillnsights reports

5.9 Changing User Preferences

1. Click the user name displayed on the upper right hand corner of the screen.
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User Profile B8

=== User Profile Preferences

2
The uzer profile preferences allow you to specify your language, page size and dateftime format preferences.

Language Options
Display GFI MailArchiver in the following language: | English -

Maximum Page Size
Mumber of emails to display per page: | 25 -

Audit Reports Date/Time Format
Fick the datetime format you want displayved on wour audit reports. These settings are applied to yoaur user profile anly.
[tweill not affect how other users see their audit reports.

Long -

Date: Tuesday, May 24, 2011
Date/Time: Tuesday, May 24, 2011 1:07:08 Ak

@ Tel e more... Save Cancel

.Screenshot 45: User profile preferences
2. From the Language options drop down box, select the language to display.
3. From the Maximum page size area, configure the number of emails to display per page.

4. From the Audit Reports Date/Time Format area (available only if logged in as an administrator),
change the date/time format to display on audit reports.

5. Click Save.
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6 Monitoring GFl MailArchiver operations

6.1 Introduction

Through the GFI MailArchiver Home tab, you can easily monitor your GFI MailArchiver installation.
The graphical and statistical information provides a real-time overview of the general operational
parameters of GFI MailArchiver. It also helps to identify any issues before these have serious
repercussions on your system.

6.2 Using the Home Tab

- - -
GFI MailArchiver Welcome, iohndoe
HOME ARCHIVE MAILINSIGHTS CONFIGURATION EMAIL CLIENT ACCESS AUDITING HELP
Tasks About GFI MailArchiver Heartbeat Servers
® Manage Archive Stores ] 1 Mailbo:
GFI MailArchiver Version | |~ o o DOXEs . WINSERVE
® Archiving Method 2012 Build 20120628 WINSERVE- ' 0minago (Microsoft® Wmdon.us Server® 2008
journal@tcdomainb.com g Enterprise )
® Mail Servers to Archive . . .
. s License is valid SQL Servers Disk (C:\)
L] etti
enera ings Mo SQL Server configured 4326GB free of 127GB
IMAP Server
winservh v 0K
Archive Stores Email Flow "V Change Filter
147
Total emails on July 03 2012 126
105
2011 Nov - Dez 24
49 emails (2.55MB) 63
2011 Sep - Okt 42
56 emails (2.55MB) = I
2011 J F h a 1 1 1 1 1 1 1 1 1 1 1
an - Fel
61 emails (2.55ME) Ty Te, T B 7 gy o, % B Tn I
5 ) ) iy
2011 Mai - Jun % W % ey, B % % % TR, R
45 emails (2.55MB)
2011 Mrz - Apr Tirne
51 emails (2.55ME)
2011 Jul - Aug Event Viewer
54 emails (2.55ME)
2012 Jan - Feb essage ource ime arning Level
Messag S Ti Warning Level
54 ils (2.55MB
emails ) No records to display
2012 Mrz - Apr
1 emails (2.4ME)

Screenshot 46: The GFI MailArchiver dashboard

From the GFI MailArchiver interface, select the Home tab. The information is displayed in various
screen elements that are grouped by type. The sections below describe each section and how to
interpret the data presented:

#  About GFI MailArchiver

» Heartbeat

» Servers

#  Archive Stores
= Email Flow

= Event Viewer
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6.2.1 About GFI MailArchiver

About GFI Mail&rchiver

GFI MailArchiver Version 2012 Build 20120525

Licensze is valid

Screenshot 47: About GFI MailArchiver area

The ‘About GFI MailArchiver’ area provides you with important licensing information required for
correct operation of GFl MailArchiver. The information displayed includes:

#  Version and build number - Shows the version and build of the current GFI MailArchiver instal-
lation

# License validity - Shows whether license key is valid and whether the installation is in evaluation
or fully licensed mode.

# Number of licenses used - Shows how many licenses are still free for use within GFI MailArchiver.
= Legal Hold - Shows whether Legal Hold is enabled or not.

6.2.2 Heartbeat

Heartheat

Journal Mailboxes

WM SERWE-

) _ -
journal@tcdamainb.com v i ago

SQL Servers
Mo SO Server configursd

IMAP Server
wrinserdh - (]9
Screenshot 48: GFI MailArchiver Heartbeat

The ‘Heartbeat’ area shows the time since last successful connection to Mail Servers, Archive Stores
and Notification Servers. This enables you to quickly identify any unresponsive servers and investigate
any interruptions in service.
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6.2.3 Servers

SErVErs

WINSERVE
(Microsoft® Windows Server® 2008
Enterprise )

Disk (C:\)
TBST7GE free of L2ZTGE

Screenshot 49: Servers area

The ‘Servers’ area provides you with information on how much disk space you have free on the Server
where GFI MailArchiver is installed. This enables you to easily keep track of any servers that are
running out of disk space and to take remedial action before you run out of disk space.

6.2.4 Archive Stores

Archive Stores

Total emails on June 02 2012

2012 May - Jun
37 emails (2.55MB)

2011 Sep - Oct
17 emails (2. 4MEB)

2011 May - Jun
11 emails (2.4MB)

2011 Nov - Dec
12 emails (24ME)

2011 Mar - Apr
19 emails (2.4MB)

2012 Jan - Feb
2% emails (2.4MB)

2012 Mar - Apr
61 emails (2.55ME)

2011 Jul - Aug
13 emails (2.4ME)

Screenshot 50: Archive Stores area

The ‘Archive Stores’ area provides information about the total number of emails stored in Archive
Stores and the number of Archive Stores used.. This information enables you to identify whether the
Archive Stores previously configured are archiving emails as per schedule and whether you should
start considering moving to an alternate Archive Store.
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6.2.5 Email Flow

Email Flow Y Change Filter

Lo I e L T A O O B e R Y e

Screenshot 51: GFI MailArchiver Email flow area

The ‘Email Flow’ graph provides a graphical overview of the quantity of emails that GFl MailArchiver
is archiving. Spikes or dips that fall outside of the normal email flow should be investigated since this
can indicate that email journaling is not functioning correctly.

The ‘Email Flow’ graph is customizable to enable to view the flow for all journal mailboxes, a single
mailbox or a specific period. To customize the view:

1. Click Change Filter.

Email Flow Cancel
Source: Queue -
Period: Custom Settings -
Start Date and Time: [11/10/2010 19:11 E O
End Date and Time: |12.e‘10.e’2[|10 00:11 H O

Done Cancel

Screenshot 52: Email flow area configuration

2. Change any of the values listed and click Done. Available options are:

Table 50: Email flow area options

OPTION DESCRIPTION

Source Defines what the email flow area will show in terms of either the whole queue or a single
journal mailbox. Select Queue to view the entire queue or a mailbox name to view a single
journal mailbox.

Period Defines the period of time that will be shown in the email flow area.
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OPTION DESCRIPTION

Start Data and Time:
Defines the start date that will be shown in the email flow area. Click E toset the date

and ‘E’ toset the time.

End Date and Time:
Defines the end date that will be shown in the email flow area. Click E toset the date

and ‘:9 toset the time.

6.2.6 Event Viewer

Event Viewer

Message Source Time Warning Level
GFI MailArchiver failed to check for VersionCheck 01 June 2012
updates. Please check your settings. 14:37:02

Screenshot 53: Event Viewer tab

The ‘GFI MailArchiver Event Viewer’ provides information about GFI MailArchiver events. The
messages that are provided here enable you to gain information about system processes that are
typically hidden from the system administrator’s view but which can lead to you to discover that
some system functions require your attention.
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7 Configuring GFI MailArchiver

7.1 Settings Overview

GFI MailArchiver enables you to gain a comprehensive overview of the settings currently in force
within GFI MailArchiver.

@ note

Use the buttons located in the top right hand corner of the Configuration page to
switch between Tile and List View.

| Mail Servers to Archive v

Archiving Method

Archiving Rules Mailboxes to Archive Archiving Scope Mailbox Folder Structure

Mail Servers to Archive

Retrieval

o~ ol ) p—— .
N \ - R
) !.!
§ 4 _..a-x--J
Joutnaling All Archives 1 Active Disabled Restrietions In effect Inb oun diDutboun dintermal Enabled

Manual Arhiving

| Archive v | map

Archive Stores Access Control IMAP Server

V) i

Q Archive Stores Full Access Group Defined Enabled

Import Old Emails
A 'y

R)

(

| Policies v

Retention and Spam Classification Rules
Policies e

Email Deletion

w‘ —
- : o
- - |
i I
1 Active Rule Set ot Set Dizabled Enabled

| General v

Cx

Valid Administratar@tedomainb com

General Settings

4

Screenshot 54: GFI MailArchiver Settings Page
Click Configuration tab to load the Overview of current settings page.

The table below describes the information available.

Table 51: Overview of current settings

OPTION DESCRIPTION

Archiving Method Shows the Archiving Method currently enabled. An Archiving Method needs to be specified for GFI
MailArchiver to start archiving emails.

Mail Servers to Shows the number of Journal mailboxes configured for use with this installation of GFI
Archive MailArchiver.
Archiving Rules If Rule-based Archiving is enabled, the number of configured rules is displayed.
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OPTION DESCRIPTION

Mailboxes to Shows whether User Mailbox Archive Restrictions are in force or not. User Mailbox Archive
Archive Restrictions define which mailboxes to archive.
Archiving Scope Shows whether Email Archive Restrictions are in force or not. These define whether incoming, out-

going, or internal emails (or a combination) are archived.

Mailbox Folder Shows whether Folder Structure Retrieval is enabled or not. Folder Structure Retrieval enables
Structure Retrieval the replication of the folder structure of the mailboxes within Microsoft® Exchange Server with
GFI MailArchiver.

Archive Stores Shows the number of Archive Stores configured with this installation of GFl MailArchiver.
Access Control Archive Mailbox Access defines who has access to which mailboxes.
Import old emails Provides information on how to import emails to this installation of GFl MailArchiver.

IMAP Server Shows whether IMAP Server is enabled or not. When enabled, users can retrieve archived emails
using supported IMAP email clients.

Retention and Retention and Spam policies define the lifetime of an archive email within GFl MailArchiver.

Spam policies Emails matching specific criteria can be deleted immediately or after a specific period of time.

Classification Rules = Email Classifications automate the labeling of emails through policies. Emails matching specific
criteria can be automatically classified.

Auditing Shows and defines whether GFl MailArchiver Auditing is switched on or not.

Email Deletion Shows whether Email Deletion is enabled or not. When enabled, users can permanently delete
archived emails from mailboxes they have access to.

Change license key Displays license key information associated with your GFl MailArchiver installation
General Settings Displays the version and build number of the current GFl MailArchiver installation

7.2 Configuring Archiving Method

The Archiving Method enables you to define how GFI MailArchiver stores emails in the archive stores.

IMPORTANT

Without an Archiving Method GFI MailArchiver will not archive any emails.

To configure Archiving Method:

1. Select Configuration tab and from Mail Servers to Archive, click Archiving Method.

GFl MailArchiver 7 Configuring GFI MailArchiver | 93



Archiving Method Wizard a8

Welcome to the Archiving Method Wizard

Thiz wizard will help you to configure your prefered archiving methad.

Choose your prefered archiving method:

Manual Archiving
Thiz archiving method enables you to move messages to folders that are content-specific making it easier to find
archived messages.

Auto-Archiving [Journaling)
This archiving method keeps your inhax clean by periodically moving messages to an archive falder.

@ All Emails
Archive all incaming emails from journaling.

(Z) Rule-Based Archiving
Archive incoming emails from journaling that match specific rules and specify the falders these emails will be
archived in.

@ 7ol e more... Save Cancel

Screenshot 55: Configuring Archiving Method
2. Click Configure Archiving Method.
3. From the Archiving Method Wizard page, select from the following options:

Table 52: Archiving Method Wizard options

OPTION DESCRIPTION

Manual Archiving Enables users to manually select which emails to archive from their Microsoft Outlook®
applications using GFI MailArchiver Outlook Addon. Users are also able to define a folder
structure when manually archiving their emails to facilitate searches.

Auto-Archiving (Jour- When selected, GFl MailArchiver will automatically move emails from Microsoft® Exchange
naling) Server to an Archive Store.

All Emails Select this option to archive all incoming emails.

Rule-Based Archiving Archive specific emails from journaling that match configured rules and specify how these

emails are archived in particular folders. For more information, refer to Configuring
Archiving Rules (page 99).

IMPORTANT
Emails are not archived if Archiving Rules are not configured.
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) NotE

More than one method of archiving can be selected. For example, you can enable
Manual Archiving and Auto-Archiving (Journaling) of All Emails at the same time.

4. Click Save.

7.3 Managing the Mail Servers to Archive

Within GFI MailArchiver, the mail servers to archive are defined by the configured journal mailboxes.

A Journal mailbox is a type of mailbox within Microsoft® Exchange Server that enables the recording
of emails in an organization. The difference between journaling and archiving is that, by definition,
journaling is the ability to record emails while archival reduces the strain of storing data through
backups, removal, and storage. GFI MailArchiver uses Microsoft Exchange journaling to centralize all
the emails to archive in a single mailbox. An initial Journal mailbox is configured using the GFI
MailArchiver post-install wizard. This enables you to start archiving emails from a Microsoft®
Exchange Server.

This section provides information on how to:

#  View configured mail servers

» Create Journal Mailboxes in Microsoft® Exchange Server and use them with GFI MailArchiver
= Editing existing Journal Mailbox details

#  Removing existing Journal Mailbox details

IMPORTANT

For journaled emails to be archived within GFI MailArchiver, the archiving method Auto-
Archiving (Journaling) must be enabled. For more information, refer to Configuring
Archiving Method (page 93).

) NotE

GFI MailArchiver will create the Journal Mailbox for you within Microsoft® Exchange
Server using the GFI MailArchiver post install wizard. For more information, refer to
Appendix 1 - Journal Mailbox Manual Operations (page 230).

In this chapter:

7.3.1 Viewing Configured Mail Servers ... .. .. 96
7.3.2 Adding a New Journal MailboxX ... ... ... .. . . 96
7.3.3 Editing an Existing Journal Mailbox ... ... . . 98
7.3.4 Deactivating and Activating an Existing Journal Mailbox ........ ... . ... .. ... 99
7.3.5 Removing an Existing Journal Mailbox ... ... ... il 99
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7.3.1 Viewing Configured Mail Servers

To view configured mail servers from where GFI MailArchiver archives emails, select the
Configuration tab and from Overview of current settings, click Mail Servers to Archive.

Mail Servers to Archive
Usze thiz page to add and configure the mail zervers from where you want to archive emails.
b Add 7 Edit [ Rermowe o Activate 9 Deactivate

Journaling Mailbox Active  Mailbiox Seneer tailbox Stare Connection Type

WINSERWE-journal@tcdornainb.com w WM SERVE Journal@tcdornainb.com ExOleDb

Screenshot 56: Manage Journaling Mailboxes screen

The table below provides a list of available information and options:

Table 53: Mail Server options

OPTION DESCRIPTION

Journal Mailbox Defines the name of the Journal mailbox set up within Microsoft® Exchange Server and con-
figured for use within GFl MailArchiver.

Active Denotes whether the Journal Mailbox is active or not.

Mailbox Server The machine name of the server on which the Journal Mailbox is configured.

Mailbox Store Defines the name of the Mailbox Store to which the configured Journal Mailbox belongs.
Connection Type Defines the type of connection that GFl MailArchiver will use to retrieve emails from the

mail servers to archive emails from.

7.3.2 Adding a New Journal Mailbox

1. Select Configuration tab and click Mail Servers to Archive.

Mail Servers to Archive
Usze thiz page to add and configure the mail servers from where you want to archive emails.
g Add 4 Edit I Remowe o Activate u Deactivate

lournaling Mailbox Active  Mailbiox Sercer Mailbox Stare Connection Type
WINSERWE-journal@tcdomainb.com W WINSERVE journal@tcdomainb.com ExleDb

Screenshot 57: Add Journaling Mailbox

2. Click | ¢ Add
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Mail Server to Archive B8

Welcome to the Mail Server to Archive Wizard

This wizard will help you setup a journal mailbox to archive yaur ermail from.

*' Selact a journal mailbox from the detected journal mailbox list helow.

lournal Mailbox dail Server
Journal@tcdomainb.corm e
Journal@tcdarnainb.com Idailbox Database (IMSERVE)

% Let the wizard create a new journal mailbox to use to start archiving your emails.

GF| MailArchiver will automatically create a new joumal mailbox for use with the selected server.

' Manually create a journal mailbox using this wizard.

Frovide the connection and credential details to a previously created journal mailbox,

Reqguirernents for automatic creation of MS Exchange journaling:

Mictosoft Exchange 2007 SP2 or later

Microsoft Exchange Setver Management Tools (installed on the sarme GFT MailArchiver server)
Microsoft Exchange databases with journaling disabled

© 1ol e more... Hext Cancel

Screenshot 58: Choose how you want the wizard to setup GFI MailArchiver to use a journal mailbox.

3. From the Journal Mailbox Wizard page, select whether to automatically create a new Journal
Mailbox or whether to manually specify all the Journal Mailbox details. GFI MailArchiver Journal
Mailbox Wizard can also detect any existing journaling mailboxes and gives you the facility to use
them.

Table 54: Journal Mailbox wizard options

OPTION DESCRIPTION

Select a journal mailbox from Displays a list of Journal Mailboxes that were detected by the GFl MailArchiver
the detected journal mailbox Journal Mailbox Wizard. Select this option and a Journal Mailbox from the list
list below. displayed to use the selected mailbox.

Let the wizard create a new Provides the facility to automatically create a new Journal Mailbox. Select this
journal mailbox to use to start option and a detected Microsoft® Exchange Server to create the new journal mailbox
archiving your emails for.

(INOTE
This feature works only with Microsoft® Exchange Server 2007 Service Pack 2
onwards.

Manually create a journal mail- Provides the facility to create a new Journal Mailbox while providing all the details
box using this wizard. required to create such mailbox. These may include specifying a Mailbox Store, the
connection method, ports used and credentials.

Click Next to continue setup.
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4. If you have selected Let the wizard create a new journal mailbox to use to start archiving your
emails or Manually create a journal mailbox using this wizard option in the Journal Mailbox Wizard
screen, you will now be prompted to key in the required details for the Journal Mailbox. If Select a
journal mailbox from the detected list to use to archive your emails was selected, click Next.

Available options are:

Table 55: Existing Journal Mailbox options
OPTION DESCRIPTION
Mail Server Shows the detected name of the mail server of where the Journal Mailbox resides.

Connect using: Defines the connection method used to connect to the Mail Server where the new Journal Mailbox
will be created. Available options are:

# ExOLEDB - Available only if GFI MailArchiver is installed on the same machine as Microsoft®
Exchange Server 2003 or 2007.

* |MAP - Available only if GFl MailArchiver is not installed on the same machine as Microsoft®
Exchange Server 2003 or 2007.

*» Exchange Web Services (EWS) - Available only for Microsoft® Exchange Server 2007 SP1 or
2010.
Login:/Password: Enables you to key in a login name and a password used to connect to the selected mail server.

Folder Defines the default folder that is used to journal emails.
Default value: Inbox.

5. Click Next to continue setup.

" ']

Mail Server to Archive 8

Welcome to the Mail Server to Archive Wizard

This wizard will guide you to setup a journal mailbox to use to archive your email fram.

Mail Server to Archive created successfully!

© Teil me more... Finish

Screenshot 59: Existing mailbox added successfully
6. Click Finish to finalize Journal Mailbox setup.
7.3.3 Editing an Existing Journal Mailbox

1. Select Configuration tab and from Overview of current settings, click Mail Servers to Archive.
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2. Select a Journal Mailbox to edit and click [ Edit .

3. From the Journal Mailbox Wizard page, adjust the settings as per the instructions in the Adding a_
New Journal Mailbox section within this chapter in this manual.

7.3.4 Deactivating and Activating an Existing Journal Mailbox

1. Select Configuration tab and from Overview of current settings, click Mail Servers to Archive.

2. Select a Journal Mailbox to edit and click ¢ Psactivate| 1 geactivate an existing Journaling mailbox

or [ Activate | ¢ activate a previously deactivated journal mailbox.
7.3.5 Removing an Existing Journal Mailbox

1. Select Configuration tab and from Overview of current settings, click Mail Servers to Archive.

2. Select the Journal Mailboxes to delete and click "/ Remove .

IMPORTANT

Deleting a Journal Mailbox is an irreversible procedure. Journal mailbox emails cannot
be retrieved if deleted.

IMPORTANT

Removing a Journal Mailbox from GFI MailArchiver does not delete or make inoperative
any existing Journal Mailboxes in Microsoft® Exchange Server.

For more information on how to remove Journaling Mailboxes from Microsoft® Exchange Server, refer
to Disabling Journaling section within Appendix 1 - Journal Mailbox Manual Operations in this manual.

7.4 Configuring Archiving Rules

IMPORTANT

This feature is disabled if Rule-based Archiving is not enabled in the Archiving Method
wizard. For more information, refer to Configuring Archiving Method (page 93).

A number of Archiving Rules can be set up to determine what emails are archived. Rules are created
based on different criteria, and GFIl MailArchiver applies each rule against incoming and outgoing
emails that match configured rules. If a rule is matched, the email is archived and moved to the
configured folder.

IMPORTANT

Enabling this feature may breach company policy or legal compliance related to email
retention.
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GFI MGHA rc h iver Wielcome, Administrator

HOME ARCHIVE MEILINSIGHTS COMFIGURATION EmalL CLIENT ACCESS ALUDITING
Canfiguration = 0 Tell me mare...
Required Tasks Archiving Rules

. Define archiving rules for journaling (rule-based archiving).
® Add Mail Server

ap Add 7 Edit Y Remowe  § Mowe Up  E Move Down

Rule Marne Active Action
Archive Admin , ,
» Ernails W Miowes to falder 'Thbosd,
[ Archive S&M ermails W howves to folder 'Inboxh 328"

Screenshot 60: Configuring Archiving Rules

@ notE

GFI MailArchiver applies rules from top to bottom of the list. Rules can be moved up or
down the list using the provided arrows.

'/ IMPORTANT

Emails archived through the GFI MailArchiver Outlook Addon get archived irrespective of
any rules set in Rules-based Archiving.

In this chapter:

7.4.1 Adding Archiving RULES . . .. 100
7.4.2 Editing Archiving RULES . . . 102
7.4.3 Removing Archiving RULES .. .. L 102

7.4.1 Adding Archiving Rules

To add an Archiving Rule:

1. From Configuration tab, click Archiving Rules.
2. Click Add.
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Archiving Rule Wizard 8

Archiving Rule
Define archiving rules for journaling (rule-based archiving).

Rule Hame: | Archive rule name
Email Criteria

Includes all of these conditions: =2

Subject ~ | | Subject ' 4
Body - | Body ®
Sender * | [Email | | emaill@domain.com :‘
Enable Rule
Place matching email in folder:
| Inboat,
@ Tell me more... Next Cancel

3. In the Rule Name field, specify a meaningful name for the archiving rule.
4. In the Email Criteria section, specify rule conditions from the available options described in the

table below. Click 4= to add more conditions.

Table 56: Archiving Rule conditions

CONDITION | DESCRIPTION

Subject Emails that match the specified subject are archived.
Body Emails that are an exact match to the a word or a sentence specified in this criteria are archived.
Sender Select Email and type the email address or select User and type the name of the user.

ONOTE

A list of AD users will be displayed when you start typing the first letters of an email address or a
user name.

Recipient Select Email and type the email address or select User and type the name of the user.

(_INOTE
A list of AD users will be displayed when you start typing the first letters of an email address or a
user name.
Full email Select afilter from the available options (Equals, Greater Than, Greater or Equal Than, Smaller Than,
size Smaller or Equal Than) and specify an email size in MB.

Attachment Select a filter from the available options (Equals, Greater Than, Greater or Equal Than, Smaller Than,
Size Smaller or Equal Than) and specify an attachment size in MB.
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CONDITION | DESCRIPTION

Attachment Select a filter from the available options: Images, Documents, Music, Videos, Custom.
Type

5. In the Place matching email in folder field, specify to which folder the email is archived.

@) vote

Using special characters in folder names

By default, Inbox)\ is displayed in the Place matching email in folder field. This path
can be overwritten with the desired folder path using the following conventions:

\ (back slash) is represented by /\
/ (forward slash) is represented by //
For example:

To input a folder path for the following folder structure:

4[] Inbox
4 3 Managerial/CEC
A Requests\Clueries

Input the following path in the Place matching email in folder field:
Inbox\Managerial//CEO\Requests/\Queries

@) vote

If the folder specified by the user does not exist, it is created automatically.

6. Click Next.

7. Click Finish.

7.4.2 Editing Archiving Rules

To edit an Archiving Rule:

1. From Configuration tab, click Archiving Rules.

2. Click Edit.

3. Use the Archiving Rule Wizard to modify the required fields.
4. Click Finish.

7.4.3 Removing Archiving Rules

1. Select Configuration tab and click Archiving Rules.

2. Select the rule or rules to delete and click ' Remaove

7.5 Mailbox Archive Restrictions

Mailbox archive restrictions enable you to define specific mailboxes to exclude from archiving. This
feature can also be used to exclude all mailboxes from archival while including only specific ones.
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7.5.1 Enabling Mailbox Archive Restrictions
1. Select Configuration tab and from Overview of current settings, click Mailboxes to Archive label.

2. Click Change Settings.

Archive Restriction Configuration a8

Archive Restriction Configuration

The archive restrictions configuration allows you to configure which user mailboxes will be archived.

Enable Archiving Restrictions

Using an exclusion list

@ DO NOT archive email at all if ANY of the recipients or senders are in the restriction list

) Always archive email but users in the restriction list will not be able to view it

Using an inclusion list
@ Always archive email if ANY of the recipients or senders are in the restriction list

) Only archive email if all recipients and senders are in the restriction list

©@ el me more... Save Cancel

Screenshot 61: Select Enable Archiving Restrictions
3. Select Enable Archiving Restrictions and choose one of the following options:

Table 57: Archiving restriction options

EXCLUSION / INCLUSION OPTION

Using an exclusion list * DO NOT archive email at all if ANY of the recipients or senders are in the
restriction list

#  Always archive email but users in the restriction list will not be able to view
it

@NOTE

When Manual Archiving is configured, users in an exclusion list cannot
manually archive emails using GFl MailArchiver Outlook Addon if any of these
options is enabled.
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EXCLUSION / INCLUSION OPTION

Using an inclusion list #  Always archive email if ANY of the recipients or senders are in the restric-
tion list

# Only archive email if all recipients and senders are in the restriction list

@NOTE

When Manual Archiving is configured, all users in an inclusion list are able to
manually archive emails using GFl MailArchiver Outlook Addon if any of these
options is enabled.

@ note

Emails archived manually using the GFI MailArchiver Outlook Addon are always archived,
even when an exclusion list is configured.

4. Click Save.

Archive Restriction List B8

Archive Restriction List

The archive restriction list allows you to specify which user, group or email is part of the restriction.

Ermnail /1 Grou . User
@ P i

User - Add User
& Jose (TCDOMAINB\jose) ®
@ Tell me more. . Save Cancel

Screenshot 62: Add emails, groups or users
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5. Click |+ Manage Restrictions | 54 select an option between email, group or users and key in the email,
group name or user name of the user to restrict.

6. Click Save.
7.5.2 Disabling Mailbox Archive Restrictions

To disable mailbox archive restrictions, select Configuration tab and from Overview of current
settings, click Mailboxes to Archive label. Click Change Settings, unselect Enable Archiving
Restrictions and click Save.

7.6 Managing the Archiving Scope

The Archiving Scope enables you to define which types of emails to archive. Using this feature you
can, for example, instruct GFI MailArchiver to exclude internal emails from being archived or to
include all inbound and internal emails while excluding all outbound emails.

1. Select Configuration tab and from Overview of current settings, click Archiving Scope.

G.F’ Mai’ArChjver‘ Welcome, Administrator

HOME ARCHIVE MAILIN SIGHTS CONFIGURATION EMAIL CLIENT ACCESS AUDITING HELP
Configuration > Archiving Scope !" Tell me more...
Tasks Archiving Scope

. The Email Archive Scope allows you to specify which types of emails to archive.
® Archiving Method

* Mail Servers to Archive ;
# Configure Archive Scope
* Mailboxes To Archive

® Archiving Scope Selectthe type of journalled emails to archive:
- Mail_bnx Folder Structure © Inbound Emails
Retrieval

€ Outbound Emails
€JInternal Emails

Screenshot 63: Configuring email archive restrictions.

2. Select Configure Archiving Scope and from the list displayed unselect the emails to exclude from
archiving as shown in the table below :

Table 58: Email archive restrictions options

OPTION DESCRIPTION

Inbound Defines whether GFl MailArchiver will archive emails originating from outside the organizations’ domain.

emails Uncheck this option to not archive this type of emails.

Outbound Defines whether GFI MailArchiver will archive emails destined to recipients not within the organizations’
emails domain. Uncheck this option to not archive this type of emails.

Internal Defines whether GFl MailArchiver will archive emails originating from and destined to the organizations’
emails domain. Uncheck this option to not archive this type of emails.

3. Click Save to save configuration.

7.7 Configuring Mailbox Folder Structure Retrieval

By default, GFI MailArchiver does not automatically archive emails according to the folder structure in
which they were originally contained within the source mailbox. To replicate the folder structure of
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the original mailboxes, enable the GFI MailArchiver Folder Structure Retrieval feature.

IMPORTANT

The GFI MailArchiver Folder Structure Retrieval feature adds a computational and
network access overhead to the archival process and may slow down your system.

This feature requires a user account with access to all mailboxes to which to retrieve the folder
structure. GFI MailArchiver can automatically create this account.

7.7.1 Enabling Mailbox Folder Structure Retrieval

1. Select Configuration tab and from Overview of current settings, click Folder Structure Retrieval
label.

2. Select Change Settings.

Mailbox Folder Structure Retrieval Wizard B8

Welcome to the Folder Structure Retrieval Wizard

Replicates the mailbox folder structure and organizes the emails in the zame way as in the user's mailboxes.

Folder Structure Retrieval Settings
Enable folder structure retrieval
Create or specify user credentials with access to all mailboxes:
@ Use an existing user account

Connect Using: Exchange Web Services (EWS) -

Login:

Password: ‘

(@) Create a new user account

Message Application Programing Interface (MAPT) can only be used for Microsoft Exchange 2003 or 2007.
Exchange Web Services (EWS) can only be used for Exchange 2007 SP1 onwards.

& Tell me more... Next Cancel

Screenshot 64: Enable folder structure retrieval
3. Select Enable Folder Structure Retrieval.

4. Select whether to automatically create a new user account or whether to use an existing user
account. This user account will be used to access the mailboxes for which to replicate the folder
structure.

The table below shows a list of available options.
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Table 59: Folder Structure Retrieval Options

OPTION DESCRIPTION

Create a new user Instructs GFl MailArchiver to create a new user account using the provided details in the Connect
account using, Login, and Password fields.

Use an existing Instructs GFl MailArchiver to use an existing user account that was previously created.
user account

Connect using Defines the connection method used to connect to the Microsoft® Exchange Server to access the
mailbox structure to retrieve.
Available options:

# Exchange Web Services (EWS) - Recommended for Microsoft® Exchange Server 2007 SP1 or
2010 mail servers.

*  Traditional Message Application Programming Interface (MAPI) - Recommended for NON
Microsoft® Exchange Server 2007 SP1 or 2010 mail servers.

Login Enter the Login name that will be used for the new account to create or for the previously created
account.
Password Defines the Password used for the new account or for the previously created account.

Click Next to continue setup. If in the previous screen you have selected Create a new user account,
you will be asked to provide the user credentials of the domain administrator account with the rights
to create the account.

5. Click Finish to finalize setup.
6. Click Save to save Folder Structure Retrieval settings.
7.7.2 Disabling Mailbox Folder Structure Retrieval

1. Select Configuration tab and from Overview of current settings, click Folder Structure Retrieval
label.

2. Click Disable Folder Structure Retrieval.

IMPORTANT

Disabling Folder Structure Retrieval does not delete or disable the user account
previously created for this feature.

7.7.3 Excluding Folders From Folder Structure Retrieval

If there are any folders that you wish to exclude from being retrieved, configure an Excluded Folders
policy.

1. Select Configuration tab and from Overview of current settings, click Folder Structure Retrieval.

2. Click = 5 Add

GFl MailArchiver 7 Configuring GFI MailArchiver | 107



Exclude Folders Policy Wizard (2]

Welcome to the Exclude Folder Policy Wizard

This wizard will guide you through the process of configuring an excluded folders policy.

Details

Policy Name

| Excludelsers

Enable excluded folder policy

",

-j": Changes in policies apply only to emails sent or received after policy changes.

g8 A

©@ Tell me more.. Next Cancel

Screenshot 65: Add exclude policy

3. Key in a policy name for the Exclude Folders Policy and select the Enable excluded folder policy
checkbox to apply the policy immediately. Click Next to continue.

4. Key in the name of the folder to exclude and click Add. Click Next to continue.

@ note

To exclude users from Folder Structure Retrieval, specify * as the folder name. The * is
a special keyword that represents all folders. For more information refer to SkyNet
article at the following link: http://go.gfi.com/?pageid=MAR_ExcludeFolders.
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Exclude Folders Policy Wizard

Welcome to the Exclude Folder Policy Wizard

This wizard will guide vou through the process of configuring an excluded folders policy.

Add Users to Exclude

Users in the list below are excluded from mailbox folder structure retrieval.

Selected users only:

User - || John Doe (TCDOMAINBjohndoe) - Add
lohn Doe

Jane Roe (TCDOMAINB janeroe)

Jose (TCDOMAINEYjose)

X Delete

Policy Conditions:

Applies to user{s). "John Doe’ or 'Jane Roe (TCDOMAINB\janeroe) or "Jose (TCDOMAINBjose)

'@ Tell me more... Previous Hext Cancel

Screenshot 66: Select users to exclude

5. To exclude the folders specified in the previous screen for specific users, select Selected users
only:.

6. From the drop down list, select User or Email and key in the relative email address or user name.
Click Add and repeat to add other users.

@) vote

If Selected users only: is not enabled, the folders specified in the previous screen are
excluded for all users.

7. Click Finish to finalize setup.

7.7.4 Removing Excluded Folders Policies

1. Select Configuration tab and from Overview of current settings, click Folder Structure Retrieval
label.

2. Select the Excluded Folder policy to remove and click | Femeve
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7.8 Managing Archive Stores

Within GFI MailArchiver, Archive Stores are the containers that contain the archived emails. Archive
Stores include several components, such as:

» A database where email metadata is stored

# A database where both email metadata and email data is stored
= A disk location used as an email index

= A disk location used as storage for email data.

Archive Stores are created automatically by GFI MailArchiver, based on an Archive Store Profile that
defines their name, database type and file locations.

IMPORTANT

If New Archive Store Settings are not configured, emails are not archived. For more
information, refer to Configuring Archive Store Settings (page 111).

In this chapter:

7.8.1 Viewing Configured Archive StOres ... . 110
7.8.2 Configuring Archive Store Settings ... ... 111
7.8.3 Choosing and Preparing a Database for Use With GFI MailArchiver ... ... .. .. ... ... ................ 112
7.8.4 Attaching an ArChive StOre ... L 112
7.8.5 Editing Existing Archive Store Details ... ... . 113
7.8.6 Detaching an Existing Archive Store ... . . . L 114
7.8, 7 INAOXING L 114
7.8.8 Scheduling Archive StOres . . . ... 117
7.8.9 Backup Archive STOTES . . . ... 118
7.8.10 ONline BaCKUp . ..o 118
7.8. 11 Offline BaCKUD .o oL 118
7.8.12 Moving Emails From One Database to Another ... ... ... . . 123
7.8.13 Upgrading the database schema .. ... . 124
7.8.14 Attaching a GFI MailArchiver 3 Database ... ... o .. 125

7.8.1 Viewing Configured Archive Stores

To view configured Archive Stores, select Configuration tab and from Archive area, click Archive
Stores.
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GFI MailArchiver Welcome, fohndoe

Home ARCHIVE MaLInsicHTs CONFIGURATION Emasi CLENT ACCEss Aunmne Hewe

Configuration = Archive Stores 0 Tell me mare. =

=S Archive Stores
X The Archive Store is where GFl Mail&rchiver will store the archived emails.
®  Archive Stores

* Access Control
E‘_ﬁp Archive Store Profile

Archive Store Profile Summary w
(=] Attach Archive A Edit ™ Remove h Summary Rebuild Index I PauseIndexing [ Index Management l()\ Schedule Archive

Groupby: Start Date (Year) = Order: Descending +

Archive Store Start Date End Date Status
&/ 2012 Mar - Apr2 3/1/2012 4/30/2012 26
& 2012 Mar - Apr 3/1/2012 4/30/2012 S®

Screenshot 67: Viewing Archive Stores
Configured Archive Stores are grouped by year and listed in tables with the most recent on top.

The table below shows the available Archive Store fields:

Table 60: Archive Store table

OPTION DESCRIPTION

Archive Store Defines the name given to the Archive Store previously configured.

Start Date The start date indicates the first day of the period for emails contained within the archive store.
Emails that fall outside this range are archived in another Archive Store.

End Date The end date is the last day of the period for emails contained within the archive store. Emails
that fall outside this range are archived in another Archive Store.

Status Defines the status of the Archive Store in question. Available statuses include:
* Empty: Denotes that the Archive Store is not yet in use.

* Active: Denotes that the Archive Store is currently in use.
* Inactive: Denotes that the Archive Store was used in the past but is no longer used.

* Read-only: A Read-only Archive Store can be accessed and is available for search but new
emails cannot be archived within it.

Select an Archive Store from any Archive Stores list and click M Summay| ¢4 view more information
about that Archive Store’s settings and statistics.

7.8.2 Configuring Archive Store Settings

The New Archive Store Settings enable GFI MailArchiver to use a set of previously keyed in settings to
create new archive stores automatically. To view a summary of the current Archive Store settings:

1. Select Configuration tab.

2. From Overview of current settings, click Archive Stores.

3. Click # next to Summary of Archive Store Settings.
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@) notE

After installing GFI MailArchiver, you will be prompted by the post installation wizard to
configure an Archive Store Profile.

To edit Archive Store Settings:

1. Select Configuration tab and from Overview of current settings, click Archive Stores.
2. Click |i='§¢ Mewe Spchive Stare Settings

3. Follow the on-screen instructions to edit the existing Archive Store Settings.
7.8.3 Choosing and Preparing a Database for Use With GFI MailArchiver

As an archiving solution, GFI MailArchiver is highly dependent on your database infrastructure setup
for high performance in terms of data archival and retrieval.

GFI MailArchiver can be configured to run in various hardware setups and combinations. The table
below shows the typical recommended configurations. These guidelines and configurations may vary
according to user activity, daily email flow and the software configurations (such as Folder Structure
Retrieval).

Table 61: Database type recommendations

MAILBOXES/VOLUME RECOMMENDED DESCRIPTION
DATABASE TYPE

50 mailboxes or less Evaluation GFl MailArchiver Uses a Firebird-based database to archive all email data.
ONLY database

100 mailboxes or less Average SQL Server® Uses a SQL Server® Express database to store email headers
mail flow of up to 6000 Express with File and metadata and a disk location you specify to store email
emails/day Storage data.

50 mailboxes or more Average Microsoft® SQL Uses a SQL Server® database to store both email

mail flow of more than 8000/day Server headers/metadata as well as email data.

More than 500 mailboxes Microsoft® SQL Uses a SQL Server® database to store email headers and
Average mail flow of more than Server with File metadata and a disk location you specify for the email data.
8000/day Storage

7.8.4 Attaching an Archive Store

GFI MailArchiver Archive Stores can be detached and attached again, for example when moving GFI
MailArchiver to a new server. For information on how to detach an Archive Store, refer to Detaching
an Existing Archive Store in this chapter.

1. From Configuration tab, click Archive Stores.
2. Click Attach Archive.
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Archive Store ¥Wizard

= Welcome to the Archive Store Wizard
S This wizard will help you to conflgure an existing Archive Store.

T Configuration

Archive Store Hame
| Archive Store Marme

P allow users to browse and search this archive store
I Read-only access

I Do not archive more emails in this Archive Store

U Mote: Archive Staores cannot be created Lising this wizard, GFI Mail&rchiver® will autornatically create Archive
Stores wsing the settings entered in “Mew Archive Store Settings” wizard.

& Tell me more... Hext Cancel

.Screenshot 68: Attaching an Archive Store
3. In the Archive Store Name field, type the name of the archive to attach.

4. (Optional) Unselect Allow users to browse and search this archive store if you want to disable
search for this particular Archive Store.

5. (Optional) Select Read-only access if you want to stop emails from being archived in this Archive
Store. Emails can be viewed but cannot be deleted if this option is selected.

6. Click Next.
7. Select the database type where you want to store archived emails and click Next.

8. Specify the Database File Location, Email File Location and Search Index Location and click
Next.

9. Review the Archive Store Summary and click Next.
10. Click Finish.
7.8.5 Editing Existing Archive Store Details

1. Select Configuration tab and from Overview of current settings, click Archive Stores.
2. Select an existing Archive Store and click " Edit |

3. Follow the on-screen instructions to edit the existing Archive Store.
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7.8.6 Detaching an Existing Archive Store

1. Select Configuration tab and from Overview of current settings, click the number of active
configured Archive Stores.

2. Select an existing Archive Store and click | Femeve

IMPORTANT

Detaching an Archive Store does not delete any Archived Email data.

7.8.7 Indexing

The Search Index feature within GFI MailArchiver automatically indexes new email content archived
in the corresponding archive store. This constantly updated search enables users to perform precise
and fast searches.

This section will show you how to configure the frequency with which GFI MailArchiver shall index new
archived emails into the search indexes. You will also learn how to force a full search index rebuild, in
cases where you might suspect that the search index is no longer valid.

Important Notes

1. Search indexes must always reside on a local hard drive. Indexing will not be available if the index
path is specified via a UNC path.

2. For best performance, locate the search index on a separate physical drive than where:

»  Microsoft® Exchange Server is installed

#  GFI MailArchiver is installed

= SQL Server®/Firebird database is located.

3. Indexes are used only for searches. Users are always able to view the new archived emails through

the browse feature notwithstanding the fact whether emails are indexed or not.

Configuring Indexing Frequency
1. Select Configuration tab and from Overview of current settings, click Archive Stores.

2. Select Index Management.
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Search Index

Lj Search Index Configuration

The search index configuration allows you to specify how your archive stores will be indexed.

Select how often you want the search indexes to be updated with data from new archived emails.
®Index archived emails every Immediately -

DIndex archived emails every day at - |: -

Specify the language to be used to index emails and email attachments. In the "Default Language” please choose
the language for which the indexer must use in case that the automatic language analyzer is off or it detects a
language which is not installed on the machine.

Mote: Maore languages can be added to the list via Regional Settings within Microsoft Windows Control Panel.

[#|Enable Auto Language Analyser

0 Tell me more... Save Cancel

Screenshot 69: Search Index Management

3. From Indexing Schedule select any of the following options:

Table 62: Indexing Schedule options

OPTION DESCRIPTION

Index new
archived emails
every

Index new
archived emails
every day at

4. Click Save.

GFI MailArchiver

Search index are updated with the latest archived emails at a fixed interval, For example every half
an hour, every hour, every two hours.

This index schedule is recommended since it strikes the right balance between update frequency
and performance hit.

6NOTE

Choosing Immediately causes new email content to be indexed as soon as it is stored in an
archive store. This guarantees the most up-to-date search index; users will be able to search
for and find the latest archived emails.

(INOTE
Choosing this option can degrade performance due to the updating frequency - depending on
the amount of emails archived.
Email content is updated on a daily basis at a preset time.

This option enables you to schedule indexing during off peak hours. Search for emails that archived
during the last 24 hours will not be possible due to emails that are not yet indexed.
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Rebuilding a Search Index

Rebuilding a search index enables you to rebuild indexes that you think are no longer returning the
correct search results or became somehow corrupted.

Important Notes

# Rebuilding a search index might take several hours, depending on the amount of emails stored in
the respective archive store.

# During an index rebuild, users will not be able to find emails in that archive store through the
search feature.

# Rebuilding a search index impacts performance on the server, since this is a processor and hard
disk intensive operation. It is recommended that this procedure is undertaken during off peak
hours, for example after office hours.

= Always rebuild one index at a time for the reasons listed above.

Rebuilding a Search Index
1. Select Configuration tab and from Overview of current settings, click Archive Stores.

2. Select the Archive Store for which to rebuild the index and click Rebuild Index.
Pausing and Resuming Indexing

Indexing can be paused and restarted through the B Pauseindedng 54 B ContinueIndexing | g

enables you to pause lengthy indexing operations during peak hours and continue at a time of low
activity, for example, after office hours.

) NotE

Pausing an index during a merge stops users from finding emails in that archive store
through the search feature. Pausing a rebuild does enable users to use the archive
store.

Search Index States
The different states of a GFl MailArchiver search indexes:

Table 63: Search index states

STATE DESCRIPTION

Initializing - this is the status when the search index is being created. An index is not expected to stay in this
0 state for more than 10 minutes.

_ Invalid - this indicates that the search index is most likely to be corrupt.

(%)

Merging - GFl MailArchiver maintains sub-indexes which are smaller versions of the main index. These are
used toincrease the performance of the search index. Sub-indexes for an archive store are merged to the
main search index when a number of sub-indexes are created or automatically at 2:00am.

Paused - the process is manually paused from the GFI MailArchiver Configuration. The index will remain in
@ this state until the Resume Index button is clicked.

Online - the search index is online.

Pending - this state shows that the search index will start rebuilding shortly.
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STATE DESCRIPTION

Rebuilding - this indicates that the indexer is indexing a database. The duration of rebuilding an index
depends on the size of the database being indexed.
Configuring the Language Analyzer

Word Breaking is the breaking down of text into individual text tokens or words. Many languages,
especially those with Roman alphabets, have an array of word separators (such as white space) and
punctuation used to distinguish words, phrases, and sentences. Word breakers must rely on accurate
language heuristics to provide reliable and accurate results.

Word breaking is more complex for character-based systems of writing or script-based alphabets,
where the meaning of individual characters is determined from context.

A "Word Breaker" is vital for the proper indexing of the most of the Asian languages (For example
Japanese, Chinese, and Arabic) and other languages

The GFI MailArchiver language analyzer is enabled by default. It is highly recommended that for
optimal indexing performance this is not disabled.

Setting Up the Language Analyzer

1. Select Configuration tab and from Overview of current settings, click Archive Stores.

2. Select Index Management.

3. Select/Unselect Enable Auto Language Analyzer to enable/disable Language Analyzer.

4. Select a default language from the Default Language drop down list.

) NoTE

If the required language is not listed in the Default Language drop down list, add the
required language from the Regional settings option within the Windows® control panel.

7.8.8 Scheduling Archive Stores

The Archive Store Schedule enables you to set the frequency with which GFI MailArchiver
automatically starts archiving emails to a new Archive Store.

IMPORTANT

Changing these settings can affect performance. We recommend configuring your
Archive Stores to roll-over on a Bi-Monthly schedule. This way, databases should stay at
a more manageable size, which is beneficial if there is a need to move the database or
rebuilding its search index. A Bi-Monthly archive store should also have some
performance gains when searching. For example, to search for an email dated February
2012, GFI MailArchiver searches a small Bi-Monthly database instead of a large yearly
database, hence providing faster retrieval.

GFI1 MailArchiver changes the Archive Store based on a specifically configured time schedule. This
feature is available for all types of databases used with Archive Stores. The available options are:

#  Monthly
= Bi-Monthly (default)

GFl MailArchiver 7 Configuring GFI MailArchiver | 117



# Quarterly
# Half yearly
# Yearly

) NotE

If an Archive Store exceeds the maximum database size, GFI MailArchiver automatically
creates a new Archive Store based on the configured New Archive Store Settings. This
feature is only available for Archive Stores based on SQL Server® Express databases.

To change the Archive Store Schedule:

1. From Configuration tab, click Archive Stores.

2. Select Schedule Archive.

3. Select one of the available options and click Save.
7.8.9 Backup Archive Stores

It is highly recommended to include the GFI MailArchiver Archive Stores in routine server backup
procedures.

7.8.10 Online Backup

Online backup is done using a backup application which backups Archive Stores without the need to
stop the GFI MailArchiver services. For more information refer to

http://go.gfi.com/?pageid=MAR_BackupArchiveStores.
7.8.11 Offline Backup

Offline backup can be done in environments where online backup is not possible. The GFI MailArchiver
services must be temporarily stopped while backing up Archive Stores.

The following is a list of offline backups:

= Backup an Archive Store Based on Microsoft SQL Server

» Backup an Archive Store Based on Microsoft SQL Server and File System

= Backup an Archive Store Based on GFl MailArchiver (Firebird) Database and File System

Backup an Archive Store Based on SQL Server®

In this type of Archive Store, the following information is stored:

= Archived email metadata - Stored in the SQL Server® database.

» Compressed email binary source - Stored in the SQL Server® database.
» Search index entries - Stored on disk.

To backup an Archive Store:

1. From GFI MailArchiver, go to Configuration > Archive Stores and click i summary
2. Take note of the following information for quick reference:

= Server

# Database
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# Path to search index
3. Launch the Services management console from Start > Run and type ‘services.msc’.
4. Stop all GFI MailArchiver services.

5. Using the search index path determined in step 2, backup the Archive Stores’ search indexes,
either by manually copying and pasting the search index folder or using a backup utility.

t Microsolt SOL Server Management Studio

File Edit ‘iew Project Debug  Tools  Window  Community  Help
=l New Query | [y | iy (1 5 | L |15 W 3 [

Comect~ | %3 % m T @] 5 .
= Lﬁ WINZKISOL (SOL Server 10.0.2531 - sa) %?_ :}1 _J
=1 u mtab&sas .....................................
® 3 System Databases
= )
& [ Security Mew Database, ..
= 3 Server Qbiﬂcts N e
# [ Replication
& [ Management Script Dakabase as ¥
& |7 S0L Server Agent —
B | Tasks * Detach...
Policies L Take Offline
Facats Bring Onlire
Start Powershel Shrink, »
Reparts v | BackUp...
Fename Restore k
com )
Refresh Laurch Database Mirroring Monitor. ,,
Properties Ship Transaction Logs. .,
Generate Scripts...
Ready Publish using Web Service. .. Y
Import Data.. .
Export Data...
Zopy Database...
Manage Database Encryption. .,

Screenshot 70: Backup an SQL database

6. From the SQL Server®, launch the Microsoft® SQL Server Manager and backup the archive database
noted in step 2. To backup a database, right-click on the database and select Tasks > Back up....

@ notE

A maintenance plan can be created in SQL Server® to schedule periodic backups of the
archive database.

7. Return to the GFI MailArchiver server and from the Services management console, restart all GFI
MailArchiver services.
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Backup Archive Store Based on Microsoft® SQL Server and File System
In this type of Archive Store, the following information is stored:

= Archived email metadata - Stored on the Microsoft® SQL Server database.
= Compressed email binary source - Stored on disk.
#  Search index entries - Stored on disk.

To backup an Archive Store:

1. From GFI MailArchiver, go to Configuration > Archive Stores and click lig Summary
2. Take note of the following information for quick reference:

= Server
# Database
# Path to email binary source

# Path to search index

) NotE

Move pointer over the path to view the full path.

3. Launch the Services management console from Start > Run and type ‘services.msc’.
4. Stop all GFI MailArchiver services.

5. Using the paths determined in step 2, backup the Archive Stores’ email binary source and search
index, either by manually copying and pasting the folders or using a backup utility.
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Manage Database Encryption. .,

Screenshot 71: Backup an SQL database

6. From the Microsoft® SQL Server, launch the Microsoft® SQL Server Manager and backup the archive
database noted in step 2. To backup a database, right-click on the database and select Tasks > Back
up....

@ notE

A maintenance plan can be created in Microsoft® SQL Server to schedule periodic
backups of the archive database.

7. Return to the GFI MailArchiver server and from the Services management console, restart all GFl
MailArchiver services.

Backup Archive Store Based GFI MailArchiver (Firebird) Database And File System
In this type of Archive Store, the following information is stored:

= Archived email metadata - Stored on disk.

# Compressed email binary source - Stored on disk.

GFl MailArchiver 7 Configuring GFI MailArchiver | 121



# Search index entries - Stored on disk.

To backup an Archive Store:

1. From GFI MailArchiver, navigate to Configuration > Archive Stores and click lig Summary
2. Store the following paths for quick reference:
= Path to Firebird database

= Path to email binary source

# Path to search index

@) vote

Move pointer over the path to view the full path.

3. Launch the Services management console from Start > Run and type ‘services.msc’.
4. Stop all GFI MailArchiver services.

5. Using the paths determined in step 2, backup the Archive Stores’ database file, binary files and
search indexes, either by manually copying and pasting the files in a backup location or using a backup
utility.

6. From the Services management console, restart all GFI MailArchiver services.

Restoring an Archive Store Which is Added in GFI MailArchiver

1. From GFI MailArchiver, navigate to Configuration > Archive Stores and click lig Summary
2. From the Archive Store Statistics dialog, note the following properties for quick reference:

Table 64: Archive Store properties

TYPE OF ARCHIVE ARCHIVE STORE PROPERTIES
STORE

Microsoft® SQL Server ®  Server
#  Database

#  Path to search index

Microsoft® SQL Server #  Server

and file system
v = Database

# Path to email binary source

#  Path to search index
Firebird Database #  Path to Firebird database

¥ Path to email binary source

#  Path to search index

3. Launch the Services management console from Start > Run and type ‘services.msc’.
4. Stop all GFI MailArchiver services.

5. Refer to the location of files noted in step 2 to override the Archive Store files with the restored
backup files as follows:
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#  Firebird database - replace the Firebird database on disk with the backed up Firebird database

» SQL database - from the Microsoft® SQL Manager right-click the backed up database and select
Tasks > Restore.

# Email binary source - replace the binary folder on disk with the backed up binary folder

= Search index folder - replace the Search index folder on disk with the backed up Search index
folder.

6. From the Services management console, restart all GFI MailArchiver services.

Restoring an Archive Store Which is not Added in GFI MailArchiver

1. Depending on the type of Archive Store to restore, restore the applicable backed up data as
follows:

# Firebird database - restore the Firebird database on disk

= SQL database - from the Microsoft SQL Manager right-click the backed up database and select
Tasks > Restore.

# Email binary source - restore the binary folder on disk
#» Search index folder - restore the search index folder on disk

Take note of the paths where all data has been restored.

2. Add the restored Archive Store in GFl MailArchiver ensuring that all paths configured during the
wizard, for example search index path or SQL database, are the paths of the restored data.

7.8.12 Moving Emails From One Database to Another

GFI1 MailArchiver supports various types of Archive Stores. The software enables you to move emails
from one database to another or to many other databases.

) NoTE

This feature is only applicable when moving the original emails source stored on disk of
a Firebird database or SQL Server® file system. Emails cannot be moved from a SQL
Server® database when the source is stored on the SQL Server® database.

Examples:

= A Firebird database becomes very large in size and hence slow to load data, so the administrator
decides to switch to a SQL Server® database.

= An SQL file system stored on disc, stores emails of one whole year. It is recommended to separate
the emails to multiple databases, for example one database for each month.

Important Notes

1. It is highly recommended to backup the archive stores before moving emails. This process is
described in the Backup Archive Stores chapter of this manual.

2. Moving emails between archive stores requires a high amount of computer processing resources
and can reduce the performance of the GFl MailArchiver server substantially.
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3. The folder structure of emails is lost when moving emails, however the emails can be
resynchronized to retrieve the folder structure. The folder structure of emails deleted from the
mailbox is permanently lost.

4. Ensure that the new database where emails are going to be moved to, is added in the GFI
MailArchiver Archive Stores. This process is described in the Managing Archive Stores chapter of this
manual.

5. Multiple databases can be created to cover different emails date ranges.
7.8.13 Upgrading the database schema

All the schema of GFI MailArchiver databases can be upgraded to the latest schema using the Bulk
Schema Upgrader.

To upgrade the GFI MailArchiver databases schema or verify that you are using the latest database
schema:

1. From the GFI MailArchiver machine, navigate to <GFI MailArchiver installation
path>\BulkSchemaUpgrader and launch BulkSchemaUpgrader.exe.

ﬁEFI Mailarchiver Bulk Schema Upgrader H=]
Thiz tool will upgrade all your Mailrchiver databazes to the latest schema.

T o uze the tool, zelect the databases you would like to have uparaded from the list and then click on Upgrade and
follow the on screen instructions.

I arne | Type | Statuz |
Default databaze FS + FireBird

Screenshot 72: The Bulk Schema Upgrader

2. Select the databases to upgrade and click Upgrade.

IMPORTANT

GFI MailArchiver does not work if the database schema is not upgraded. For more
information, refer to Upgrading the database schema (page 124).

) NotE

When upgrading the database schema of an SQL database, when prompted enter the
credentials of the System Administrator, SA user, or the database owner, ‘dbo role’.
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7.8.14 Attaching a GFIl MailArchiver 3 Database

IMPORTANT

You can only attach GFI MailArchiver 3 databases based on SQL Server®. Microsoft®
Access Databases are not supported.

IMPORTANT

Attached GFI MailArchiver 3 databases are read-only and can only be used for browsing
and searching.

1. Select Configuration tab and from Overview of current settings, click Archive Stores option. Click
[ =] Attach

2. Key in an Archive Store name, select whether to allow users to use the new Archive Store and the
method used to create it. Select Wizard option and click Next.

3. Select Microsoft SQL Server option and click Next.

Archive Store Wizard (5]

Specify the details of the Microsoft S0L Server database to store your archived emails.

Egb Microsoft SQL Server

;t Database Details

@ select an existing Database.

©iCreate a new database.
Use this option if you want the wizard to create a new database to store your archived emails.

@ attach a MailArchiver version 3 database:

Database Size

Mo records to display

0 Tell me mare... Back Next Cancel

Screenshot 73: Attach a GFI MailArchiver 3 database
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4. Select Attach a GFI MailArchiver version 3 database and select the database to attach.

5. Click Next to continue.

7.9 Email Access Control

By default, Active Directory® Users can browse and search only through their emails. Email Access
Control enables you to configure users to belong in a group with access to other users’ emails. The
pre-configured groups are listed in the table below.

Table 65: Email Access Control groups

OPTION DESCRIPTION

Full Enables users in Active Directory® groups to browse and search through all the emails stored in all the
access archive stores.
group

UNOTE

Since emails may contain confidential information it is highly recommended to select members of this
groups with extreme care.

Group Enables users that have a management or supervisory role in your organization to browse and search
managers  through the emails of all the users forming part of that Active Directory® group.

User Enables specific users to browse and search the emails of other users.

access This feature enables, for example, to grant a user access to emails of another user which no longer forms
control part of your company, and which Active Directory® account was deleted.

Shared Enables a group to access archived emails in a specific mailbox. For example, enable all sales persons to

mailboxes have access to sales@mycompany.com.

7.9.1 Adding Groups to the Full Access Group

Adding a group of users to the Full Access Group grants the users within that group access to all
emails archived within GFI MailArchiver.

1. Select Configuration tab and from Overview of current settings, click Access Control label.
2. Click Configure Full Access Group.

3. Select the group to set as the Full Access group and click Save.

7.9.2 Adding Users to the Group Managers Group

Adding a user to the Group Managers Group grants users access to all emails archived within GFI
MailArchiver for a particular group of Active Directory® user.

1. Select Configuration tab and from Overview of current settings, click Access Control label.
2. Click Configure Group Managers.

3. Select the user to add as a manager from the Manager field and the group to which full access will
be granted and click Add. Repeat to add other users to other groups.

) NoTE

A user can be added to multiple groups by selecting the same user and a different group.

4. Click Save to finalize settings.
7.9.3 Define User Access Control
User Access Control enables you to grant specific users access to email archived for other users.

1. Select Configuration tab and from Overview of current settings, click Access Control label.
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GF, Mai’ArChfver1 Welcome, Administrator

HoME ARCHIVE MAILINSIGHT & CONFIGURATION EMAIL CLIENT ACCESS AUDITING HELP
Configuration = Access Control 0 Tell me moare...
Tasks Access Control

. Use this page to configure the full access group, group managers and user level access on specific mailboxes.
® Archive Stores

. ,
Access Control # Configure Full Access Group
® Import Old Emails
Group: Administrators

& Configure Group Managers

Manager Has access to Group

Jose (TCDOMAINB jose)  Administrators

4 Configure User Access Control

User Has access to email of User
John Doe (TCDOMAINBYjohndoe)  Jane Roe (TCDOMAINEjaneroe)
Jose (TCDOMAINEjose) Jane Roe (TCDOMAINB)janeroe)

A" Configure Shared Mailboxes

Group Has access to Mailbox Account

Administrators Jbox (TCDOMAINEjlbox)

Screenshot 74: Configuring access control
2. Click Configure User Access Control.

3. Select the user to grant access to in the User field and the user to which mailbox access will be
granted from the Has access to User field. Click Add and repeat to add other users to other groups.

@ notE

A user can be added to users by selecting the same user and a different user to grant
access to archived emails.

4. Click Save to finalize settings.

7.9.4 Configuring Shared Mailboxes

Shared mailboxes are mailboxes that can be accessed by a whole set of users in a group.

1. Select Configuration tab and from Overview of current settings, click Access Control label.
2. Click Configure Shared Mailboxes.

3. Select the group to grant access to from the Group field and the mailbox to which access will be
granted from the Mailbox Account field. Click Add and repeat to add other groups to different
mailboxes.
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) NotE

The same group can be added to different mailboxes by selecting the same user and a
different mailbox to grant access to archived emails.

4. Click Save to finalize settings.

7.10 Configuring IMAP Server

Internet Message Access Protocol (IMAP) is an Internet protocol for e-mail retrieval. A number of e-
mail clients and mail servers use IMAP to transfer e-mail messages from a server to a client.

The IMAP service is used to retrieve email identifiers and users' email folder structures from GFl
MailArchiver Archive Stores. This data is stored within a Firebird database on the IMAP Server
machine.

) NotE

The IMAP Server back-end Firebird database is stored in Data\IMAPDB. FDB and
contains the folder structure of each user's mailbox. This database does NOT contain
any message data (subject, headers, body content etc). Such information is retrieved
directly from the GFl MailArchiver Store service when requested. This database is
created by the IMAP service on startup (if not found) and the synchronization will start
as soon as items are available from the archive stores. IMAP server will not return any
items for the users until the data is synchronized.

When a client makes a request, the IMAP Server looks in the local database for the email identifiers
and performs the following actions:

# Folder names - sends the data directly
# Message details - contacts the store service before returning the data.

Clients connect to the IMAP service using valid authentication.

) NotE

When GFI MailArchiver is installed (not upgraded) and IMAP is enabled for the first time,
it takes a long time for IMAP server to sync up with the store. The synchronization is a
background process transparent to the user.

To configure the IMAP Server:
1. From the Configuration page, select IMAP Server.
2. Click Configure IMAP Server.
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AP Server Wizard

Welcome to the IMAP Server Wizard

The wizard will help you to configure the IMARP Server settings.

Enable IMAP Server

Part Mumber: | 44143

Metwark Interface: All Metwork Interfaces

Server URL: | lncathost
Maximum months to show in mail clients: | 24 :

[T Enable S5L

S5L Cerificate ;

Force S50 certificate

& Tell me more...

select

Check Availability

Save Cancel

Screenshot 75: IMAP Server configuration

3. Select Enable IMAP Server checkbox.

IMPORTANT

The IMAP service is started automatically when the Enable IMAP server checkbox is
selected. If IMAP is disabled, service does not automatically start on startup.

4. (Optional) In the Port Number field, enter a value and click Check Availability.

@) vote

been configured to use this port.

The default port number is 44143. Changing the port number effects clients that have

5. In the Network Interface field, select the listening network card from the available options. GFI
MailArchiver scans your system and lists discovered network interface cards as possible options. It is
however recommended to retain default setting (All Network Interfaces).

6. In the Server URL field, key in the address of the IMAP server to be used by mail clients.
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) NotE

The IMAP Service is restarted whenever there are changes in IMAP server configuration
related to network card interface or listening port number. All clients are disconnected
when the IMAP service is restarted.

7. Use the Maximum months to show in mail clients field to set the period of time (in months) GFI
MailArchiver goes back and retrieve emails (default set to 24 months).

8. (Optional) Select Enable SSL Security checkbox to enable secure transmission of information. For
more information, refer to Working With Certificates (page 130).

) NotE

If Force SSL certificate is selected, email clients will authenticate using a valid
certificate. Authentication is refused if the client tries to connect unencrypted.

9. Click Save to finish the configuration.
7.10.1 Working With Certificates

Secure Sockets Layer (SSL) is a protocol designed to enable applications to transmit information back
and forth securely. Applications that use SSL, exchange encryption keys with other applications, and
are designed to encrypt and decrypt data sent between the two.

Applications that are configured to run SSL (for example, web browsers like Microsoft® Internet
Explorer and Firefox and email programs like Microsoft Outlook®, Mozilla Thunderbird and Apple Mail)
are automatically able to receive SSL connections. To establish a secure SSL connection, the
application must first have an encryption key assigned to it by a Certification Authority in the form of
a Certificate.

IMAP supports encryption via certificates. Certificates can be:

# Purchased from an online vendor such as Verisign

= Generated from IIS® (refer to KB article http://support.microsoft.com/kb/299875#appliesto)

To enable SSL and configure a security certificate:
1. In the IMAP Server configuration wizard, select Enable SSL checkbox.
2. In the SSL Certificate field, select the certificate to upload.

3. In the SSL Certificate Password field, type the certificate password. This will be validated when
you click save.

4. (Optional) Select Force SSL certificate checkbox to force encryption of transmitted data.

IMPORTANT

When Force SSL certificate is enabled, encryption is ‘forced’, meaning that clients using
the IMAP service will not be able to connect unless they configure encryption from their
side. If Force SSL certificate is not enabled, the clients can connect to the IMAP server
both in encrypted and unencrypted mode.
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5. Click Save.

7.11 Retention Policies

Retention Policies define the length of time that an archived email is retained in the Archive Store
before it is deleted. For example, you can configure GFI MailArchiver to retain emails marked ‘Sales’
for two years while keeping emails marked as ‘Legal’ indefinitely.

GFI MailArchiver also provides you with the facility to temporarily suspend (hold) retention policies so
that no email is deleted. For example, you can hold retention policies until a court case is resolved. In
this case, emails are marked for deletion and deleted once the hold is switched off.

7.11.1 How Are Retention Policies Applied?
GFI MailArchiver checks email content against any retention policies configured at the time of
archiving.

GFI1 MailArchiver first checks email against the highest priority retention policy. If the email matches
the configured conditions, retention policy is associated with the email. If the email does not match
the highest priority retention policy, GFl MailArchiver will check against the next retention policy
configured, according to priority.

This process is repeated until email either matches a configured retention policy or there are no
more retention policies. When an email does not match any retention policy, GFI MailArchiver stores
the email in archive store indefinitely.

Important Notes

1. Retention policies created or modified after GFI MailArchiver has already stored an email in an
archive store will not affect that email. This is because GFI MailArchiver checks emails against
retention policies only at the time of archiving.

2. An email can match only one retention policy. Thus, the priorities you assign to the retention
policies are very important.

3. Any email that matches a retention policy where the configured action is ‘delete email
immediately’ is discarded immediately without ever being stored in an archive store.

4. Any email that matches a retention policy where the configured action is set to delete after a
number of days, is stored in an archive store. On the pre-configured time elapsing, GFI MailArchiver
purges the email from the archive store.

5. By default no retention policies exist within GFl MailArchiver upon installation
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7.11.2 Viewing Retention Policies

Retention Policy Wizard B8

Welcome to the Retention Policy Wizard

The retention policy wizard will help you configure your retention policies.
Summary

The Delete SPAM Retention Policy policy is Active and will retain matching emails for 20 days.

The policy will be applied to emails:

Email found as SPAM

0 Tell me mare... Finizh

Screenshot 76: Viewing retention and spam policies

To view retention policies, select Configuration tab and from Overview of current settings, click
Retention and Spam Policies label. The retention policies are displayed in retention policy table,
sorted by the order in which these will be executed. Available fields are listed in the table below.

Table 66: Retention policy table fields

OPTION DESCRIPTION

Policy name  Displays the name of the retention policy.
Active Displays whether retention policy is active, inactive or disabled due to legal hold.

Action Displays the action configured for this retention policy. For example: Retain emails for 2 years.

7.11.3 Adding a New Retention Policy

1. Select Configuration tab and from Overview of current settings, click Retention and Spam
Policies label.

2. Click = 5 Add
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Retention Policy Wizard 8

Welcome to the Retention Policy Wizard

The retention policy wizard will help you configure vour retention policies.

Palicy Type

Select the policy type to create

@ SPAM policy () Ernail Retention Policy

i’

©@ Tell me more.. Hext Cancel

Screenshot 77: Select SPAM or email retention policy

3. From the Retention Policy wizard, select Email Retention Policy and click Next.
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Retention Policy Wizard a8

Welcome to the Retention Policy Wizard

The retention policy wizard will help you configure vour retention policies.

Policy Hame: Attachment size

Email Criteria

Includes all of these conditions: Hil:l

| Attachment Size ~ | | Greater Or Equal Than - ‘1 + Mb 3¢
|Attachmer1tT3,rpe Vl |Music Vl *.aiff,*.au,*.cdda,*.raw,*wav,* flac,*.la,*.mda,*.ape, x
|Attachmer1tT3,rpe v| |Images v| *Jpg,”.jpeg,”.exif, " tiff, *.raw,*. png,*.gif,*.bmp,*.ppr x
Policy Action

[¥] Enable Policy
@ Do NOT retain emails matching the above conditions, delete immediately

-

(D) Do NOT retain emails matching the above conditions, delete after| 30 | days

@ Tell me more.. Next | Cancel

Screenshot 78: Retention Policy details

4. In the Retention Policy Details screen, key in the details for the new retention policy and click
Next. Available options are:

Table 67: New retention policy options

OPTION DESCRIPTION

Policy name Defines the name for the new policy to be created.
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OPTION DESCRIPTION

Email Criteria Defines the conditions that will identify an email as being part of this retention policy. From the
drop down list select one of the following options and provide the values that an email must

match to fall under this retention policy. Click 5= to add more conditions or ¥ to delete a keyed in
condition. Select:

* Subject - define an email subject
* Body - define key words that can be found in the body of emails

# Sender - define the sender’s email address or specify the User name in the format
domain\username

* Recipient - key in the recipient’s email address or specify the User name in the format
domain\username

* Email size - select a parameter and provide the email size in MB. Available parameters are:
# Equals to
®# Greater Than
#  Greater Or Equal Than
# Smaller Than or
# Smaller Or Equal Than

#*  Attachment size - select a parameter and provide the email size in MB. Available param-
eters are:

# Equals to

®# Greater Than

# Greater Or Equal Than
#  Smaller Than or

# Smaller Or Equal Than

#  Attachment Type - define the file type condition by selecting a category from the drop
down list of predefined values. For more information on File Types refer to Retention File
Types in this section.

Enable Policy Defines whether a policy is in effect or not and if emails are to be deleted immediately or
retained for a specific amount of time. Select Enable Policy and select an option between:

* Do NOT retain emails matching above conditions, delete immediately.
* Do NOT retain emails matching the above conditions, delete after x days

UNOTE

To configure a number of years, specify the number of days. For example: To retain emails for
2 years, key in 730 days and to retain emails for 5 years, key in 1825 days.

5. Click Finish.

Retention File Types

The following table lists the file types associated with each Attachment Type category available when
filtering a Retention Policy by attachment type:

Table 68: Pre-defined retention file types

CATEGORY FILE TYPE

Images *.jpg,*.jpeg, *.exif, *.tiff, *.raw, *.png, *.gif, *.bmp, *.ppm, *.pgm, *.pbm, *.pnm, *.webp, *.tga, *.pcx,
*.img, *.psd, *.psp, *.cgm, *.svg, *.ai, *.cdr, *.eps, *.hvif, *.odg, *.pict, *.pgml, *.swf, *.vml, *.wmf, *.emf,
*.Xps, *.pns, *.jps
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CATEGORY FILE TYPE

Documents *.acl, *.csv, *.cwk, *.doc*, *.dot*, *.htm*, *.hwp*, *.lwp, *.mcw, *.odm, *.odt, *.ott, *.pages, *.pdax, *.pdf,
*rtf, *.rpt, *.stw, *.sxw, *.tex, *.txt, *.wpd, *.wps, *.wpt, *.wrd, *.wri, *.xhtml, *.xml, *.xps, *.xls, *.xlsx,
*.ppt, *.pptx, *.mdb, *.accdb, *.accde

Music *.aiff, *.au, *.cdda, *.raw, *.wav, *.flac, *.la, *.m4a, *.ape, *.wma, *.mp2, *.mp3, *.ogg, *.ra, *.rm, *.ots,
*.swa, *.vox, *.voc, *.mid, *.psf, *.mod, *.asf, *.asx, *.m3u, *.ram, *.xspf, *.omf, *.cel

Video *.aaf, *.3gp, *.gif, *.asf, *.avchd, *.avi, *.dat, *.flv, *.mpeg, *.mpg, *.fla, *.flr, *.sol, *.m4v, *.mkv, *.mov,
*.mpe, *.mxf, *.ogg, *.rm, *.swf, *.wmyv

7.11.4 Changing the Order of Retention Policies

The order in which retention policies are applied is very important within GFI MailArchiver. GFI
MailArchiver first checks email against the highest priority retention policy. If the email matches the
configured conditions, retention policy is associated with the email. If the email does not match the
highest priority retention policy, GFI MailArchiver checks against the next retention policy configured,
according to priority.

To change the order of the retention policies:

1. Select Configuration tab and from Overview of current settings, click Retention and Spam
Policies label.

2. Select the retention policy to change the order for and click  * Mevelp | o | & Mave Down| 4 noye yp
or down respectively.

7.11.5 Adding a SPAM Retention Policy

By default, emails marked as spam are archived with all other emails and GFI MailArchiver does not
discriminate between valid emails and emails marked as SPAM by anti-spam solutions such as GFI
MailEssentials. Within GFI MailArchiver, you can set up a SPAM Retention Policy that enables you to
delete spam immediately on archival or after a specific number of days.

Creating a SPAM Retention Policy also enables users to browse emails marked as spam and if these
are not actually spam, mark them as not spam. This causes the SPAM Retention Policy not to delete
such emails.

1. Select Configuration tab and from Overview of current settings, click Retention Policies label.

2. Click | = Add
3. From the Retention Policy wizard, select Specify a SPAM policy and click Next.
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Retention Policy Wizard 8

Welcome to the Retention Policy Wizard

The retention policy wizard will help you configure vour retention policies.

Policy Hame: Delete SPAM Retention Policy
Policy Action
[¥] Enable Palicy
(0 Do NOT retain emnails matching the above conditions, delete immediately

@ Do MOT retain emails matching the above conditions, delete after| 30 | days

©@ Tell me more.. Next Cancel

Screenshot 79: SPAM Retention Policy dialog

4. Fill in a name for the SPAM Retention Policy, configure whether the policy is active or not, and
select the retention period. The table below shows a list of available options.

Table 69: SPAM Retention Policy options

OPTION DESCRIPTION

Policy Name Defines the name for the policy being created/edited. Key in or edit the
name in this text box.

Enable policy Defines whether the policy being created/edited is active or disabled.
Check or uncheck the checkbox to enable or disable the policy.

Do NOT retain emails marked as SPAM, Instructs GFl MailArchiver to immediately delete all emails marked as

delete immediately SPAM.

Do NOT retain emails matching the Instructs GFl MailArchiver to retain all emails marked as SPAM and delete

above conditions, delete after x days them only after the configured time elapses.

5. Click Next and Finish to complete retention policy configuration.
7.11.6 Configuring Legal Hold

Legal Hold instructs GFI MailArchiver to pause deleting archived emails and to retain them until
further notice. Enable this feature to temporarily halt archived email deletion until, for example, a
court case is resolved.
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Enabling this feature still causes GFI MailArchiver to mark the archived emails for deletion. Delete
instruction will be executed only once the legal hold is removed.

To enable Legal Hold:

1. Select Configuration tab and from Overview of current settings, click Retention and SPAM
Policies label.

2 Select iEnahle LEgMHDId

To disable Legal Hold:

1. Select Configuration tab and from Overview of current settings, click Retention and SPAM
Policies label.

2. Select 'i' Disable Legal Hold
IMPORTANT

Use this feature with caution, since emails are immediately deleted on disabling Legal
Hold.

7.12 Classification Rules

Classification Rules enable you to automatically classify emails according to the content. Archived
emails are automatically reviewed according to the classification rules set up and marked according
to which rule is met.

This section will help you:

Add a New Classification Rule

Edit a Classification Rule

Remove a Classification Rule
7.12.1 Adding a New Classification Rule

1. Select Configuration tab and from Overview of current settings, click Classification Rules label.

2. Click =5 Add
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Classification Rule Wizard B8

Classification Rule

Specify the criteria used to classify emails.

Rule Name: Rule name|
Email Criteria

Includes all of these conditions: =2

Subject - b 4

Rule Action

Enable Rule
Label matching emails as: | Enter label here...

©@ Tell me more.. Next Cancel

Screenshot 80: Categorization rule details

3. Key in a rule name in the Policy Name field and configure the criteria that emails have to fulfill to
fall under this classification rule. Available options are:

Table 70: Classification Policy options

OPTION DESCRIPTION

Subject Key in the subject text that the email must match to fall under this categorization rule.
Body Key in the body text that the email must match to fall under this categorization rule.
Sender Select whether to classify by email address or user name. Provide the email address or select a

user name that the email must match to fall under this categorization rule.

0NOTE

‘@’ sigh must always be present in sender email address specified. Wildcard characters are
also supported as follows:

¥ 7-matches any letters

For example: ???n@?aster-domain.com will match both john@master-domain.com and
joan@faster-domain.com.

* - matches complete words

For example: *@master-domain.com matches all email addresses with the domain part
master-domain.com

Recipient Key in the recipient email address that the email must match to fall under this categorization
rule.
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4. Click 4 to add further classification criteria or # to delete previously keyed in criteria.

5. Select Enable policy and key in the label with which emails should be labeled in the Emails that
match this categorization policy should be labeled field. Click Next to continue.

6. In the Summary page review the categorization rule details and click Finish.
7.12.2 Editing a Classification Rule
1. Select the classification rule to edit and click Edit.

2. Follow the instructions listed in the Adding a New Classification section for information on how to
edit a classification rule.

7.12.3 Removing a Classification Rule

=
' Remaove

Select the classification rule to remove and click | . Classification rule will automatically be

removed.

7.13 Auditing

GFI MailArchiver database activity auditing uses the tracing capabilities of SQL Server® to record all
activity affecting the archive databases.

Trace data is stored in a text file in a user specified location on the SQL Server® machine. There is
one trace file per server, containing trace data from all archive stores hosted on the server. The SQL
Server® service holds an exclusive lock on the trace file, ensuring the file is not tampered with. From
GFI MailArchiver, you can then trigger the process to upload trace files into the auditing database.
Following the upload, you can view auditing reports through the Auditing Reports page in the
console.

IMPORTANT
GFI MailArchiver only audits archive stores based on SQL Server®.
Auditing is not performed on Archive Stores based on:

» SQL Server® database and file system

#  GFI MailArchiver (Firebird) database and file system.

In this chapter:

7.13.1 Configuring Database Activity Auditing ... ... ... . 140
7.13.2 Editing Database Activity Auditing . ... ... . 142
7.3, 3 AUt REPOIES 143

7.13.1 Configuring Database Activity Auditing
1. Select Configuration tab and from Overview of current settings, click Auditing label.

2. Click Configure.
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Database Audit 8

Welcome to the Database Audit Configuration Wizard

The database audit configuration wizard will guide you to configure auditing on your database.

Authentication

Server name
WINSERVE\SQLEXPRESS

Authentication
@ Integrated Windows Authentication

©) Microsoft SQL Server Authentication

The account you specify must have sysadmin privileges, so that GFI MailArchiver can create the
| reguired auditing database schema and configure Microsoft SQL Server level traces for each archive
! store hosted on this server. For security reasons, these credentials wil not be saved and wil only be
used until you finish this wizard.

©@ el me more.. Next Cancel

Screenshot 81: Select authentication method

3. Select the SQL Server® to use from the Microsoft SQL Server drop-down box and choose the
Authentication method to use to connect to the selected SQL Server®.

Table 71: SQL Server® Authentication methods

OPTION DESCRIPTION

Windows Authen- Uses the currently logged on user to connect to SQL Server®.

tication

Microsoft SQL Uses the credentials you key in the Login Name and Password: fields to connect to SQL Server®.
Server Authen- These will be used by GFl MailArchiver to read/write from the auditing database.

tication

Click Next to continue setup.

IMPORTANT

The account specified must have sysadmin or database owner privileges.

4. To create a new database within the previously selected SQL Server®, select New Auditing
Database and provide a name in the text box. To use an existing database, choose Select an Existing:
auditing database from the displayed list of databases. Click Next to continue.

Click Next to continue setup.
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5. Specify whether to enable tracing on GFI MailArchiver archive stores. Select Enable trace on
Archive Stores to log database activity data and specify the path on the SQL Server® machine where
the trace files will be stored. Click Next to continue.

) NotE

Ensure that the location specified is accessible using the user account under which the
SQL Server® service is running

) NotE

Lock down the location where you store the SQL Server® trace files through NTFS
permissions, so that only the SQL Server® Service can access the location. This, together
with the exclusive lock held by the SQL Server® service, ensures that the data in the
trace files cannot be tampered with.

-,

User Activity Audit Details

-ald

Enable User Interaction Auditing

All user interaction actions through the web interface of GFI MailArchiver will be recorded.

Screenshot 82: Enable user interaction auditing

6. Specify whether to enable user interaction auditing. This will record all the activity of the GFI
MailArchiver user interface by users. To enable, select Enable user interaction auditing. Click Next
to continue.

7. Review the Auditing Database setup summary and click Finish to finalize setup.
7.13.2 Editing Database Activity Auditing

To edit an existing database activity auditing setup, select the previously configured settings and click
Configure. Follow the instructions listed in the Configuring Database Activity Auditing section to edit
an existing database activity auditing setup.
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7.13.3 Audit Reports

Auditing reports are based on data generated by database activity auditing and user interaction
auditing. You can view the auditing reports from GFI MailArchiver.

= Database activity auditing reports:
* Configuration Management
* Access Control
* Data Handling
Archived Emails
Bulk Import
Retention Policy
* Data Leakage Prevention
User Audit Trail
* User interaction auditing report:

Data Integrity

Accessing Reports
1. Select Auditing tab and select the desired report.
2. Perform the following actions:

= Filter reports: Use the Filter by: area by selecting a value to filter by and providing the details
that a record has to match to be displayed on screen. The Filter by: area is located at the top of
each report page.

*  Print reports: click on the print report button =/, located at the top of each report page.

Configuration Management Auditing Report

Use this report to list all the configuration changes made in GFl MailArchiver. Information displayed
includes:

# User who made the changes

= Changes effected

) NoTE

Clicking on any configuration change in the list will bring up a window with further
detailed information.

Access Control Auditing Report

Use this report to list all the changes made to the access control configuration of GFI MailArchiver.
Information displayed includes:

# User who made the changes

# The user affected by the change
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= What permissions were changed

Archived Emails Auditing Report

Use this report to list the number of emails archived in GFI MailArchiver Archive Stores per day.
Information displayed includes:

# Date
#» Name of archive store

# Number of archived emails

Bulk Import Auditing Report

Use this report to list the amount of emails imported into the archive stores through the bulk import
service, for each import. Information displayed includes:

# Date of import
#» Name of archive store

#  Number of emails imported

Retention Policy Auditing Report

Use this report to list the retention policies executed and the amount of emails deleted. Information
displayed includes:

# Date on which the policy was executed
# Name of archive store

# Name of retention policy

= Number of emails deleted

Clicking on any executed retention policy in the list will bring up a window with detailed information
on the policy executed.

Data Leakage Prevention Auditing Report

Use this report to list which users performed actions that could lead to data leakage, such as
forwarding of emails from the archive stores. Information displayed includes:

# User that performed the action
# Action performed

# Number of emails affected.

User Audit Trail Auditing Report

Use this report to list the actions taken by users whilst using the GFI MailArchiver web interface.
Information displayed includes:

# User name
#  Action taken
% Date/time action was taken

The following report options are available:
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b

b

e

To group the list by user, click on the Group by user button, located at the top of the report

page.

To group the list by date, click on the Group by date button, located at the top of the report
page.

Clicking on any user action in the list will bring up a window with detailed information on the
action taken.

Data Integrity Auditing Report

Use this report to list all the changes made to the GFI MailArchiver archive stores and auditing
databases, which were not carried out through the GFI MailArchiver services. Information displayed
includes:

e

]

e

]

e

Event type

Microsoft® SQL server and database affected
Database user affected

Action taken

Machine from which action originated.

The following report options are available:

el

]

]

To group the list by event type, click on the Group by event type button, located at the top of the
report page.

To group the list by date, click on the Group by date button, located at the top of the report
page.

Clicking on any database change in the list will bring up a window with detailed information on
that change.

7.14 Configuring Email Deletion

The Email Deletion feature enables users to permanently delete emails from the GFI MailArchiver Mail
View. If enabled, an additional delete button is displayed in the Archive tab toolbar and in the Mail
View toolbar.

IMPORTANT

Enabling this feature may breach company policy or legal compliance related to email
retention.

IMPORTANT

Enabling this feature allows all GFI MailArchiver users to permanently delete archived
emails from mailboxes they have access to.

1. From Configuration tab, select Email Deletion.
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GFI MaﬂA rc h iver Wielcome, Administrator

HOME ARCHIVE MEILINSIGHTS COMFIGURATION EmalL CLIENT ACCESS AUDITING
Canfiguration = Ermail Deletion 0 Tell me mare...
Tasks Email Deletion

Permenantly delete emails from selected archive stores.
® Manage Archive Stores

L] i i . . .
Mall Servers to Archive 4 Enahble Ernail Deletion

® General Settings
Email Deletion: Disabled

Screenshot 83: Configuring Email deletion
2. Click Enable Email Deletion.
3. Check the | agree checkbox.
4. Click OK.

@) vote

User cannot delete emails from a read-only Archive Store. Users are notified if delete
fails.

' IMPORTANT

If Legal Hold is enabled, Email Deletion is disabled until Legal Hold is removed. For
more information, refer to Configuring Legal Hold (page 137).

7.15 Viewing and Editing License Keys

A fully licensed version of GFI MailArchiver requires a license key. For information on GFI MailArchiver
licensing, refer to:

http://go.gfi.com/?pageid=MAR_Licensing

To review the license key that is currently used within GFI MailArchiver select Configuration tab and
click Change license key label.

To change your current license key:
1. Click Edit Licensing Key.

2. Key in or paste the new license key in the License Key text box. Click Verify License Key to verify
that the new license key is correct.

3. Click Save to finalize settings.
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) NotE

After installing GFI MailArchiver, the Post-installation Wizard redirects you
automatically to this page.

7.16 General Settings

The General Settings option enables you to define your administrator email address and the email
server details for notifications. It also enables you to enable, disable and configure the GFlI
MailArchiver version checks. This enables GFl MailArchiver to check for and advise you of any new
versions of GFI MailArchiver.

In this chapter:

7.16.1 Changing General Settings . . ... ... 147

7.16.2 Changing Version Check Settings ... .. . L 148

7.16.1 Changing General Settings
1. Select Configuration tab and click General Settings.

2. Click Change Settings.
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General Settings 8

General Settings Configuration

The general settings allow you to configure the email addrezs and mail =erver to use to send system notifications.

Administrator Email Address

Specify the email address where you want GFI MailArchiver to send important notifications. This email address is also

usedwhen restoring archived emails to a mailbox. The user would receive the restored email addressed from this
email address.

Administrator Email Address: | Administrator@tcdomainb.com

SMTP Server

Specify the SMTP server and port number you want GFI MailArchiver to use when sending important notifications and
restoring emails from an Archive Store.

SMTP Server: | localhost Port number: |25
[ use ssL

[C] The SMTP server requires authentication

©@ el me more.. Save Cancel

Screenshot 84: General Settings

3. Perform all the required modifications from the list of available options.

Table 72: General Settings Options

OPTION DESCRIPTION

Administrator email Defines the administrator email address where important notifications are sent.

address

SMTP Server Defines the SMTP server used by GFl MailArchiver to send notifications and to restore emails
from Archive Store.

Port Number Defines the port number over which GFI MailArchiver will communicate to the SMTP server.
Default value: 25

Use SSL Instructs GFl MailArchiver to connect and communicate with the SMTP Server using SSL.

The SMTP requires Instructs GFl MailArchiver to connect to the SMTP server using a username and a password.

authentication The username and password fields are automatically displayed if this option is chosen.

4. Click Save to save new setup.

5. Click Send a test email to confirm that details are correct.
7.16.2 Changing Version Check Settings

1. Select Configuration tab and click General Settings.

2. Click Change Check Version Settings.
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Check Version settings 8

Check Version configuration

Configure the options below to have GFl MailArchiver automatically check versions.

Enable version check

Configure proxy settings

Enable proxy server

Proxy server: | proxy.mydemain.com

Port: | 80

Proxy requires authentication

Username: | pomaIn/uSER
Password: | TIIIIIIIL
©@ el me more.. Save Cancel

Screenshot 85: Version check configuration

3. Perform all the required modifications from the list of available options.

Table 73: Version Check settings

OPTION DESCRIPTION

Enable Version Enables/Disables the GFI MailArchiver Version Check. Uncheck option to disable GFI
Check MailArchiver automated checks for newer versions.

Enable Proxy server Instructs GFl MailArchiver to use a proxy server to connect to the GFl servers and check for
updated versions.

Proxy server/Port Defines the Proxy server and the port that GFl MailArchiver uses to connect to the GFl servers
for version check purposes.

Proxy requires Enable option if the Proxy server specified in the Proxy server and Port fields requires

authentication authentication.

Username/Password  Defines the username and password that GFl MailArchiver uses if the proxy server uses
authentication.

4. Click Save to save new setup.
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8 Configuring Email Client Access

GFI MailArchiver provides integration with various email clients and technologies so that users can
access their archived emails from remote locations, while in the office or on the move. Use the Email
Client Access page to:

» Download GFI MailArchiver Outlook Connector, a Microsoft Outlook® plugin that enables users to
view archived emails from their Microsoft Outlook client.

# Download GFI MailArchiver Outlook Addon, a tool that enables users to manually archive emails
contained in their Microsoft Outlook® installation.

# Configure an IMAP account on your email client of choice to view archived emails in mailboxes you
have access to.

In this chapter:

8.1 Installing GFI MailArchiver Outlook ConNNeCOr .. o o e 151
8.2 How Does the GFl MailArchiver Outlook® Connector Work .. ... . . 151
8.3 Downloading GFl MailArchiver OQutlook Connector .. ... .. . . . . . 152
8.3.1 Changing the Outlook® Connector Tab Availability ... ... ... ... ... ... 152
8.4 Outlook® Connector System ReqUiremMents ... . 152
8.4 SOF WA 152
8.4.2 HAarAWare . ... .. 153
8.4.3 Installing GFI MailArchiver Outlook Connector Without GPO - Manual Install .................... 153
8.5 Installing GFI MailArchiver Outlook Connector via GPO ... ... ... 154
8.5.1 Installing Outlook® Connector via GPO in Windows® Server 2003 ... .. ... ... ... ... ... 155
8.5.2 Installing Outlook® Connector via GPO in Windows Server 2008 ... ... ... .. . .. ......o.c........ 157
8.6 Configuring Manual ArChiVing . . 159
8.6.1 How Does Manual Archiving WorkK? L 160
8.6.2 GFI MailArchiver Outlook Addon System Requirements ... . . 160
8.6.3 SOf WA . 160
B.6.4 HardWare . ... .. 161
8.7 Enabling and Disabling GFI MailArchiver Outlook® Addon . ... ... .. e, 161
8.8 Downloading and Installing GFI MailArchiver Outlook Addon . ... ... e, 162
8.8.1 Changing the Outlook® Addon Tab Availability ... .. . ... ... 163
8.8.2 Installing GFI MailArchiver Outlook Addon Manually ... ... . . . 163
8.8.3 Installing Manual Archiving Plugin Through GPO . ... .. .. .. .. ... 163
8.8.4 Installing GFI MailArchiver Outlook Addon Through GPO WinSvr2003 ... ... ... ... ............. 163
8.8.5 Installing Manual Archiving Through GPO Windows® Server 2008 . ... ... . ... .. . oo ... 165
8.9 Configuring GFI MailArchiver IMAP Client ACCESS ... . o o i i 167
8.9.1 Configuring IMAP in Apple Mail 3.0 .. 168
8.9.2 Configuring IMAP in 1085 L 169
8.9.3 Configuring IMAP in Microsoft Outlook® 2003 ... .. .. . . L 170
8.9.4 Configuring IMAP in Microsoft Outlook® 2007 .. .. ... ... L 171
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8.9.5 Configuring IMAP in Microsoft OUtlook® 2010 ... ... e 172

8.9.6 Configuring IMAP in Outlook® 2011 for Mac ... ... . L 173
8.9.7 Configuring IMAP in Windows® Live Mail . 174
8.9.8 Configuring IMAP on ANdroid . ... 174
8.9.9 Configuring IMAP in Mozilla Thunderbird 10 ... . 175

8.1 Installing GFI MailArchiver Outlook Connector

The GFI MailArchiver Outlook Connector enables users to synchronize their Microsoft Outlook® folders
with the data archived by GFI MailArchiver. This connector can be installed via Active Directory®
Group Policy Objects (GPO) or via manual install.

In this chapter:

8.2 How Does the GFI MailArchiver Outlook® Connector Work

Figure 2: How does GFI MailArchiver Outlook® connector work?

1. GFI MailArchiver Outlook Connector (installed on client machine) initiates a request o to
synchronize Microsoft Outlook® folders with GFI MailArchiver.

2. GFI MailArchiver retrieves the required email and folder data from the GFI MailArchiver archive

store o .

3. GFI MailArchiver sends the email data e to the Microsoft Outlook® client machines.
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8.3 Downloading GFI MailArchiver Outlook Connector

The GFI MailArchiver Outlook Connector can be downloaded from the GFl MailArchiver web interface.
1. Open GFI MailArchiver.

2. Select Email Client Access tab.

3. Click Outlook Connector tab.

4. Select one of the available download options link to download GFI MailArchiver Outlook Connector.
Available options are:

Table 74: GFI MailArchiver Outlook Connector versions

OPTION DESCRIPTION

Outlook Connector (32-bit Out- Download the GFI MailArchiver Outlook Connector for Microsoft Outlook 32-bit ver-
look) sion.

Outlook Connector (64-bit Out- Download the GFI MailArchiver Outlook Connector for Microsoft Outlook 64-bit
look) version.

8.3.1 Changing the Outlook® Connector Tab Availability

By default, the Outlook® Connector tab is visible and available to all users when they log in GFI
MailArchiver. To disable users from seeing it:

1. In the Email Client Access page, click ** on the GFI MailArchiver Outlook Connector tab.
2. Select an option and click Save. Available options are:

Table 75: Outlook® Connector Tab Availability options

OPTION DESCRIPTION

Administrators only Makes the Outlook® Connector tab available only to users that log on using domain
administrator privileges.

All users and Admin- Makes the Outlook® Connector tab available to all users, regardless of their logon privileges.
istrators

8.4 Outlook® Connector System Requirements
8.4.1 Software

@ note

The machines where GFI MailArchiver Outlook Connector is deployed must be able to
connect to the GFI MailArchiver server.

Table 76: GFI MailArchiver Outlook Connector software requirements

COMPONENT DESCRIPTION

Supported Microsoft % Microsoft Outlook® 2003 (including Service Packs 1, 2, 3 or 4)
Outlook Versi
utlook Yersions % Microsoft Outlook® 2007 (including Service Packs 1 or 2)

% Microsoft Outlook® 2010 (x86 and x64 versions)
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COMPONENT DESCRIPTION

Supported Operating ®
Systems
xd
xd
xd
xd
xd
Other Required e
Components

]

Windows® 7
Windows® Vista
Windows® XP
Windows® Server 2008
Windows® Server 2003

Windows® Server 2000

Internet Explorer® 7 or later (Internet Explorer® 9 Compatibility Mode only)/Mozilla
Firefox/Google Chrome/Safari®

HTTP port 80 (or HTTPS default port 443 for secure connections) - used by GFI
MailArchiver Outlook Connector to connect with GFI MailArchiver.

@) vote

Server.

GF1 MailArchiver Outlook Connector cannot be installed on the Microsoft® Exchange

@) vote

When using a web-filtering tool, this must be configured to allow all HTTP requests
between GFI MailArchiver server and GFI MailArchiver Outlook Connector. Ensure that
the GFI MailArchiver server’s IP address, NETBIOS name and DNS name are not blocked
by the web filter. For more information, refer to:

http://go.gfi.com/?pageid=MAR_WebFiltering

8.4.2 Hardware

Table 77: GFI MailArchiver Outlook Connector hardware requirements

COMPONENT REQUIREMENTS

Processor 1GHz processor or more.
Memory Minimum: 512MB RAM
Recommended: 2GB RAM
Physical Storage 20MB physical disk space required for GFl MailArchiver Outlook Connector installation. More

space is required to store email headers and emails for offline access.

8.4.3 Installing GFI MailArchiver Outlook Connector Without GPO - Manual Install

1. Open GFI MailArchiver.

2. Select Email Client Access tab.

3. Select Outlook Connector tab and download the following to a share accessible by all domains:

» MAROC 32bitOutlook.msi (Installer for Microsoft Outlook 2010 32-bit computers only)

» MAROC 64bitOutlook.msi (Installer for Microsoft Outlook 2010 64-bit computers only)
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) NotE

Make sure that when deploying the 32-bit version of the GFI MailArchiver Outlook
Connector, the domain policy used contains only computers with Microsoft Outlook®
2010 32-bit version installed.

Also, ensure to use a domain policy that applies only to computers where Microsoft
Outlook® 2010 64-bit version is installed when deploying GFI MailArchiver 2010 64-bit
edition.

2. Double click on the file and follow the wizard to install

) NotE

To check installation, from Microsoft Outlook®, check that a new folder called GFI
MailArchiver Mailbox is created.

3. <Optional>: Add the Outlook® connector administrator template that will set up Outlook
connector.

a. From command prompt, key in: mmc . exe

b. Click Enter to launch the Microsoft Management Console.
c. Click File > Add/Remove Snap-in... and click Add...

d. Select Group Policy Object Editor snap-in and click Add.
e. Click Browse... and select the domain policy to edit.

f. Select the domain policy and click OK.

g. Click Finish to close ‘Select Group Policy Object’ dialog. Click Close to close ‘Add standalone Snap-
in’ dialog and click OK to close ‘Add/Remove Snap-in’ dialog; to return to the Microsoft Management
Console.

h. Navigate to Console Root > <domain policy> > User Configuration, right-click Administrative
Templates, and select Add/Remove Templates....

i. Click Add..., browse for the file gfiapps.adm located in: <Program
Files\GFI\MailArchiver\Outlook> and click Open.

j. Click Close to return to the Microsoft Management Console.

For information on how to use the GFI MailArchiver Outlook Connector, refer to the GFI MailArchiver
Outlook Connector manual available from:

http://go.gfi.com/?pageid=MAR_DownloadDocumentation

8.5 Installing GFI MailArchiver Outlook Connector via GPO

This section will help you install GFI MailArchiver Outlook Connector via GPO in the following
environments:

= Windows® Server 2003
= Windows® Server 2008

= Manual Installation (Without GPO)
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8.5.1 Installing Outlook® Connector via GPO in Windows® Server 2003

1. Open GFI MailArchiver.

2. Select Email Client Access tab.

3. Select Outlook Connector tab and download the following to a share accessible by all domains:

» MAROC 32bitOutlook.msi (Installer for Microsoft Outlook 2010 32-bit computers only)

» MAROC 64bitOutlook.msi (Installer for Microsoft Outlook 2010 64-bit computers only)

) NotE

Make sure that when deploying the 32-bit version of the GFI MailArchiver Outlook
Connector, the domain policy used contains only computers with Microsoft Outlook®
2010 32-bit version installed.

Also, ensure to use a domain policy that applies only to computers where Microsoft
Outlook® 2010 64-bit version is installed when deploying GFI MailArchiver 2010 64-bit
edition.

2. From command prompt, key in:

mmc.exe

and click Enter to launch the Microsoft Management Console.
3. Click File > Add/Remove Snap-in... and click Add...

4. Select Group Policy Object Editor snap-in and click Add.
5. Click Browse... and select the domain policy to edit.

6. Select the domain policy and click OK.

7. Click Finish to close ‘Select Group Policy Object’ dialog. Click Close to close ‘Add standalone Snap-
in’ dialog and click OK to close ‘Add/Remove Snap-in’ dialog; to return to the Microsoft Management
Console.

8. Navigate to Console Root > <domain policy> > User Configuration, right-click Administrative
Templates, and select Add/Remove Templates....

9. Click Add..., browse for the file gfiapps.adm located in: <Program Files\GFI\MailArchiver\Outlook>
and click Open.

10. Click Close to return to the Microsoft Management Console.

11. Expand Console Root > <domain policy> > User Configuration > Administrative Templates > GFI
Applications.
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Screenshot 86: Setting GFI MailArchiver server URL in Windows® Server 2003 GPO

12. From the right pane, double click GFI MailArchiver Server Location policy and select Enabled. In
the Server URL text box enter the URL where user machines can access GFI MailArchiver in the form
http://<hostname>/<GFI MailArchiver virtual folder name>

For example:
http://win2k3entsvr.master-domain.com/MailArchiver

13. <Optional> Click Next Setting and configure the following settings. For each option select Not
Configured to use the default value or click Enable to specify a custom value.

»  GFI MailArchiver Outlook® Connector Data Path Root - specify a different root location where
store configurations and local emails are stored on client machines. For example, type ‘sMyDo-
cuments%’ to store in the My Documents folder of the logged on user.

»  GFI MailArchiver Outlook® Connector days span - specify the number of days for which emails
are synchronized. Only emails received within this time span are accessible through GFI Mai-
lArchiver Outlook® Connector.

»  GFI MailArchiver Outlook® Connector download batch size - Specify how many emails can be
downloaded during one synchronization session.

»  GFI MailArchiver Outlook® Connector connection timeout - Specify the timeout period in mil-
liseconds for accessing data from the GFI MailArchiver server.

»  GFI MailArchiver Outlook® Connector maximum offline days - Specify the maximum number of
days which a user can set for emails offline access.
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»  GFI MailArchiver Outlook® Connector offline support - Enable or disable offline support. If off-
line support is enabled, specify the number of days to support offline access. If this setting is ena-
bled:

# Users are not allowed to modify offline access

* GFI MailArchiver Outlook® Connector maximum offline days setting is ignored.
14. Click OK when all settings are configured.
15. Select Console Root > <domain policy> > Computer Configuration > Software Settings.
16. Right click Software installation and select New > Package...

17. In the Open dialog, locate the share where msi file is saved.

) NotE

When selecting the location of the msi file ensure that this is done through ‘My network
locations’ so that the share name in GFI MailArchiver includes the full network share
location rather than the local path.

18. Choose the deployment option - select Assigned and OK.
19. GFI MailArchiver Outlook Connector will be installed the Next time each client machine is started.

To check installation, from Microsoft Outlook®, check that a new folder called GFI MailArchiver
Mailbox is created.

For information on how to use the GFI MailArchiver Outlook Connector, refer to the Outlook
Connector Manual available from:

http://go.gfi.com/?pageid=MAR_DownloadDocumentation
8.5.2 Installing Outlook® Connector via GPO in Windows Server 2008
1. Open GFI MailArchiver.

2. Select Email Client Access tab.

3. Select Outlook Connector tab and download the following to a share accessible by all domains:

» MAROC 32bitOutlook.msi (Installer for Microsoft Outlook 2010 32-bit computers only)

» MAROC 64bitOutlook.msi (Installer for Microsoft Outlook 2010 64-bit computers only)

) NotE

Make sure that when deploying the 32-bit version of the GFI MailArchiver Outlook
Connector, the domain policy used contains only computers with Microsoft Outlook®
2010 32-bit version installed.

Also, ensure to use a domain policy that applies only to computers where Microsoft
Outlook® 2010 64-bit version is installed when deploying GFI MailArchiver 2010 64-bit
edition.

2. From command prompt, key in:
mmc.exe

and click Enter to launch the Microsoft Management Console.
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3. Click File > Add/Remove Snap-in... and click Add...

4. Select Group Policy Management Editor snap-in and click Add.
5. Click Browse... and select the domain policy to edit.

6. Select the domain policy and click OK.

7. Click Finish to close ‘Select Group Policy Object’ dialog. Click Close to close ‘Add standalone Snap-
in’ dialog and click OK to close ‘Add/Remove Snap-in’ dialog; to return to the Microsoft Management
Console.

8. Navigate to Console Root > <domain policy> > User Configuration > Policies, right-click
Administrative Templates, and select Add/Remove Templates....

9. Click Add..., browse for the file gfiapps.adm located in: <Program
Files\GFI\MailArchiver\Outlook> and click Open.

10. Click Close to return to the Microsoft Management Console.

11. Expand Console Root > <domain policy> > User Configuration > Policies > Administrative
Templates > Classic Administrative Templates (ADM) > GFI Applications.
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Screenshot 87: Setting GFI MailArchiver server URL in Windows® Server 2003 GPO

12. From the right pane, double click GFI MailArchiver Server Location policy and select Enabled. In
the Server URL text box enter the URL where user machines can access GFl MailArchiver in the form
http://<hostname>/<GFI MailArchiver virtual folder name>

For example:

http://win2k3entsvr.master-domain.com/MailArchiver
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13. <Optional> Click Next Setting and configure the following settings. For each option select Not
Configured to use the default value or click Enable to specify a custom value.

»  GFI MailArchiver Outlook® Connector Data Path Root - specify a different root location where
store configurations and local emails are stored on client machines. For example, type ‘sMyDo-
cuments%’ to store in the My Documents folder of the logged on user.

»  GFI MailArchiver Outlook® Connector days span - specify the number of days for which emails
are synchronized. Only emails received within this time span are accessible through GFI Mai-
lArchiver Outlook® Connector.

» GFI MailArchiver Outlook® Connector download batch size - Specify how many emails can be
downloaded during one synchronization session.

»  GFI MailArchiver Outlook® Connector connection timeout - Specify the timeout period in mil-
liseconds for accessing data from the GFI MailArchiver server.

»  GFI MailArchiver Outlook® Connector maximum offline days - Specify the maximum number of
days which a user can set for emails offline access.

»  GFI MailArchiver Outlook® Connector offline support - Enable or disable offline support. If off-
line support is enabled, specify the number of days to support offline access. If this setting is ena-
bled:

= Users are not allowed to modify offline access
* GFI MailArchiver Outlook® Connector maximum offline days setting is ignored.

14. Click OK when all settings are configured.

15. Select Console Root > <domain policy> > Computer Configuration > Policies > Software
Settings.

16. Right click Software installation and select New > Package...

17. In the Open dialog, locate the share where msi file is saved.

) NoTE

When selecting the location of the msi file ensure that this is done through ‘My network
locations’ so that the share name in GFI MailArchiver includes the full network share
location rather than the local path.

18. Choose the deployment option - select Assigned and OK.
19. GFI MailArchiver Outlook Connector will be installed the Next time each client machine is started.

To check installation, from Microsoft Outlook®, check that a new folder called GFI MailArchiver
Mailbox is created.

For information on how to use the GFI MailArchiver Outlook Connector, refer to the Outlook
Connector Manual available from:

http://go.gfi.com/?pageid=MAR_DownloadDocumentation

8.6 Configuring Manual Archiving

The GFI MailArchiver Outlook Addon enables users to manually archive emails and files (such as
documents or images) from Microsoft Outlook®. This connector can be installed via Active Directory®
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Group Policy Objects (GPO) or via manual install.

IMPORTANT

Emails archived through the GFI MailArchiver Outlook Addon get archived irrespective of
any rules set in Rules-based Archiving.

8.6.1 How Does Manual Archiving Work? ... 160
8.6.2 GFI MailArchiver Outlook Addon System Requirements ... .. ... ... i, 160
8.6.3 SO WA L. 160
8. 6.4 HardwWare ... 161

8.6.1 How Does Manual Archiving Work?

1. Within Microsoft Outlook®, user selects an email, a group of emails, a file or a number of files, or a
folder and uses the archive commands in the additional toolbar that is installed when GFl
MailArchiver Outlook Addon is deployed.

@) vote

Microsoft Outlook® 2007 and 2010 enable users to store files (documents, images, pdf's
etc) under a folder in the user mailbox. To store a file, create a folder under Inbox, and
drag the file into this folder. You cannot store a file within Inbox.

2. GFI MailArchiver Outlook Addon (installed on client machine) initiates a request to synchronize the
selected emails with GFI MailArchiver.

8.6.2 GFI MailArchiver Outlook Addon System Requirements
8.6.3 Software

@ note

The machines where GFI MailArchiver Outlook Addon is deployed must be able to
connect to the GFI MailArchiver server.

Table 78: GFI MailArchiver Outlook Addon software requirements

SOFTWARE DESCRIPTION

Supported Microsoft *  Microsoft Outlook® 2003 (including Service Packs 1, 2, 3 or 4)
Outlook® Versions
*  Microsoft Outlook® 2007 (including Service Packs 1 or 2)

#  Microsoft Outlook® 2010 (x86 and x64 versions)
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SOFTWARE DESCRIPTION

Supported Operating #  Windows® 7
Systems #  Windows® Vista

#  Windows® XP

#  Windows® Server 2008

*  Windows® Server 2003

Other Required ¥ HTTP port 80 (or HTTPS default port 443 for secure connections) - used by GFI
Components MailArchiver Outlook Addon to connect with GFI MailArchiver.

#  Microsoft .NET® Framework 4 Client Profile

@ note

GFI MailArchiver Outlook Addon cannot be installed on the Microsoft® Exchange Server.

@) vote

When using a web-filtering tool, this must be configured to allow all HTTP requests
between GFI MailArchiver server and GFI MailArchiver Outlook Addon. Ensure that the
GFI MailArchiver server’s IP address, NETBIOS name and DNS name are not blocked by
the web filter. For more information, refer to:

http://go.gfi.com/?pageid=MAR_WebFiltering

8.6.4 Hardware

Table 79: GFI MailArchiver Outlook Addon hardware requirements

COMPONENT REQUIREMENTS

Processor 1GHz processor or more.
Memory Minimum: 512MB RAM
Recommended: 2GB RAM
Physical Storage 20MB physical disk space required for GFl MailArchiver Outlook Addon installation. More

space is required to store email headers and emails for offline access.

8.7 Enabling and Disabling GFI MailArchiver Outlook® Addon
To disable or enable GFI MailArchiver Outlook Addon:

1. Log on to GFI MailArchiver with a user that has administrative privileges.
2. From the Configuration page, select Archiving Method.
3. Click Configure Archiving Method.
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Archiving Method Wizard a8

Welcome to the Archiving Method Wizard

Thiz wizard will help you to configure your prefered archiving methad.

Choose your prefered archiving method:

Manual Archiving

Thiz archiving method enables you to move messages to folders that are content-specific making it easier to find
archived messages.

Auto-Archiving [Journaling)
This archiving method keeps your inhax clean by periodically moving messages to an archive falder.

@ All Emails
Archive all incaming emails from journaling.

_' Rule-Based Archiving

Archive incoming emails from journaling that match specific rules and specify the falders these emails will be
archived in.

& Tell me more... Save Cancel

Screenshot 88: Enable or disable Manual Archiving

4. Perform one of the following actions:

#  Select Manual Archiving to enable GFI MailArchiver Outlook Addon.

# Unselect Manual Archiving to disable GFI MailArchiver Outlook Addon.

5. Click Save to complete the configuration.

8.8 Downloading and Installing GFI MailArchiver Outlook Addon
The GFI MailArchiver Outlook Addon can be downloaded from the GFI MailArchiver web interface.

IMPORTANT

GFI1 MailArchiver Outlook Addon is not available for download if Manual Archiving is not
enabled. For more information, refer to Configuring Archiving Method (page 93).

1. Open GFI MailArchiver.
2. Click Email Client Access tab.
3. From Manual Archiving area, click Download Outlook Addon.

4. Double click the downloaded file and follow the wizard to install.
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@) notE

To verify successful installation, check that GFI MailArchiver Outlook Addon toolbar is
visible within Microsoft Outlook®.

8.8.1 Changing the Outlook® Addon Tab Availability

By default, the GFI MailArchiver Outlook Addon tab is visible and available to all users when they log
in GFI MailArchiver. To disable users from seeing it:

1. In the Email Client Access page, click ** on the GFI MailArchiver Outlook Addon tab.
2. Select an option and click Save. Available options are:

Table 80: Outlook® Connector Tab Availability options

OPTION DESCRIPTION

Administrators only Makes the GFI MailArchiver Outlook Addon tab available only to users that log on using domain
administrator privileges.

All users and Admin-  Makes the GFI MailArchiver Outlook Addon tab available to all users, regardless of their logon
istrators privileges.

8.8.2 Installing GFI MailArchiver Outlook Addon Manually

1. Open GFI MailArchiver.

2. Click Email Client Access tab.

3. From Manual Archiving area, click Download Outlook Addon.

4. Double click the downloaded file and follow the wizard to install.

@ note

To verify successful installation, check that Archive buttons are now visible within
Microsoft Outlook®.

8.8.3 Installing Manual Archiving Plugin Through GPO

This section will help you install GFI MailArchiver Outlook Addon via GPO in the following
environments:

= Windows® Server 2003

= Windows® Server 2008

8.8.4 Installing GFI MailArchiver Outlook Addon Through GPO WinSvr2003
1. Open GFI MailArchiver.

2. Click Email Client Access tab.

3. From Manual Archiving area, click Download Outlook Addon.

4. Save the downloaded file in a shared location accessible by all domains.
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5. From command prompt, key in mmc . exe and click Enter to launch the Microsoft Management
Console.

6. Click File > Add/Remove Snap-in....

7. Select Group Policy Object Editor snap-in and click Add.
8. Click Browse... and select the domain policy to edit.

9. Select the domain policy and click OK.

10. Click Finish to close ‘Select Group Policy Object’ dialog. Click Close to close ‘Add standalone
Snap-in’ dialog and click OK to close ‘Add/Remove Snap-in’ dialog; to return to the Microsoft
Management Console.

11. Navigate to Console Root > <domain policy> > User Configuration, right-click Administrative
Templates, and select Add/Remove Templates....

12. Click Add..., browse for the file gfiapps.adm located in: <Program
Files\GFI\MailArchiver\Outlook> and click Open.

13. Click Close to return to the Microsoft Management Console.

14. Expand Console Root > <domain policy> > User Configuration > Administrative Templates >
Classic Administrative Templates (ADM) > GFIl Applications.

15. From the right pane, double click GFI MailArchiver Server Location policy and select Enabled. In
the Server URL text box enter the URL where user machines can access GFl MailArchiver in the form
http://<hostname>/<GFI MailArchiver virtual folder name>

For example:

http://win2k3entsvr.master-domain.com/MailArchiver

16. Click OK when all settings are configured.

17. Select Console Root > <domain policy> > Computer Configuration > Software Settings.
18. Right click Software installation and select New > Package...

19. In the Open dialog, locate the share where msi file is saved.

) NotE

When selecting the location of the msi file ensure that this is done through ‘My network
locations’ so that the share name in GFI MailArchiver includes the full network share
location rather than the local path.

20. Choose the deployment option - select Assigned and OK.
21. GFI MailArchiver Outlook Addon will be installed the Next time each client machine is started.

To check installation, verify that the GFI MailArchiver Outlook Addon toolbar is visible in Microsoft
Outlook®.
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) NotE

For information on how to use the GFI MailArchiver Outlook Addon, refer to the GFI
MailArchiver Outlook Addon manual available from:

http://www.gfi.com/mar/manual/

8.8.5 Installing Manual Archiving Through GPO Windows® Server 2008
1. Open GFI MailArchiver.

2. Click Email Client Access tab.

3. From Manual Archiving area, click Download Outlook Addon.

4. From command prompt, key in mmc . exe and click Enter to launch the Microsoft Management
Console.

5. Click File > Add/Remove Snap-in... and click Add...

6. Select Group Policy Management Editor snap-in and click Add.
7. Click Browse... and select the domain policy to edit.

8. Select the domain policy and click OK.

9. Click Finish to close ‘Select Group Policy Object’ dialog. Click Close to close ‘Add standalone Snap-
in’ dialog and click OK to close ‘Add/Remove Snap-in’ dialog; to return to the Microsoft Management
Console.

10. Navigate to Console Root > <domain policy> > User Configuration > Policies, right-click
Administrative Templates, and select Add/Remove Templates....

11. Click Add..., browse for the file gfiapps.adm located in: <Program Files\GFI\MailArchiver\Outlook>
and click Open.

12. Click Close to return to the Microsoft Management Console.

13. Expand Console Root > <domain policy> > User Configuration > Policies > Administrative
Templates > Classic Administrative Templates > GFI Applications.
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Screenshot 89: Setting GFI MailArchiver server URL in Windows® Server 2008 GPO

14. From the right pane, double click GFI MailArchiver Server Location policy and select Enabled. In
the Server URL text box enter the URL where user machines can access GFI MailArchiver in the form
http://<hostname>/<GFI MailArchiver virtual folder name>

For example:

http://win2k3entsvr.master-domain.com/MailArchiver

15. <Optional> Click Next Setting and configure the following settings. For each option select Not
Configured to use the default value or click Enable to specify a custom value.

]

el

]

]

b

b

Data Path Root - specify a different root location where store configurations and local emails are
stored on client machines. For example, type ‘%MyDocuments¥’ to store in the My Documents
folder of the logged on user.

Days span - specify the number of days for which emails are synchronized. Only emails received
within this time span are accessible through GFI MailArchiver Outlook Addon.

Download batch size - Specify how many emails can be downloaded during one synchronization
session.

Connection timeout - Specify the timeout period in milliseconds for accessing data from the GFI
MailArchiver server.

Maximum offline days - Specify the maximum number of days which a user can set for emails off-
line access.

Offline support - Enable or disable offline support. If offline support is enabled, specify the
number of days to support offline access. If this setting is enabled:
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* Users are not allowed to modify offline access

= GFI MailArchiver Outlook Addon maximum offline days setting is ignored.
16. Click OK when all settings are configured.
17. Select Console Root > <domain policy> > Computer Configuration > Software Settings.
18. Right click Software installation and select New > Package...

19. In the Open dialog, locate the share where msi file is saved.

) NotE

When selecting the location of the msi file ensure that this is done through ‘My network
locations’ so that the share name in GFI MailArchiver includes the full network share
location rather than the local path.

20. Choose the deployment option - select Assigned and OK.
21. GFI MailArchiver Outlook Addon will be installed the Next time each client machine is started.

To check installation, verify that the GFI MailArchiver Outlook Addon toolbar is visible in Microsoft
Outlook®.

) NotE

For information on how to use the GFI MailArchiver Outlook Addon, refer to the GFI
MailArchiver Outlook Addon manual available from:

http://www.gfi.com/mar/manual/

8.9 Configuring GFI MailArchiver IMAP Client Access

GFI1 MailArchiver supports a number of e-mail clients that use IMAP to transfer archived e-mail
messages from the Archive Stores to the email client. Users are able to access a read-only view of
their archived emails using one of the following supported email clients:

= Android email application

= Apple Mail

= 10S5 email application

»  Microsoft Outlook® 2003

»  Microsoft Outlook® 2007

»  Microsoft Outlook® 2010

»  Microsoft Outlook® 2011 for Mac
» Mozilla Thunderbird

= Windows® Live Mail
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) NotE

Internet Message Access Protocol (IMAP) is an Internet protocol for e-mail retrieval.

Viewing Shared Mailboxes

As a user with access to other users’ mailboxes, you can use your IMAP account to view the shared
mailboxes you have access to. To do this, you need to configure a new account for each shared
mailbox. Follow the instructions on how to create a new IMAP client account in the email client of
your choice, however, as a username, type your username in the following format: <your email
address> | <user email address> usingyour own password.

IMPORTANT

To configure email clients to use IMAP, you must first configure the IMAP Server. For
more information, refer to Configuring IMAP Server (page 128).

In this chapter:

8.9.1 Configuring IMAP in Apple Mail 3.0 . L 168
8.9.2 Configuring IMAP in 10D 169
8.9.3 Configuring IMAP in Microsoft Outlook® 2003 ... .. . ... 170
8.9.4 Configuring IMAP in Microsoft Outlook® 2007 .. ... ... 171
8.9.5 Configuring IMAP in Microsoft Outlook® 2010 __ ... . ... 172
8.9.6 Configuring IMAP in Outlook® 2011 for MacC ... ... . .. 173
8.9.7 Configuring IMAP in Windows® Live Mail ... .. . 174
8.9.8 Configuring IMAP on Android ... 174
8.9.9 Configuring IMAP in Mozilla Thunderbird 10 ... .. 175

8.9.1 Configuring IMAP in Apple Mail 3.0
Follow these instructions to configure IMAP in Apple Mail 3.0:

) NoTE

The following configuration requires an Internet connection.

1. Click Mail > Preferences....
2. On the Accounts tab, click the + button to add a new account.

3. Enter the following information:
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OPTION VALUE

Full Name: [your name]
Email Address: [full email address]
Password: [your password]

4. Click Continue.

5. Enter the following Incoming Mail Server information:

Account Type: Select IMAP

Description Enter account description
Incoming Mail Server: imap.gfi.com

User Name: [full email address]
Password: [your password]

6. Click Continue to view the Incoming Mail Security screen.

7. Select Use Secure Sockets Layer (SSL) to connect to GFI MailArchiver using an encrypted
connection.

@) vote

If SSL is not enabled, the connection will be unencrypted.

8. Enter the following Outgoing Mail Server information:

Outgoing Mail Server: smtp.gfi.com
Use Authentication: selected

User Name: [User name]
Password: [your password]

9. Click Continue.
10. Review your Account Summary, and click Create.
11. Select the account you just created.

12. In the Advanced tab, enter the following information:

OPTION VALUE

Port Use the default port number 44143 or the port number specified by your Systems Administrator.
Use SSL  Select to connect to GFl MailArchiver using an encrypted connection.

8.9.2 Configuring IMAP in iOS5

Follow these instructions to configure IMAP in i0S5:

@ notE

The following configuration requires an Internet connection.

1. Tap Settings and select Mail, Contacts, Calendars.

2. In the Accounts section, tap Add Account.
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3. From the list, select Other.

4. Select Add Mail Account and enter the following information:

Name: [your name]

Address: [full email address]
Password: [your password]
Description: [meaningful description]

5. Tap Next. The device will connect to the Internet and check your account.

6. Select IMAP and enter the following information:

Host Name: [IMAP server name]
User Name: [full email address]
Password: [your password]
Host Name: [SMTP server name]
User Name: [User name]
Password: [your password]

@ note

Outgoing Mail Server details must be provided by your Systems Administrator.

7. Tap Next. If you receive an error indicating that you Cannot Connect Using SSL, tap Yes to
continue without SSL, then tap Save.

@ notE

SSL can be configured after you save the new email account. If SSL is not enabled, the
connection will be unencrypted.

8. From Mail, Contacts, Calendars, locate the account you created under the Accounts section.
9. Tap the account name, scroll to Advanced.

10. Under Incoming Settings, change Server Port number to the default port number 44143 or the
port number specified by your Systems Administrator.

11. Tap Use SSL to turn it on.

12. Tap Next. The device will verify the information you entered.

8.9.3 Configuring IMAP in Microsoft Outlook® 2003

1. Start Outlook®.

2. On the Tools menu, click E-mail Accounts.

3. Under E-mail Accounts, click Add a new e-mail account, and then click Next.
4. Click IMAP as the type of account that you are creating, and then click Next.

5. In the User Information section enter the following information:
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OPTION VALUE

Your Name: [your name]
E-mail Address: [full e-mail address]

6. In the Server Information section enter the following information:

OPTION VALUE

Incoming mail server (IMAP): [IMAP Server name]
Outgoing mail server (SMTP): [SMTP server name provided by your Systems Administrator]

7. In the Logon Information section enter the following information:

OPTION VALUE

User Name: [full e-mail address]
Password: [your password]

8. Click More Settings > Advanced enter the following information:

OPTION VALUE

Incoming server (IMAP): Use the default port number 44143 or the port number specified by your
Systems Administrator.

This server requires an encrypted Select this option to connect using an encrypted connection.
connection

@) vote

If SSL is not enabled, the connection will be unencrypted.

9. Click Next after you have completed entering this configuration information, and then click Finish.
8.9.4 Configuring IMAP in Microsoft Outlook® 2007

1. Start Outlook®.

2. On the Tools menu, click Options.

3. On the Mail Setup tab, click Email Accounts.

4. Click New.

5. In the Auto Account Setup dialog box, select Manually configure server settings or additional
server types, then click Next.

6. Click Internet E-Mail, and then click Next.

7. In the User Information section enter the following information:

OPTION VALUE

Your Name: [your name]
E-mail Address: [full e-mail address]

8. In the Server Information section enter the following information:

OPTION VALUE

Account Type: IMAP
Incoming mail server: [IMAP server name]

Outgoing mail server (SMTP): [SMTP server name provided by your Systems Administrator]

9. In the Logon Information section enter the following information:
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OPTION VALUE

User Name: [full e-mail address]

Password: [your password]

10. Click More Settings > Advanced enter the following information:

OPTION VALUE

Incoming server (IMAP): Use the default port number 44143 or the port number specified by your
Systems Administrator.

Use the following type of encrypted Select the encryption method provided by your Systems Administrator.

connection: 5
(L) NOTE
If prompted, accept the Security Certificate.

@) vote

If ‘NONE’ is selected as the type of encryption, the connection will be unencrypted.

11. Click Next after you have completed entering this configuration information, and then click
Finish.

8.9.5 Configuring IMAP in Microsoft Outlook® 2010

1. Start Outlook®.

2. On the File menu, click Info, then click Account Settings.
3. Select Account Settings from the list.

4. On the E-mail tab, click New.

5. Select the Manually configure server settings or additional server types check box, and then click
Next.

6. Click Internet E-Mail, and then click Next.

7. In the User Information section enter the following information:

OPTION VALUE

Your Name: [your name]
E-mail Address: [full e-mail address]

8. In the Server Information section enter the following information:

OPTION VALUE

Account Type: IMAP
Incoming mail server: [IMAP server name]
Outgoing mail server (SMTP): [SMTP server name provided by your Systems Administrator]

9. In the Logon Information section enter the following information:

OPTION VALUE

User Name: [full e-mail address]

Password: [your password]

10. Click More Settings > Advanced enter the following information:
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OPTION VALUE

Incoming server (IMAP): Use the default port number 44143 or the port number specified by your
Systems Administrator.

Use the following type of encrypted Select the encryption method provided by your Systems Administrator.

connection:
U NOTE
If prompted, accept the Security Certificate.

@ notE

If ‘NONE’ is selected as the type of encryption, the connection will be unencrypted.

11. Click Next after you have completed entering this configuration information, and then click
Finish.

8.9.6 Configuring IMAP in Outlook® 2011 for Mac
Follow these instructions to configure IMAP Outlook® 2011 for Mac:
1. Open Outlook® 2011.

2. If you see a Welcome to Outlook® screen, click Add Account. Otherwise click Tools > Accounts and
click + in the menu bar.

3. Click E-mail Account.

4. Enter the following information:

OPTION VALUE

Email Address: [full email address]

Password: [your password]

User Name: [full email address]

Type: Select IMAP

Incoming Server: [IMAP server name]

Select Override default port and enter Use the default port number 44143 or the port number specified by your

port number: Systems Administrator.

Use SSL to connect (recommended) Select to connect to GFl MailArchiver using an encrypted connection.
oNOTE

If SSL is not enabled, the connection will be unencrypted.

Outgoing Server: [SMTP server name provided by your Systems Administrator]

@ note

Un-select Configure Automatically.

5. Click Add Account.

6. In the Accounts window, click on More Options and set Authentication to Use Incoming Server
Info.

7. Click Advanced and select Use IMAP IDLE (If the server supports it) to be notified when there are
new messages.

8. Click OK.
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8.9.7 Configuring IMAP in Windows® Live Mail
1. Open Windows® Live Mail and from the Accounts tab, click Email.

2. In the Add your email accounts window enter the following information:

OPTION VALUE

Email Address: [full email address]
Password: [your password]
Manually configure server settings: [Selected]

3. Click Next.

4. In the Configure server settings window enter the following information:

OPTION VALUE

Incoming server information:

Server type: [port number]
Server address: [IMAP server name]
Port: Use the default port number 44143 or the port number specified by your Systems

Administrator.
Requires a secure connection Select to connect to GFl MailArchiver using an encrypted connection.

(SSL): i
(JNOTE
If SSL is not enabled, the connection will be unencrypted.
Authenticate using: [Clear text]
Outgoing server information: [Use details provided by your Systems Administrator]

5. Click Next, then click Finish.
8.9.8 Configuring IMAP on Android

Follow these instructions to configure IMAP on Android devices:

@ notE

The following configuration requires an Internet connection.

1. Launch Email client and select option to create a new IMAP email account.

2. Configure the following Incoming Mail Server settings:

OPTION VALUE

Email Address: [full email address]
Password: [your password]

3. In Manual setup mode, enter the following information:

OPTION VALUE

Username: [full email address]

Password: [your password]

IMAP server: [IMAP server name]

Port: Use the default port number 44143 or the port number specified by your Systems Administrator.

Security type: Select the Security type provided by your Systems Administrator.

(INOTE

If Security Type is set to None, your connection to the IMAP server will be unencrypted.

GFl MailArchiver 8 Configuring Email Client Access | 174



4. After entering your IMAP configuration parameters, the device checks your incoming settings.

5. When prompted, enter Outgoing server settings supplied by your System Administrator. The device
checks your outgoing settings.

@ note

Configuration instructions depend on your Android OS version. Consult your device
documentation for more information on how to set up a new IMAP account.

8.9.9 Configuring IMAP in Mozilla Thunderbird 10
Follow these instructions to configure IMAP in Mozilla Thunderbird 10:
1. In Thunderbird, select File > New > Mail Account.

2. In the Mail Account Setup screen enter the following information:

OPTION VALUE

Your name: [first and last name]
Email address: [full email address]
Password: [your password]

3. Click Continue.

@) vote

Click Stop to prevent Thunderbird from automatically detecting account settings, then
click Manual config.

4. In Mail Account Setup, enter the following information:

OPTION VALUE

Incoming: From the drop down menu, select IMAP.
Server hostname: [IMAP server name]
Port: [use default]
SSL: Select the encryption type provided by your Systems Administrator.
(JINOTE
If SSL is not enabled, the connection will be unencrypted.
Authentication: [Normal password]
Outgoing: [Use settings provided by your Systems Administrator]

5. Click Advanced Config and under the account name locate Server Settings. Enter the following
information:

OPTION VALUE

Port: Use the default port number 44143 or the port number specified by your Systems Administrator.
Username: [full email address]

6. After Thunderbird verifies the account information, click Create Account.

7. Click Get Mail to download emails.
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9 Import and Export Emails

GFI MailArchiver enables you to extract emails from various email databases and to import them into
the Archive Stores.

IMPORTANT

If Microsoft Outlook® is not detected on the machine where the tool is running, the
following import options are disabled:

# |mport from .pst files
# Download to PST option when selecting Export data from GFl MailArchiver.

GFI MailArchiver supports only Microsoft Outlook® 2003/2007/2010 32bit.

Through GFI MailArchiver, you can also export emails from the Archive Stores, for example, to restore
deleted emails. GFI MailArchiver Import Export Tool can export emails to a:

= specific email address
# folder on disk in .eml or .msg format
= PST file.

For more information, refer to Export emails from GFI MailArchiver Archive Stores (page 206).

Topics in this chapter:
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9.2 Import emails from PST files locally ... . 185
9.2.1 Step 1: Importing emails from a remote computer ... ... .. . 186
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9.1 Import Emails From Microsoft® Exchange Mailboxes

The GFI MailArchiver Import Export Tool enables you to extract emails from Microsoft® Exchange
mailboxes and import them to the GFI MailArchiver Archive Stores.

The process of adding email from Microsoft® Exchange Mailboxes to

Mi oft Exch
1cros change GFI MailArchiver involves the following procedure:

Mailbox

’V / 1. The GFI MailArchiver Import Export Tool extracts emails from
Microsoft® Exchange mailboxes.

h /4 2. The GFI MailArchiver Import Export Tool converts the emails to

MIME format.

3. The Import Service processes the extracted emails based on the
date of each email.

Import from Microsoft
Exchange Mailbox Wizard
4. GFI MailArchiver stores emails in the appropriate archive store.

Service

¢ @

GFI Failed
MailArchiver Emails

[ GFI MailArchiver Import

GFI MailArchiver
Archive Stores
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9.1.1 Step 1: Importing emails from a remote computer

IMPORTANT

This section only applies when extracting emails from a remote machine. If importing

MailArchiver Import Export Tool in this manual.

GFI MailArchiver lets you extract email mailboxes located on remote machines. To do this:
1. From the GFI MailArchiver machine, navigate to <GFI MailArchiver installation path>\MAIS\

2. Share Pickup folder to give full read and write permissions to the remote machine from where the
GFI MailArchiver Import Export Tool is to run. To share a folder:

In Windows® Server 2003:

a. Right-click the Pickup folder and select Sharing and Security...

b. Select Share this folder and click Permissions button to enter the Permissions dialog.
c. Click Add.

d. Enter the username of the user where the tool is going to be run and click Check Names to confirm
the user.

e. Click OK to add the user in the Permissions dialog.

f. In the Permissions dialog select the username added and select the Allow checkbox for Full Control.
g. Click OK to save and exit the Permissions dialog.

h. Click OK to save and exit the folder properties sharing dialog.

In Windows® Server 2008:

a. Right-click Pickup folder and select Share...

b. Specify the credentials under which the GFI MailArchiver Import Export Tool will run and click Add.
. From the Permission Level drop-down list next to the added user, select Co-owner.

. Select Share and click Done.

. Return to where GFI MailArchiver is installed and copy the MarcimportExport folder.

. Paste the folder on remote machine.

. Open an instance of CMD

o U AW o N

. Browse to the MarcimportExport Folder on the local machine
7. Run MArcimportExport.exe.
9.1.2 Microsoft® Exchange mailbox access permissions - Grant Permissions

The Import from Microsoft Exchange Mailbox Wizard within GFI MailArchiver Import Export Tool
uses the credentials of the logged-on user when run on the Microsoft® Exchange Server machine
directly. To run the wizard on a server that is not the Microsoft® Exchange Server 2003/2007/2010
machine, specify a user name and a password. This account needs to be granted full mailbox access
(‘SendAs’ and ‘ReceiveAs’ permissions) on the mailboxes from which emails are to be extracted.
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) NotE

It is recommended to remove these permissions after extracting the mailboxes.

See Also:

Importing mailboxes remotely from Microsoft Exchange 2003 server

Importing mailboxes remotely from Microsoft Exchange 2007

Importing mailboxes remotely from Microsoft Exchange 2007 SP1 / SP2 / SP3

Importing mailboxes remotely from Microsoft Exchange 2010

Importing mailboxes remotely from Microsoft® Exchange Server 2003 server
1. Open Microsoft® Exchange System Manager.

2. Navigate to Servers > [Server Name] > [Storage Group], right click on the Mailbox Store and
select Properties.

. Select Security tab.

. Click Advanced button and uncheck Allow inheritable permissions... checkbox.
. In the Security dialog box, select Copy.

. Click OK to apply changes and return to the Mailbox Store Security properties.
. In the Security tab, select Administrator from the Group or user names.

. From the Permissions list, check Allow check boxes for Receive As and Send As.

O 00 N o U M W

. Repeat steps 7 and 8 to allow Receive As and Send As permissions for:
» Domain Admins

#  Enterprise Admins

»  Microsoft® Exchange Domain Servers.

10. Click OK to save settings.

11. Restart the Information Store:

a. Navigate to Start > Run, type services.msc, and click OK.
b. In the Results pane, right-click Microsoft Exchange Information Store service and
click Restart.
Importing mailboxes remotely from Microsoft® Exchange Server 2007
1. Open the Microsoft Exchange Management Shell.

2. Run the following PowerShell commandlet:

Add-ADPermission -identity "Mailbox Store" -User "Trusted User" -
AccessRights GenericAll
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Replace Mailbox Store with the name of the mailbox store that contains the
mailboxes to import and ‘Trusted User’ with the user that will be granted full mailbox
access.

Example:

Add-ADPermission —-Identity "Mailbox Database" -User "master-
domain\JohnSmith" —-AccessRights GenericAll

Importing mailboxes remotely from Microsoft® Exchange Server 2007 SP1 SP2 SP3
1. Open the ‘Exchange Management Shell’ on the Microsoft® Exchange Server 2007.

2. Run the following Windows® PowerShell commandlet:

foreach ($exchangeServer in Get-ExchangeServer)

{

if (SexchangeServer.ServerRole -match 'ClientAccess')

{

Add-ADPermission -Identity S$exchangeServer.DistinguishedName -User
'domain\user' -ExtendedRights ms-Exch-EPI-Impersonation

}

}

Example:

foreach ($exchangeServer in Get-ExchangeServer)

{

if (SexchangeServer.ServerRole -match 'ClientAccess')

{

Add-ADPermission -Identity S$exchangeServer.DistinguishedName -User
'master-domain\administrator -ExtendedRights ms-Exch-EPI-Impersonation

}
}

Importing mailboxes remotely from Microsoft® Exchange Server 2010
1. Open the ‘Exchange Management Shell’ on the Microsoft® Exchange Server.

2. Run the following PowerShell commandlet:

New-ManagementScope -name "MAUMPolling" -recipientrestrictionfilter
{recipienttype -eq "UserMailbox"}

3. On completion, run the following PowerShell commandlet:

New-ManagementRoleAssignment -name "MAExportEmails" -
role:applicationimpersonation -user "administrator@domain.com" -
customrecipientwritescope "MAUMpolling"
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Ldj Example:

New-ManagementRoleAssignment -name " MAExportEmails -
role:applicationimpersonation -user "administrator@mydomain.com
-customrecipientwritescope "MAUMpolling"

9.1.3 Step 2: Run the GFI MailArchiver Import Export Tool
To export emails from Microsoft® Exchange mailboxes:

1. Launch the GFI MailArchiver Import Export Tool by navigating to Start > Programs > GFI
MailArchiver > GFI MailArchiver Import Export Tool.

2. Click Import from Microsoft Exchange mailbox.

If‘-.':_:f_’_‘.IEFI MailAdrchiver Import Export Utility [_ [T ]

bicrosoft Exchange Server Connection Configuration

1 - Microsoft Exchange Yerzion

Select the version of the Microgoft Exchange Server friom where you want bo import pour emails:

* Microzoft Exchange Server 2003 or 2007
" Microsoft Exchange 2007 S5P1 or 2010

2 - Login Credentialz

Configure the credentials that will be uzed to access the import source
* |ogin as curnrent user

" Use ather credentials

|zermame: | e.0. MyDomaintUzermame
Paszward: |
Exchange Server; | e.0. ExchangeServer]

-

[ Extract emails from Public Folders

Mext | Cancel |

Screenshot 90: Importing from a Microsoft Exchange mailbox

3. From the Microsoft Exchange Version area, select the applicable Microsoft® Exchange Server
option:

> Microsoft® Exchange Server 2003 or 2007
»  Microsoft® Exchange Server 2007 SP1 or 2010
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4. From the Login Credentials area, configure a user with permissions to access the Microsoft®
Exchange mailboxes to import. Configure:

el

]

]

e

]

e

Login as current user - Login to Microsoft® Exchange Server using the credentials of the logged on
user.

Use other credentials - Specify the username (domain\username) and password of a user with full
mailbox access permissions.

Exchange Server - Specify the Microsoft® Exchange Server name or IP address.
Use SSL - Check this option if the Microsoft® Exchange Server requires SSL connection.
Extract emails from Public Folders - Check this option to extract emails from public folders.

Verify Credentials - Click this button to confirm access and authentication with Microsoft®
Exchange Server.

5. Click Next to continue.

I;EE_-::!_’.IEFI M ailArchiver Import Export Utility M= E3

kailbox and Folder Selection

— 3 - Mailbox and Folder Selection

Select the mailboxes and folders from where pou want to extract emails

& Al mailboxes and folders
Mate: Only Mailboxes which the supplied credentials have acceszs to will be imparted.

" Select the mailboxes and folders from where to extract emails

b ailbioy name: |

¥ Expart from all Folders Help: Grant access to mailboxes in Microgoft Exchange

Back | M et I Cancel

Screenshot 91: Import from Microsoft Exchange: Mailbox and folder selection

6. Select the mailboxes and folders to import:

= All mailboxes and folders - import all the emails in mailboxes that the configured user has access

to.
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# Select the mailboxes and folders from where to extract emails - select this option to import the
emails of a particular mailbox. Specify the Mailbox name or click ... button to select a mailbox to
import. To import emails from a particular folder only, check Import emails from the following
folder only and key in the folder’s name.

#  Export from all Folders - Check this option to extract emails from public folders.

7. Click Next to continue.

IJ:‘-.':_:E_’_‘.IEFI MailArchiver Import and Export Tool — =

Import Options

2 - Import Dreztination
*  |mport bo GFl Mailsrchiver

(" Extract emails bo given path

3 - Cut-off time

Only emailz zent between the date range you zelect below will be extracted. Other emails wil
be zkipped.

From: [Wednesdap, Apil =] [ 6:42:02 PM =]

To:  [wednesday, Apil =] | B:42:02 PM =

Mote; FROM walue must be earlier than TO value.

4 - [Mywrer

e

[v  Expaort Falder Stucture Advanced Options

Back. | Cancel

Screenshot 92: Import from Microsoft Exchange: Configure import options
8. From Import destination area, select one of the following options:

# Import to GFI MailArchiver - import emails to GFl MailArchiver Archive Stores.

# Extract emails to given path - extract emails to a location on disk in .txt format

9. In the Cut-off time area, specify a date range. Emails sent between the specified dates are
extracted, while other emails are ignored.

10. In the Owner area, enable Select the owner of the emails to extract and specify the user in the
Owner text box.

Example: If user@testdomain.com is specified in the Owner field, imported emails are displayed
under user@testdomain.com.

11. Click Next to start the export process.
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12. When the process completes, click Finish.

) NoTE

The duration of the process depends on the amount of emails to extract.

9.1.4 Microsoft® Exchange mailbox access permissions - Revoke Permissions

Importing mailboxes on the Microsoft® Exchange Server

There are no permissions to be revoked when running the GFI MailArchiver Import Export Tool
directly on the Microsoft® Exchange Server machine.

If the Import from Microsoft® Exchange Mailbox Wizard was run on a machine that is not the
Microsoft® Exchange Server 2003/2007/2010 server, ‘Send As’ and ‘Receive As’ permissions are
granted automatically to user credentials . It is recommended to revoke these permissions after
running the GFI MailArchiver Import Export Tool.

Importing mailboxes remotely from Microsoft Exchange 2003 server:
a. Open Exchange System Manager.

b. Navigate to Servers > <Server Name> > <Storage Group >, right click Mailbox Store and select
Properties.

c. Select Security tab.

d. From Group or user names box, select Administrator.

e. From the Permissions list, select Deny for Receive As and Send As.

f. Repeat steps 4 and 5 to deny Receive As and Send As permissions for:

# Domain Admins

= Enterprise Admins

= Exchange Domain Servers.

g. Click Advanced button, select Allow inheritable permissions... option, and click OK.
h. Click OK to exit the Mailbox Store Properties dialog.

i. Restart the Information Store:

a. Navigate to Start > Run, type services.msc, and click OK.

b. In the Results pane, right-click Microsoft Exchange Information Store service and
click Restart.
Importing mailboxes remotely from Microsoft® Exchange Server 2007/2010 server:
1. Open the Microsoft Exchange Management Shell.
2. Run the following Windows® PowerShell commandlet:

Remove-ADPermission -identity "Mailbox Store" -User "Trusted User" -
AccessRights GenericAll
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Replace ‘Mailbox Store’ with the name of the mailbox store that contains the mailboxes
of the users and ‘Trusted User’ with the user that was previously granted full mailbox
access.

Example:

Remove-ADPermission -identity "Mailbox Database" -User "master-
domain/JohnSmith" -AccessRights GenericAll
9.2 Import emails from PST files locally

The GFI MailArchiver Import Export Tool enables you to extract emails from PST files. Emails can then
be imported into the GFI MailArchiver archive stores.

IMPORTANT

If Microsoft Outlook® is not detected on the machine where the tool is running, the
following import options are disabled:

= |mport from .pst files
# Download to PST option when selecting Export data from GFI MailArchiver.

GFI MailArchiver supports only Microsoft Outlook® 2003/2007/2010 32bit.
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The process of adding emails from PST files to GFI

MailArchiver involves the following procedure: PST File
1. The GFI MailArchiver Import Export Tool "t
extracts emails from one or more PST files. \ S

2. The GFI MailArchiver Import Export Tool
converts the emails to MIME format. Q

3. The GFI MailArchiver Import Service processes
the extracted emails based on the date of each
email.

GFI MailArchiver Import
Export Utility

@

WINOTE [ GF1 MailArchiver Import

4. GFI MailArchiver stores emails in the
appropriate archive store.

Microsoft Outlook® 2003 (32 bit) or later must Service
be installed on the machine running the GFI
MailArchiver Import Export Tool.
GFI Failed
MailArchiver Emails

WINOTE
During extraction, emails in PST files are
copied and the PST file is left in its original
state.

il

GFI MailArchiver
Archive Stores

9.2.1 Step 1: Importing emails from a remote computer

IMPORTANT

This section only applies when extracting emails from a remote machine. If importing
emails from the same machine where GFI MailArchiver is installed, skip to Run the GFI
MailArchiver Import Export Tool in this manual.

GFI MailArchiver lets you extract email mailboxes located on remote machines. To do this:

1. From the GFI MailArchiver machine, navigate to <GFI MailArchiver installation path>\MAIS\
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2. Share Pickup folder to give full read and write permissions to the remote machine from where the
GFI MailArchiver Import Export Tool is to run. To share a folder:

In Windows® Server 2003:

a. Right-click the Pickup folder and select Sharing and Security...

b. Select Share this folder and click Permissions button to enter the Permissions dialog.
c. Click Add.

d. Enter the username of the user where the tool is going to be run and click Check Names to confirm
the user.

e. Click OK to add the user in the Permissions dialog.

f. In the Permissions dialog select the username added and select the Allow checkbox for Full Control.
g. Click OK to save and exit the Permissions dialog.

h. Click OK to save and exit the folder properties sharing dialog.

In Windows® Server 2008:

a. Right-click Pickup folder and select Share...

b. Specify the credentials under which the GFI MailArchiver Import Export Tool will run and click Add.
. From the Permission Level drop-down list next to the added user, select Co-owner.

. Select Share and click Done.

. Return to where GFI MailArchiver is installed and copy the MarcimportExport folder.

. Paste the folder on remote machine.

. Open an instance of CMD

o U1l AW oo 0N

. Browse to the MarcimportExport Folder on the local machine

7. Run MArcimportExport.exe.

9.2.2 Step 2: Run the GFI MailArchiver Import Export Tool to Import from PST Files

Run GFI MailArchiver Import Export Tool to extract emails from PST file.

1. Navigate to Start > Programs > GFIl MailArchiver > GFI MailArchiver Import Export Tool.
2. Click Import from .pst files.
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@ GF MailArchiver Impo

PST File(s) Selection

1 - PST Source(s) Selection

Add a PST File and select the folders from where you want to extract emails

=-E Top of Personal Folders [MAILS pst] -0 Add PST File
Deleted tems - 0
o[ fitbe - 724

.. Sent kems - D

creenshot 93: Microsoft Outlook® personal folders (PST) files
3. Click Add PST File and select a PST file to extract. Repeat for each PST file to be added.
4. Click Next when all PST files are added.
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IJ:‘-.':_:E_’_‘.IEFI MailArchiver Import and Export Tool — =

Import Options

2 - Import Dreztination
*  |mport bo GFl Mailsrchiver

(" Extract emails bo given path

|

3 - Cut-off time

Only emailz zent between the date range you zelect below will be extracted. Other emails wil

be zkipped.
From: [Wednesday, Apil =] [ £:42:02 PM =]
To:  [wednesday, Apil =] | B:42:02 PM =

Mote; FROM walue must be earlier than TO value.

4 - [Mywrer

e

[v  Expaort Falder Stucture Advanced Options

Back | Cancel

Screenshot 94: Import from Microsoft Exchange: Configure import options

5. From Import destination area, select one of the following options:

# |Import to GFI MailArchiver - import emails to GFI MailArchiver Archive Stores.

#  Extract emails to given path - extract emails to a location on disk in .txt format.

6. In the Cut-off time area, specify a date range. Emails sent between specified dates are extracted,
all others are ignored.

7. In the Owner area, enable Select the owner of the emails to extract and specify the user in the
Owner text box.

Example: If user@testdomain. com is specified in the Owner field, imported emails are displayed
under user@testdomain.com.

8. Click Next to start the export process.

9. When the process completes, click Finish.

() NOTE

The duration of the process depends on the amount of emails to extract.
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9.3 Import emails from PST files on the network

The GFI PST Exporter wizard included with GFI MailArchiver helps in archiving Microsoft Outlook® PST
files on the network created before installing GFl MailArchiver.

GFI1 PST Exporter is an agent-based utility part of the
GFI MailArchiver installation. Below is how it works:

GFI PST Exporter
1. GFI PST Exporter installs agents on end-user

Q Q Q machines.

GFI PST Exporter Agent deployed 2. It extracts emails from PST files stored on the end-
remotely on End-user machines user machines.

[- I- [- 3. The GFI MailArchiver Import Service processes the
extracted emails based on the date of each email.
»-%-—»—%-—dh—%-— 4. GFI MailArchiver stores emails in the appropriate
archive store.

GFI MailArchiver
Import Service

@ @

GFI MailArchiver Failed
Emails

INOTE
Microsoft Outlook® 2003 (32 bit) or later must be
installed on the machine running the GFI
MailArchiver Import Export Tool.

@

GFI MailArchiver
Archive Stores

9.3.1 Step 1: Install GFI PST Exporter
1. Select Start > Programs > GF| MailArchiver > Import Tools > Install GFI PST Exporter.
2. Specify the path where to install GFI PST Exporter, and click Next.
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GFI PST Exporter Master NT Service Installer |

The GFI PST Exporter Master Service stores central configuration and
reporting information,

Enter the credentials for the GFI PST Exporter Masker Service ko be installed
as then click Install,

Comain: Itest-:h:nmain
Lser: Ipstexpnrteruser
F'EISSWEII"I:I' I***************

Cancel |

Screenshot 95: GFI PST Exporter Master Service credentials

3. After the setup extracts the files, specify the credentials under which the GFI PST Exporter Master
Service will run.

4. Click Install to finalize the installation.
9.3.2 Step 2: Configure the General Settings of GFI PST Exporter

1. Select Start > Programs > GF| MailArchiver > Import Tools > GFI PST Exporter Management
Console.

2. From the GFI PST Exporter Management Console, click General Settings node.
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= [ GFI PST Exporter Console ME B
Ble Help

|_3' zeneral Sethings # General Settings
| Motification Settings

When vou dick "Sawve” the following settings wil be applied to al the computers on which you deployved the GFT PST

Exporter Agent

% Exporting

Cut-off dake (UTC time): | Tuesdsy , auy 31,2007 w| | s0oo0aM =

Max exportable email size: |5 |meoab:.rtes ﬂ

GFI Mailarchiver Import Service pickup Folder: [\iFileserverpickupifolder _l

@ Do not specFy mapped drives - use the Full UNC path Viserverishare

= Directory Services

GFI PST Exporter uses a directory service, such as Active Directory, to resobve usernames to emai addresses and to
obtain other enterprise-wide configuration settings. Active Directory example:  LDAP:/{DC="YourDaomain, C=com

Directory Service Type: ILDF'.F' or Active Directory j

Cuery Root: |5C:iibC=testdomain, DC=com Werify

Z}, Servers and Credentisls

Microsoft Exchange Server |EF1-WIh.lZl<3-64

On the computers an which you deploy the GFI PST Exporter Agent, an NT Service is installed o process and extract
emails, Below you need to specify the credentials vou want this service to use

Doairmain: I[estdumaln.cm.

Usermafe: |admi-nstmtur Password: [*===* [w Wabdste on save

Revert | aave

Screenshot 96: GFI PST Exporter: general settings

3. In the Cut-off date (UTC time) field, specify a cut-off date and time. Only emails dated prior to this
date and time are extracted.

@) vote

If you set the date and time prior to the installation of GFI MailArchiver, the GFI PST
Exporter will extract emails that have not been processed by GFl MailArchiver, avoiding
duplicate emails in the archive store.

4. Specify the maximum email size in the Max exportable email size field. Emails larger than the size
specified are not exported.

5. Specify the pickup folder in the GFI MailArchiver pickup folder field where to pick up extracted
emails. To import the extracted emails into a GFI MailArchiver archive store, specify the pickup folder
of GFI MailArchiver Import Service. The default path of the GFI MailArchiver Import Service is: <GFI
MailArchiver Installation Path>\MAIS\Pickup
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If running GF1 PST Exporter on a remote machine, do not specify mapped drives but use
the full UNC path: \\server\share.

) NoTE

The import service pickup folder must have full read/write permissions.

6. In the Directory Services section, select the Directory Service Type.

GFI PST Exporter - Directory Services Yerification 5'

J;'@ ¥erify Directory Service Configuration - Active Directory

Yerify wour Directory Service configuration by entering any user's MT account name and then click
‘Test Lookup', Do not include the domain, The user must have an email address defined.

Service Type:  Active Direcktory | LDAP

Cuery Roak: I GC: D =My Damain, iC=local auka Detect

|sername; IJDDE Test Lookup |

(] 4 | Cancel

Screenshot 97: GFI PST Exporter: General Settings: verify query root

7. Click Verify to launch the Directory Services Verification dialog. Specify the query root or click
Auto Detect to auto detect the query root.

8. Key in a valid username for the query root specified and click Test Lookup to verify. Click OK to
return to the PST Exporter General Settings.

9. Specify the name of the Microsoft® Exchange Server in the Microsoft Exchange Server field.

10. In the Domain, Username and Password fields, specify the credentials of a domain controller
account. These credentials will be used by the GFI PST Exporter agent to process and extract emails
on the end-user machine.

11. Select the Validate on save checkbox to check the credentials specified when confirming the
settings.

12. Click Save to save configuration or Revert to cancel all settings.
9.3.3 Step 3: Configure the Notification Settings of GFI PST Exporter

After configuring the General Settings, GFI PST Exporter can be configured to send email notifications
to monitor the PST processing status on end-user machines.

1. Select Start > Programs > GFI MailArchiver > Import Tools > GFI PST Exporter Management
Console.

2. Select Notification Settings Node.
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& GFI PST Exporter Console

File Help

B Genersl Sethings | Motification Settings

Motification Settings

Notifications generated during processing can be sent by emal, To receive email notFications, enter your mail server
detais,

Mail Server Type:  [SMTP VI Authorization Method: |_u:-gin {Username|Password) :I

Mal Server Addvess: [ofi-win2k3-64k

Lisername: |adn'n strator Password: |""‘”**“““‘"

From Email Address: |psrenpnrter@testduma|n.u.'cu'n

To Emal Address:  |administrator@testdomain,com

Send Test Email |

Rewart Sawe

Screenshot 98: GFI PST Exporter: notification settings

3. From the Mail Server Type drop down list, select SMTP.

4. Specify the Authorization Method applicable for your mail server.
5. Specify server IP address in the Mail Server Address field.

6. If the authorization method requires authentication, specify a valid username and password in the
Username and Password fields.

7. Specify an email address in the From Email Address field. This is the email address shown as the
sender of the notification. This address may not be an existing email address and can be dedicated for
the GFI PST Exporter notifications

Example:PSTexporter@mydomain.com

8. Specify the email address in the To Email Address field where to send notifications.

9. Click Send Test Email to test the connection settings and send a notification test email.
10. Click Save to save the configuration.

9.3.4 Step 4: Configure Computer Groups

After configuring the general and notification settings, GFI PST Exporter enables you to organize end-
user machines into computer groups. For each computer group apply different settings and carry out
PST exports separately.
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Computer groups can be configured by accessing the Computer Groups node from the GFI PST

Exporter Management Console.

& | GFI PST Exporter Console

M=k
Eile Help
B General Settings g Computer Groups
— Motification Settings
ngurts |>\|K| =|E|ﬂl|ﬁ| » |.| Updme!:\-'er'p:lﬁrninutcs jﬂﬁmﬂ:m
S Computer Groups |
E TestGEroupidl E TestGroup0l
TESTMACHINEDL B TESTMACHINEDT {Idie)
B TESTMACHINEDZ TESTMACHINEDZ (Tdle)
TESTMACHINEDS 2 TESTMACHINEDS (Idke)
TestErouplz TestErouplZ
TESTMACHINEDH j TESTMACHINED4 (Ide)
TESTMACHINEDS B TESTMACHINEDS {Idie)

Screenshot 99: GFI PST Exporter: computer groups

Adding new computer groups

1. Click the Create a new Computer Group button

GFI PST Exporter - Create Group |

[El Create compuker groups to logically organize computers by
department or geographical location, for example. This simplifies the
process of managing the computers

Group Mame:  |TestGroup0a]

(04 Cancel

Screenshot 100: GFI PST Exporter: create a computer group

2. Specify the group name and click OK.
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GFI PST Exporter - TestGroup03 Properties (Group) x|

E TestGroup03 (Group)

=] General |[E| Sl:uurl:esl
Ownership

To enforce proper access security within GFI Mailarchiver, specify how ownership of exported messages will be
determined.

f+ Auto detect ownership From user's Dutlook mail profilels)

Al PST's belong bo email;

rotifications

Motifications generated during processing can be send by email, To recieve them, select the bype of notification and
werify the email server settings are correct,

Makify when: Processing Fails j

Matifications will be sent using the Following mail server. Mail server settings are shared by all computers and can
only be modified thru the 'Motification Settings' opkion in the navigation tree,

Mail Server Type: ISMTF‘ j Authorization Method: ILu:ugin isername/Password) j
Mail Server Sddress; |12F".III.III.1 ST Park: |25
[sermarne; Iadministratur Bassword; I*****

From Email &ddress: IGFI_F‘ST_Expu:urter@mydDmain.u:u:um

Tim Email fddress: Iadministratur@mvdumain.u:u:um

Send Test Email |

(04 Cancel |

Screenshot 101: GFI PST Exporter: computer group properties
3. From the properties dialog click General tab.

4. From the Ownership section, specify who will be the owner of extracted emails for this computer
group:

# To assign a specific owner to all extracted emails, select the All PST’s belong to email option and
enter the owner email address.

» To assign ownership to the Microsoft Outlook® email profile under which emails were extracted,
select Auto detect ownership option.

@ notE

Ownership of emails is important since only the specified owner will be able to browse
the archived emails.
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5. Specify when to send notifications from the Notify when: drop-down list. The settings configured
previously in the Notification settings node are used.

6. Click the Sources tab.

GFI PST Exporter - TestGroupD3 Properties (Group) x|

L
g TestGroup03 (Group)

| General Sources |

;- * Locations to Search

GFI PST Exporter will deteck PSTs in the Outlook mail profileis) of users as they log on.

Only PSTs in the locations specified under 'Restrict ko Folders' will be included.

[ Restrict to Folders

Only PSTs in the Following locations will be processed. For example, a PST within a user's profile on a drive nok
specified below will be excluded From processing,

Paths are recusively included. Mapped paths are resalved as each user lags in.

IInn:qu:Ie j || IL::u:aI j 3 Add |

Kind | Path | path Tvpe |
v Include  ciipst_folder!, Local path

X Celete |

(04 Cancel |

Screenshot 102: GFI PST Exporter: computer group locations to search

7. In the Restrict to Folders section, manage the path(s) within which PST files can be processed. The
conditions you specify apply to all folders and subfolders within the path. The path(s) you specify can
be:

# Local - referring to the end-user machine where the agent is deployed

= Example: “Include”, “C:\”, “Local path” - to search all files in the local hard drive
= Mapped - paths that are resolved using a drive letter.

= UNC - in the format \\server\share

Click Add to add the path to the list.
8. Click OK to add the new computer group.

Editing Computer Groups
To edit computer groups configuration:

1. From the GFI PST Exporter Management Console, select the computer group to edit from the
Computer Groups node.
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& | GFI PST Exporter Console

M= E
Ble Help
B Genersl Sethings Group TestGroup01
Matification Settings
& Reparts Update every: IS minubes ll Refresh now

Bl Computer Groups

.2 Computer Stabus
TESTMACHINED] 5] TESTMACHINED] idle
B TESTMACHINEDZ B} TESTMACHINED2 Idle
B TESTMACHINEDS S TESTMACHINEDS Idle
TesbzrouplZ
B TESTMACHINED
TESTMACHINEDS
TesbEroupl3
Group Defaults
|= General
Directory Services;  Active Directory[LDGP, Query rook LDAP: | DC=testdomain, DC=com
MokFications: When an error oocurs during processing
Ownership: Auko-detect, Require minimum confidence of 70%
4~ Solrces
Lok in: F Lser's wok Mz Profilels [~ inside the user's roaming profiles
Regardiess of where found, process onby PST's in these locations:
Kind | path | Path Type
# Include o Local path

Edit

Screenshot 103: GFI PST Exporter: edit computer group configuration
2. Click Edit to launch the Computer Group Properties dialog.

3. Apply the required changes as explained in steps 4 to 8 in the Adding new computer groups section.
4. Click OK to save changes.

Computer Group Updates
The GFI PST Exporter Console displays the status of each computer in a group.

# To configure when to update the status, select the computer group from the Computer Groups
node. In the Update every: drop-down list, select the time interval when to update the status.

# Click Refresh now to manually update the status.
9.3.5 Step 5: Add end-user machines in computer groups

After configuring computer groups, specify which end-user machines belong in each group. To add
end-user machines:

1. From the GFI PST Exporter Console, click the Computer Groups node.

2. From the viewing pane, select the desired computer group.
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= [ GFIPST Exporter Console _ O]

|File Help

g iGeneral Settings Q Computer Groups

Motification Settings

%Repurts J 4 e QE #i P |
Computer Groups —

= TestGroupll =l . Testiaroupll .
..... E TESTMACHIMNEDL """ E TESTMACHIMEDL (Idle)
..... Bl TESTMACHIMNEDZ """ TESTMACHIMEDZ {Idle)
o TESTMACHIMEDS b Bl TESTMACHINEDS ( Idle)

..... TestiEroupls - TestGroupl2

..... E TESTMACHIMED """ E TESTMACHIMNEDS (Idle)
e TESTMACHIMEDS ol E ' TESTMACHIMEDS (Idle)

..... TestGroup0s Sl | £cCGroup0 s

Screenshot 104: GFI PST Exporter: add computer

3. Click Add computer button EI to add a computer to the group.
4. Specify the computer name or IP address (example 192.168.4.50) to add to the group and click OK.

End-user machines

Configure end-user machines in computer groups by right clicking on the end-user machine and select
any of the following options:

*» Remove - delete the selected end-user machine from the computer group.
= Move to Group - move the selected end-user machine to another computer group.
9.3.6 Step 6: Deploy the GFI PST Exporter agent to end-user machines

To extract PST files from end-user machines, the GFI PST Exporter agent must be deployed remotely
on the end-user machine. To deploy the agent:

1. From the GFI PST Exporter management console, select the Computer Groups node.
2. From the view pane, select the computer group.

3. Select the computer on which to deploy the agent.
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=1 GFI PST Exporter Console

|Ele Help

& General Settings
{1 Matification Settings
Reports
= Computer Groups
== TestGroupdl
TESTMACHINEDL
% TESTMACHINEDZ
TESTMACHINEDS
- Teshzroup02
g TESTMACHINED4
TESTMACHINEDS
+ TesbEroupl3
8] TESTMACHINEDS

g Computer Groups

x| B[] || > | W | wdseeveryifErmis <] pefoshoc

[=1+— TestEroup0l
i TESTMACHINEDT (Idke)
TESTMACHINEDZ (Tdke)
g TESTMACHINEDS ( Idke)

. TestGroupl2
g TESTMACHINED ( Idle)
TESTMACHINEDS ( Idie)

7= TestGroupls
TESTMACHINE 06 (Mot Installed. )

Screenshot 105: GFI PST Exporter: deploying the agent

4. Click Deploy button EI to launch the GFI PST Exporter - Deployment Manager wizard.
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.. GFI PST Exporter - Deployment Manager
Deploy,/Upgrade Agent
Installs or upgrades GFI PST Exparter components on local and remote machines
Please wait while the PST Exporter Agent is deploved. You can monitor a deplovment skatus on a computer by
selecting it from the lisk,
SEFVEr | Skatus | Details |
vﬁ TESTMACHIMEDR Executing Connecting ko remote Task Scheduler
Abort
Zancel = Bach: Mexk =

Screenshot 106: GFI PST Exporter: deploying the agent

5. In the Ownership from field, specify the owner of extracted emails for this computer. Ownership
options include:

OPTION DESCRIPTION

Leave The current owner
unchanged -

Group default The owner specified in the computer group

Force auto- Force the agent to detect the Microsoft Outlook® email profile
detection -

Force specific Specify the email address of the owner that will be assigned to the extracted emails. Enter the owner
owner - email address in the Forced owner email address field.

6. Click Next to continue.
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,‘_’:: GFI PST Exporter - Deployment Manager

Deploy,/Upgrade Agent
Installs or upgrades GFI PST Exparter components on local and remote machines

The wizard is now ready to beain deployvment. Please note the Following before conkinuing:

O Outlook must already be installed on each target computers
GFI PST Exporter reguires Ouklook 2000 or later to be installed on each target computer

@ Ports 8096 - 8099 must be open on target computers

The specified ports must be available on each deployment karget during and after installation ko Facilitate
remote management

u Security changes - "Logon as a Service™ right will be granted

GFI PST Exporter runs as a Windows MT Service under the credentials vou specified, Consequently, the user
will be granted the 'Logon as a Service' right. The user will service user will also be made a Local Administrator,

If laker uninstalledthese privileges will not be automatically revoked,

Q Domain Membership 8 Administrative rights

This machine and all deplayment kargets musk be on the same domain and wau mosk have remaoke
Adminiskrative permissions on each.

Q Domain Time Skew will affect authenticatoin
Time skew between domain conkrallers or between member machines and a domain Controller can cause
kerberos Ticket invalidation, Deployvment may Fail with ‘Access Denied' on computers affected by Time Skew,

Cancel < Back

Screenshot 107: GFI PST Exporter: remote computer requirements

7. Take note of the pre-requisites required to be able to deploy and run GFI PST Exporter agent on
end-user machines. Click Next to start deployment on the end-user machine.

) NoTE

During or after deployment, click the server to view the log of deployment details.

) NoOTE

A window may pop-up on the end-user machine informing the user that the agent is
being deployed. The window closes automatically once deployment is complete.

8. Click Close when deployment is complete.
9.3.7 Step 7: Process PST files on end-user machines

After deploying the GFI PST Exporter agent on end-user machines, you can remotely trigger the agent
to start processing PST files on selected machines. To start the extraction process of PST files:

1. From the GFI PST Exporter Management Console, click Computer Groups node.

2. In the view pane, select the computer(s) on which to start processing.
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3. Click Start button LI to start processing the PST files on the selected computers.

= [ GFI PST Exporter Console M= E

File Help

& General Settings g Computer Groups
(] Motification Settings
&2 Reports |>‘\|K| §|E|ﬂ|ﬂ| b Jll Updabe!‘.'\-'ﬂ'p:lﬁrninutcs jﬂﬁ[iﬂ:lﬂ!
=l Computer Groups -
= TestEroupidl E TestGroup0l
TESTMACHINED] g TESTMACHINED] (Idie)
g TESTMACHINEDZ TESTMACHINEDZ (Idke)
TESTMACHINEDS S8 TESTMACHINEDS (Idie)
TestEroupl TestEroupldZ
2 TESTMACHINED4 j TESTMACHINED (Idke)
g TESTMACHINEDS B TESTMACHINEDS {Idk)
TesbEroupd3 TestGrouply
&) TESTMACHINEDS R 2 TESTMACHINE DS (729 new messages exparted (5945 tobal). Examined 740)

Screenshot 108: GFI PST Exporter: processing at remote computer

4. The number of emails examined and the number of emails extracted is shown next to each
computer.

5. To view the detailed processing status on each machine, select the computer from the navigation
pane.

9.3.8 Reports and logs

GFI PST Exporter can display reports of extracted emails. Through the Reports node, you can view
the Export Report, which displays details on processed PST files. Besides details on successful
exports, any errors or warnings encountered are also displayed. Information shown includes status,
group, and computer names, date, and time when processing attempts were made, and number of
emails exported.
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& [ GFI PST Exporter Console o[ =]

Eile Help

B General Settings =]
() Motification Settings GFI PST Exporter - Export Report
Compubes Groups
=] TestGroupl] Group Computer Last Emails
Bl TESTMACHINED1 STatus yame Hame FST File Attempt Exported
Bl TESTMACHINEDZ
TESTMACHINEDS
; TestGroupl2 v =l TestGroupOd3
21 TESTMACHINEDS v 1 TESTMACHINEDS EIJ!J?-.IJEI-EE 5216
TESTMACHINEDS 140144
TestGroupd CADocuments and
8l TESTMACHINEDS ings! inistrator AEL
5 v Settings\Application i':'_w _DE = 5216
: ~ 14:01:44
sataiMicrosoftidullookiPersonal
Folders pst

4 | _rﬁl

e &l | iy Errors and Warnings Only Print Report Exqpoxt Rieport |

Screenshot 109: GFI PST Exporter: export report
To view report click Reports Node.

You can also print the report or export it in HTML format.

End-user machines processing details

Besides the export report, you can also view details about processed PST files for each end-user
machine.

1. From the GFI PST Exporter navigation pane select the Computer Groups node.
2. Expand the appropriate computer group to list all end-user machines

3. Select the end-user machine sub-node for which to display details.
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Screenshot 110: GFI PST Exporter: processing logs

4. To view reports for the selected machine in the viewing pane:

# Click the Logs tab to view a list of export jobs. Double-click a job to view more details for that

particular job.

# Click the PST tab to view a list of PST files that were processed. Information displayed includes
PST file location, process success/failure, and number of emails exported.

@) vote

B
To re-export emails from a PST file, select a PST file and click the re-export button
. Exercise caution when doing this, as it may result in duplicate emails being archived.

9.3.9 Adding imported emails to the GFI MailArchiver archive stores

The extracted emails are saved in the pickup folder specified in the general settings of GFI PST

Exporter. To import the exported emails into a GFI MailArchiver archive store, place the exported
emails in the GFI MailArchiver Import Service pickup folder by:
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# Choosing the GFI MailArchiver Import Service pickup folder as the destination folder in the gen-
eral settings of GFI PST Exporter, or

# |If emails are already exported, manually move the emails to the pickup folder.
Emails in the GFI MailArchiver Import Service pickup folder are processed as follows:
= Emails are placed in the queue folder so that they can be placed in the appropriate archive store.

# If an email in the pickup folder has a date that does not fit the date range of any of the archive
stores configured, GFI MailArchiver will automatically create a new Archive Store.

# The Import Service will retry to upload Failed emails and notifications are sent on the progress of
the failed emails.

The default paths of these folders are:
= Pickup folder: <GFl MailArchiver Installation Path>\MAIS\Pickup
#» Queue folder: <GFI MailArchiver Installation Path>\MAIS\Queue

9.4 Export emails from GFI MailArchiver Archive Stores

The GFI MailArchiver OneClick Restore feature enables you to restore individual emails to an email
address you define. If you however want to export or restore more than one email at a time, use the
GFI MailArchiver Import Export Tool. Through this tool, you can connect to a GFl MailArchiver
installation, search for emails to export and export all of the emails in one go using the following
options:

# Restore to a specific email address
# Download to a folder on disk in .eml or .msg format
# Download to a PST file.

The export feature in the GFI MailArchiver Import Export Tool is useful to export a set of emails that
match specific search criteria, for example, to provide emails to satisfy a litigation support request.

) NoTE

The export process exports a copy of the emails and does not remove the original emails
from the Archive Stores.

9.4.1 Exporting Emails
1. Navigate to Start > Programs > GFI MailArchiver > GFI MailArchiver Import Export Tool.

2. From the Export Data from GFI MailArchiver area, click Download emails from GFI MailArchiver.
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@ GFI MailArchiver Import Export Utility l = X |

Connectto a GFI MailArchiver Installation

Login Credentials

GF1 MailArchiver URL: A
e.q. http:/Aocalhost/Mail Archiver

@ Login as cument user

lse other credentials

Mote: Make sure that the supplied credentials have access to the emails to expaort.

Cancel

%,

Screenshot 111: Email Export: Connecting to GFI MailArchiver

3. In the Login Credentials area:
= |n the GFI MailArchiver URL field specify the URL used to connect to GFI MailArchiver.

# Select Login as Current User to login using the credentials of the logged on user or select Use
Other Credentials to login using another username and password.

# Click Verify Connection to confirm that a connection can be established to the GFI MailArchiver
URL using the specified credentials.

4. Click Next to continue.
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Screenshot 112: Email Export: Search options

5. Select the type of search from the following options:

OPTION DESCRIPTION

Entire mailbox Search for all emails in a particular mailbox.

Emails containing specific  Search for emails that include particular words in subject, body and/or attachment.
words

Emails with specific search Search for emails stored in a particular Archive Store, in a particular mailbox or emails
criteria that contain a particular tag.

6. Click Next to continue.

7. Depending on the type of search selected in the previous step, specify the search criteria as
follows:

Table 81: Email export search criteria

TYPE OF SEARCH CRITERIA
SEARCH

Entire mail- Mailbox Search
box #  All emails in mailbox - Click ... button and add the mailbox to search all containing emails.

* Retrieve only the first 5000 emails - Search returns only the first 5000 emails that match search
criteria.
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TYPE OF SEARCH CRITERIA
SEARCH

Emails con- Simple Search

taining spe- =

cific words
i

=

e

GFI MailArchiver

Look for - Key in terms to search in emails’ subject and body.
Search in Attachments - check this option to include attachments when searching.

Return only the first 5000 occurrences - Search returns only the first 5000 emails that match
search criteria.

Only in mailbox(es) - Search only in particular mailboxes. Click ... button to specify the mailbox to
search in.
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TYPE OF SEARCH CRITERIA
SEARCH

Emails Advanced Search
with spe- # Search in all Archive Stores

cific search

criteria # Restrict search on particular Archive Stores - Run search through specific Archive Stores. Click
hyperlink to select the Archive Stores to search in.

* Search in mailbox(es) - Check this option to search for emails in specific mailboxes. Click ... button
to select the mailboxes to search in.

# Retrieve only the first 5000 occurrences - Search returns only the first 5000 emails that match
search criteria.

* Query Criteria - select the search criteria and specify the condition from the drop-down list. Click 5=
to add more criteria. Available conditions are:

Subject - Search for emails having a specific subject.

Sender - Specify the email address or Active Directory® display name of the email sender for
which to search emails.

Recipient - Specify the email address or Active Directory® display name of the email recipient for
which to search emails.

Sent Date - Search for emails sent before, after or exactly on a specific date. Key in or select a
date, and select Is before, Is after or Is exactly.

Received Date - Search for emails received before, after or exactly on a specific date. Key in or
select a date, and select Is before, Is after or Is exactly.

Size (KB) - Search for emails that are bigger, smaller or equal to a particular size. Key in a size
and select Is greater than, Is smaller than and Is exactly.

Message ID - Search using the ‘Message ID’ field contained in the email header. Key in or paste
the message ID of the email to find.

Whole Email - Search for emails that have some specific content anywhere in the email (includ-
ing the body, headers and attachments).

Body - Search for emails that have some specific content in the body.

Attachment - Search for emails that have some specific content anywhere in the attachment.
Folder - Search for emails contained in a specific mailbox folder.

Folder/Subfolders - Search for emails contained in a specific subfolder within a mailbox folder.
Personal Label - Search for emails labeled with a specific label.

Global Label - Search for emails labeled with a global label.

Classification Label - Search for emails labeled with a classification label.

SPAM Tag - Search for emails classified as SPAM.

Contains document - Search for emails with attachments of the following file types: .txt, .rtf,
.htm, .html, .xml, .zip, .pdf, .msg, .doc, .xls, .ppt, .docx, .xlsx, .pptx, .wpd, .wpf, .sxc, .sxd, .sxi,
.SXW, .sxg, .stc, .sti, .stw, .stm, .odt, .ott, .odg, .otg, .odp, .otp, .ods, .ots, .odf, .eml, .mht, .xps,
.Zip.

uNOTE

Click ¥ displayed next to a search condition to remove it.

8. Click Find to show all matching emails. To export the returned emails click Next.
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() NOTE

After you perform a search, you might need to review particular emails from the result
set to check that they actually contain what you are looking for. Double-click on the
email to view. The GFI MailArchiver Bulk Export tool loads the email in a separate
window.

If‘-.':_:f_’_‘.IEFI MailAdrchiver Import Export Utility — =

Export and Download Dptions

O ptions

Select an export option for your email results

{* Restare to the following email address:

* Send emails az Separate Attachments

" Send emails az Original

" Download to path: |

=
o~

e
g I

[ Tell me more...

Back | Cancel

Screenshot 113: Email Export: Export options

9. Select how to export the emails:

Table 82: Email export options

EXPORT OPTION CONFIGURATION

Restore to the following Select this option to export emails to a mailbox. Specify the email address and select the
email address method how to send the emails:

¥ Send emails as separate attachments

# Send emails as original

Download to path Export emails to a location on disk. Key in the path or click Browse to select the folder
where to export the emails. Select the format how to export the emails in .eml or .msg
format.
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EXPORT OPTION CONFIGURATION

Download to PST Export emails to a Microsoft Outlook® PST file. Key in the path or click Browse to select the
pst file where to export the emails. To maintain the folder structure of exported emails,
check Retain folder structure.

10. Click Next to start the export process.

11. When the export process completes, click Finish.

@ notE

The duration of the export process depends on the amount of emails to export.
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10 Restoring Mailboxes

GFI MailArchiver provides you with the facility to restore emails archived within GFI MailArchiver
Archive Stores to a Mailbox in Microsoft® Exchange Server. Using the GFI MailArchiver Mailbox Restore
feature enables you to restore, for example, emails for deleted mailboxes.

10.1 Restore a mailbox

1. Launch the GFI MailArchiver Mailbox Restore utility from the GFI MailArchiver program group (GFI
MailArchiver > Mailbox Restore).

GFI MailArchiver

l Restare fram b ailbos: j

% Al Messages

H " Meszages from: I Saturday , May 24,2 |

I Tuesday . Mapy 24, 2;'

Help: To b ailbos: I

Required Permizsions

Fiezstoring a b ailbox Ctart | [Eance |

Ready |

Screenshot 114: Restore mailbox utility
2. Select a mailbox to restore from the Restore from Mailbox field.

3. Select All messages to restore all messages or specify a ‘Date from’ and a ‘Date to’ to restore a
specific date range.

4. Key in the mailbox to restore emails to in the To mailbox field.

5. Click Start to start the mailbox restore process.
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The GFI MailArchiver Mailbox Restore utility require the following rights for the user
under which this utility is running:

# Access to the emails in GFI MailArchiver (Source)
» Read/write access to the Microsoft® Exchange Server mailbox (destination);
= Executable rights on the server where GFI MailArchiver is installed.

For further information, refer to:

http://go.gfi.com/?pageid=MAR_MailboxRestorePermissions
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11 Troubleshooting

Troubleshooting and supportintroductionThis chapter explains how to resolve any issues encountered
during installation of GFI MailArchiver. The main sources of information available to solve these issues
are:This manual - most issues can be solved through the information in this section.GFI Knowledge
Base articlesWeb forumContacting GFl Technical Support

11.1 GFI SkyNet

GFIl maintains a comprehensive knowledge base repository, which includes answers to the most
common problems. GFI SkyNet always has the most up-to-date listing of technical support questions
and patches. In case that the information in this guide does not solve your problems, next refer to GFl
SkyNet by visiting: http://kb.gfi.com/.

11.2 Web Forum

User to user technical support is available via the GFl web forum. Access the web forum by visiting:
http://forums.gfi.com/.

11.3 Request technical support

If none of the resources listed above enable you to solve your issues, contact the GFl Technical
Support team by filling in an online support request form or by phone.

= Online: Fill out the support request form and follow the instructions on this page closely to sub-
mit your support request on: http://support.gfi.com/supportrequestform.asp

= Phone: To obtain the correct technical support phone number for your region visit:
http://www.gfi.com/company/contact.htm

) NotE

Before contacting Technical Support, have your Customer ID available. Your Customer
ID is the online account number that is assigned to you when first registering your
license keys in the GFI Customer Area at: http://customers.gfi.com.

We will answer your query within 24 hours or less, depending on your time zone.

11.4 Documentation

If this manual does not satisfy your expectations, or if you think that this documentation can be
improved in any way, let us know via email on: documentation@gfi.com.
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11.5 Installation problems

Table 83: Installation problems

One of the following error messages is
displayed while installing GFl MailArchiver:

# Error 1720. There is a problem with this
Windows® Installer package. A script
required for this install to complete
could not be run. Contact your support
personnel or package vendor.

# Setup failed to launch installation
engine: Access is denied.

* Error installing Ikernel.exe, access is
denied.

GFI MailArchiver

1. Disable real-time scanning of anti-virus products or any other software
scanning your machine real-time.

2. Ensure that you do not have any software that automatically removes
files from the TEMP directory.

3. Log in the machine with the Domain Administrator account.

4. Download and install the latest version of Windows® Scripting Host &
Windows Installer for your Windows Operating System from:

http://www.microsoft.com/downloads/

5. Ensure that the following Windows® technologies are installed
correctly and not corrupt:

*  Windows® Management Instrumentation (WMI)

#  Windows® Installer
#  Microsoft .Net Framework
* Microsoft Data Access Components (MDAC)

6. Ensure that the following system libraries located at
<Windows\System32> are correctly registered:

#  Oleaut32.dll

# urlmon.dll

#  ole32.dll

#  Actxprxy.dll

# Scrrun.dll

#  Browseui.dll

#  Mshtml.dll

# Shdocvw.dll

#  Shell32.dll
To register a library with the operating system, perform the following
steps:
1. Click Start and select Run

2. Key in cmd.exe and click Enter.

3. Key in ‘regsvr32 <path & filename of dll>’ Example: ‘regsvr32
c:\windows\system32\urlmon.dll’

4. Place the installation file in a temporary directory (Example C:\temp)
on the machine where you are installing the GFl product.

5. Also, check the Distributed Component Object Model (DCOM)
permissions as explained in:
http://support.microsoft.com/default.aspx?scid=kb;en-us;295278
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During installation, the following error is
displayed:
#  The wizard was interrupted before GFI
MailArchiver could be completely
installed.

* Your system has not been modified. To
complete installation at another time,
please run setup again.

* The wizard was interrupted before GFI
MailArchiver could be completely
installed.

11.6 General Issues

Table 84: General issues

Cause:
Windows Scripting Host (WSH) is outdated or corrupted.
Solution:

Install latest version of Windows® Scripting Host (WSH) and reboot the
machine. WSH can be downloaded from:

http://www.microsoft.com/en-us/download/details.aspx?id=8247

GFI MailArchiver fails to authenticate users on load- Cause:

ing web interface in Windows® Server 2008.

Problem caused by use of Forms Authentication and Http errors
module installation in 1S®7.

Solution 1:Uninstall HTTP Errors module.

Solution 2:Remove HTTP errors from GFl MailArchiver virtual
directory:

1. Unlock the Custom Errors Module from the server.

a. From 1IS® Manager, select the server.

b. Double click Modules icon and select
CustomErrorModule.

c. Click Unlock from Actions pane.

2. Remove Custom Error Module from the GFI MailArchiver virtual
directory.

a. Select the GFIl MailArchiver virtual directory
b. Select CustomErrorModule

c. Click Remove from Actions pane and YES to
confirm.

Blank page/HTML code/instructions to download Cause:

aspx is displayed in browser on loading GFl Mai-
lArchiver

GFI MailArchiver

ASP.NET® not registered with 1IS® Web Server.
Solution:
Register ASP.NET®:
1. From Command Prompt, change directory as follows:
#  32-bit machines: <Win-
dowsDir>\Microsoft.NET\Framework\<version number>\

* For 64-bit machines change to: <Win-
dowsDir\Microsoft.NET\Frameworké4\<version number>\

2.Keyin ‘aspnet regiis.exe -i’and press Enter.

11 Troubleshooting | 217


http://www.microsoft.com/en-us/download/details.aspx?id=8247
http://www.microsoft.com/en-us/download/details.aspx?id=8247

GFI MailArchiver fails to authenticate when loading  Cause:

the web interface: Error 401. This error occurs when the 1IS® authentication method is not
configured correctly on the GFI MailArchiver server.

Solution:

Verify the IIS® authentication method used.

Is® 6

1. Navigate to Start > Programs > Administrative Tools >
Internet Information Services (IIS®) Manager.

2. Expand <web server name> > Web Sites > Default Web Site,
right click MailArchiver and select Properties.

3. Select Directory Security tab and under Authentication and
access control, click Edit.

4. Check the Enable anonymous access check box.

5. In the Authenticated access area, select the authentication
method to use. Integrated Windows authentication is
recommended.

6. Click OK twice and close Internet Information Services (/IS®)
Manager.

s® 7
1. Navigate to Start > Programs > Administrative Tools >
Internet Information Services (IIS®) Manager.

2. Expand <web server name> > Sites > Default Web Site and
select MailArchiver.

3. In the Features view, double click Authentication.

4. Click Anonymous Authentication and from the right pane
select Enable.

5. Select the authentication method to use and from the right
pane click Enable. Windows Authentication is recommended.

6. Close Internet Information Services (IIS®) Manager.
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GFI MailArchiver fails to authenticate when loading
the web interface: Error 4000.

GFI MailArchiver

Cause:

This error occurs when another application is installed on the GFI
MailArchiver server, which may be using the same ports required
by GFI MailArchiver.

Solution:

Verify that the default ports used by GFI MailArchiver are not
used by other software:

1. In GFI MailArchiver server, launch Command Prompt.

2. In the command line, type netstat -abn
>C:\netstat.txt. A text file named netstat.txt is created in
C:\.

3. Open netstat.txt and locate the following entries under Proto
column:

# TCP 0.0.0.0: 8014 - [MArc.Core2.exe]
# TCP 0.0.0.0: 8017 - [MArc.Core.exe]

# TCP 0.0.0.0: 8018 - [MArc.Store.exe]
# TCP 0.0.0.0: 8019 - [MArc.Search.exe]
# TCP 0.0.0.0: 8020 - [MArc.MAIS.exe]

If any of the ports do not correspond with the executable files,
the GFI MailArchiver executable file must be configured to use a
different port. To change a default port:

1. Navigate to Start > Run and type services.msc.
2. Stop all GFI MailArchiver services.

3. Navigate to the GFl MailArchiver installation folder and backup
the following files:

# _\Core\bin\MArc.Core.Remoting.exe.config

# _\Core\bin\MArc.UMPolling.ExPolling.exe.config
# _\Core2\bin\Marc.Core2.exe.config

# _\Core2\bin\Marc.Core2.Remoting.exe.config

# _\Mais\bin\MArc.MAIS.Remoting.exe.config

# _\Mais\bin\MArc.MAIS.exe.config

# ,\Search\bin\MArc.Search.Remoting.exe.config
# ,\Search\bin\MArc.Search.exe.config

# _\Store\bin\MArc.Store.Remoting.exe.config

# _\Store\bin\MArc.Store.exe.config

# _\ASPNET\remoting.config

4. Open each .config file listed in step 3 in a text editor, search
for the port number to change and replace by a new port
number.

Example: Search for 8017 and replace by 8117.

. UNOTE: Ensure that the new port number is not used by any
other application.

5. When changes are made in a .config file, save the file with
encoding set to UTF-8.
6. Click Save to apply changes.

7. When all .config files are updated, restart the GFI MailArchiver
services stopped in step 2.

8. Repeat netstat test in command prompt to confirm that the

11 Troubleshooting | 219



When moving emails from the Sent Items folder of
the Microsoft® Exchange mailbox to another folder,
the move is not replicated in the folder structure of
GFI MailArchiver.

When opening emails or email attachments from the
GFI MailArchiver interface, one of the following
errors is encountered:
“*  AWeb filtering error specifying that the down-
loaded attachment is corrupted.

*  The downloaded attachment is opened in
Internet Explorer® instead of its default appli-
cation.

11.7 Import Export Problems

Table 85: Import Export problems

GFI MailArchiver is now using the new ports.
Cause:

This behavior occurs when Cached Exchange Mode is enabled in
the user’s Microsoft Outlook® account settings. For more
information about Cached Exchange Mode refer to:

http://go.gfi.com/?pageid=MAR_CachedExchangeMode
Solution:

Disable the Cached Exchange Mode from Microsoft Outlook® as
follows:

Microsoft Outlook® 2003
1. Navigate to Tools > E-mail Accounts.

2. Select View or change existing e-mail accounts and click
Next.

3. Select the Microsoft® Exchange Server mailbox account and
click Change.

4. Unselect Use Cached Exchange Mode and click Next.
5. Click OK and click Finish.

6. Restart Microsoft Outlook® to apply change.
Microsoft Outlook® 2007

1. Navigate to Tools > Account Settings.

2. In the E-mail tab, select the Microsoft® Exchange Server
mailbox account and click Change.

3. Unselect Use Cached Exchange Mode and click Next.
4. Click OK and click Finish.
5. Restart Microsoft Outlook® to apply change.

NOTE: This solution applies only to emails which are
archived after Cached Exchange Mode is disabled.

Cause:

This may occur when a web filtering tool is installed between GFI
MailArchiver server and GFl MailArchiver Outlook Connector, and
is blocking HTTP requests.

Solution:

Configure the web filtering tool to allow all HTTP traffic
generated from GFl MailArchiver server. Ensure that the GFI
MailArchiver server’s IP address, NETBIOS name or DNS name are
not blocked by the web filter.

For more information, refer to:

http://go.gfi.com/?pageid=MAR_WebFiltering

1. Importing/exporting displays: “The GFI Cause:

MailArchiver Import Service is not running”  The GFI MailArchiver Import Service is stopped.
Solution:
Ensure that the GFl MailArchiver Import Service is started:
1. Select Start > Run, key in ‘services.msc’ and click Enter.

2. Ensure that the ‘GFl MailArchiver Import Service’ is started. In case it is
not, right click it and select Start.

GFI MailArchiver
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2. Importing/exporting displays: “Export Cause:

processes paused since no databases are No databases are configured in the GFI MailArchiver Import Service
configured for the GFl MailArchiver Import Configuration.

Service” Solution:

Ensure that the GFl MailArchiver Archive store configured within the GFI
MailArchiver Import Service is not a Read-Only archive Store:

1. From GFl MailArchiver, select Archive Stores node.
2. Click Edit Settings Icon next to the Archive store configured in the GFI
MailArchiver Import Service.

3. Ensure that the Do not allow further archiving into this archive store
is not enabled.

3. Importing/exporting displays: “The Cause:

number of files in the process queue is GFI MailArchiver is not able to archive emails in the databases. This
growing large. Export Pl oo have bgen results in emails backing up in the <\GFI\MailArchiver\MAIS\Pickup> folder.
paused to give some time to the GFI Mai- When the amount of emails in this folder reaches 300, the GFI PST Export
lArchiver Import Service to process the tool is instructed to pause.

email backlog.” Solution:

Check if there are more than 300 files in the
<\GFI\MailArchiver\MAIS\Pickup> folder. If there are, this might indicate
that emails are not being uploaded to Archive Store.

1. Ensure that the GFl MailArchiver directory is excluded from real-time
backup and/or virus scanning software.

2. Ensure that GFl MailArchiver has a stable connection to the database
and that it has enough resources to cope with the load.

3. For SQL Server® databases, set the auto-growth settings of both the
data and the transaction log files to a fixed value in megabytes, instead of
a percentage value. Recommended values are 10 Mb for the Transaction
Logs and 100 MB for the Data Files. Also, ensure that the Maximum file size
option for both data and transaction files is left to ‘Unrestricted file
growth’.

4. Ensure that there is enough disk space on the server where the GFI
MailArchiver Import Service is running.
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4. Importing/exporting displays: “A large Cause 1:
number of emails have a date that does not  There are no databases configured in the GFI MailArchiver Import Service
match any of the date ranges covered by Configuration that cover the date of some emails. Such emails cannot be
the databases configured. Export processes  stored in any database, and will be stored in the
suspended indefinitely. Please check the  «\GFI\MailArchiver\MAIS\Unclassified> folder. When the amount of emails
manual for troubleshooting” in this folder reaches 500, the email extraction wizard is instructed to
pause.
Solution 1:
Navigate to the ‘Unclassified’ folder.
* If any emails in the folder do not need to be archived, you can
delete these emails. GFI MailArchiver Import Service will auto-
matically resume with the processing of other emails.

* If any emails in the folder need to be archived:

1. Determine the date range of the unclassified emails.

-dNOTE: To determine the exact date of the email,
open the .eml file in the ‘Unclassified’ folder, and see
the email header.

2. Maodify the GFI MailArchiver Import Service Configuration
archive stores’ date ranges, or create a new archive store
that covers the date range.

-dNOTE: For instructions on how to set the dates of the
archive stores, refer to the section Configure the GFI
MailArchiver Import Service in the appropriate
scenario of Import and Export Emails chapter in this
manual.

3. Move emails located in the Unclassified folder to the
<\GFN\MailArchiver\MAIS\Queue> folder.

4. The Import Service will automatically proceed with
archiving the emails.

-dNOTE: For more information and instructions about
emails in the Unclassified folder, refer to the
Unclassified emails chapter in one of the appropriate
scenarios described in the Import and Export Emails
chapter in this manual.

For more information on this solution refer to:
http://go.gfi.com/?pageid=MAR_ImportExportDateRange
Cause 2:

Spam emails are often sent with corrupt mail headers, making it
impossible for the GFI MailArchiver Import Service to determine the date
received for such emails. These emails will be found in the ‘Unclassified’
folder, with an incorrect date.

Solution 2:
It is recommended to delete such emails from the ‘Unclassified’ folder.

5. When exporting PST files, the following Cause:

error is displayed: “Either there is no To export emails from a PST file using the GFI PST-Exchange Email Export

default mail client or the current mail tool Microsoft Outlook® version 2003 or higher must be installed on the
client cannot fulfil the messaging request.  same machine.

Please run Microsoft Outlook® and set it as

Solution:
the default mail client”

Install Microsoft® Office version 2003 or higher.
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6. When using the GFI MailArchiver PST-
Exchange Email Export the following errors
are displayed: “Mailbox could not be
opened using current credentials.” “Access
is denied.” “Failed to enumerate folders.”
“The mailbox selected cannot be accessed.
Please check your credentials.”

11.8 Outlook® Connector Issues

Table 86: Outlook® connector issues

Cause:

The GFl MailArchiver PST-Exchange Email Export tool uses the credentials
of the logged-on user when run on the Microsoft® Exchange Server
machine directly. When the GFl MailArchiver PST-Exchange Email Export
tool is run on a machine that is not the Microsoft Exchange server
machine, you need to specify a username and password. In both cases,
this account needs to have ‘SendAs’ and ‘ReceiveAs’ permissions on the
mailboxes from which emails are to be extracted.

Solution:

Refer to: http://go.gfi.com/?pageid=MAR_ImportExportCredentials for
detailed instructions on how to solve this issue.

st | Descrpon

GFI MailArchiver Outlook Connector shows a
warning sign in Microsoft Outlook® right after
installation

GFI MailArchiver Outlook Connector syn-
chronizes and keeps only the last 365 days
worth of emails.

GFI MailArchiver search page does not appear

Cause:

This behavior is normal. Once you install the GFI MailArchiver Outlook
Connector, it would need to synchronize the emails with GFI
MailArchiver.

Cause:

By default GFI MailArchiver Outlook Connector only synchronizes and
keeps the last 365 days worth of emails.

Solution:

Default behavior can be modified by changing a special key in the
GeneralSettings.xml configuration file:

1. Close Microsoft Outlook®, navigate to:
#  Windows® XP and earlier:

<c:\Documents and Settings\user\Local Settings\Application
Data\GFI\MailArchiver 6\>

*  Windows® Vista:

<c:\Users\userA\AppData\Local\GFI\MailArchiver 6\>
2. Open GeneralSettings.xml file using a text editor.

3. Locate the SynchronizeDaysSpan element and change the value
from 365 (default) to the number of days worth of emails to see in the
Outlook® Connector. Example: To view the last 5 years worth of emails
set the line as: <SynchronizeDaysSpan>1826</SynchronizeDaysSpan>
4. Save and close the GeneralSettings.xml file.

5. Delete the local cache from the same directory. This is normally a
long number with FDB extension. If you are not sure which one to
delete, open the StoreSettings.xml and locate the Store ID attributed
with the user whose cache you want to affect.

6. Open Microsoft Outlook® and synchronize GFI MailArchiver Outlook
Connector with GFI MailArchiver to enable changes.

Delete this text and replace it with your own content.
Cause:

in the Search folder in Microsoft Outlook® 2007  |n Microsoft Outlook® 2007, the home page setting is disabled for non-

GFI MailArchiver

default stores. The GFl MailArchiver Mailbox is a non-default store, and
is therefore affected by this policy.

Solution:

Refer to the Microsoft KBase below for more details on how to solve
this issue:

http://support.microsoft.com/kb/923933
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One of the following issues is encountered: »
Cannot enable Offline Access from the set-
tings dialog » Cannot set the number of days
for Offline Access greater than a particular
number

GFI MailArchiver Outlook Connector is not syn-
chronizing with GFI MailArchiver.

Synchronization errors: HTTP Errors

Synchronization errors: HTTP Error 500

Synchronization errors: GFl MailArchiver con-
nection timeout

GFI MailArchiver

Possible cause

The offline access settings are automatically configured by the system
administrator or the feature is disabled by the system administrator.

Possible solution
Consult these issues with your system administrator.
Cause 1:

No connection between the client machine and the GFl MailArchiver
server.

Solution 1:

Check with your system administrator to confirm the URL of GFI
MailArchiver. This can be modified from the GFl MailArchiver Outlook
Connector settings dialog.

Cause 2:
GFI MailArchiver Outlook Connector is disabled
Solution 2:
Enable GFI MailArchiver Outlook Connector from Start > Programs >
GFI MailArchiver Outlook Connector > Enable Outlook Connector
and restart Microsoft Outlook®.
Possible cause:
HTTP errors are due to network configuration issues.
Possible solution:
For more information refer to:
* http://support.microsoft.com/kb/324069

#* http://msdn.microsoft.com/en-us/library/ms524996.aspx

* http://support.microsoft.com/kb/907273
Possible cause:
The GFI MailArchiver server is busy or inaccessible.
Possible solution:

Resynchronize the GFI MailArchiver Outlook Connector within a few
minutes.

Possible cause:

The GFI MailArchiver server is busy and failed to send the required
data in a specified time interval.

Possible solution:
Toincrease the timeout value:
1. Navigate to:
#  Windows® XP and earlier:
<c:\Documents and Settings\user\Local Settings\Application
Data\GFI\MailArchiveré\>
#  Windows® Vista:

<c:\Users\userA\AppData\Local\GFI\MailArchiver6\>
2. Open GeneralSettings.xml using a text editor.

3. Locate the TryConnectionTimeout element and increase the default
value of 120000.

4. Save and close GeneralSettings.xml.
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12 Glossary

A

Access privileges

Permissions granted to users or group of users to perform various operations on diverse
emails.

Active Directory

A technology that provides a variety of network services, including LDAP-like directory serv-
ices.

AD
See Active Directory

Archive Store management

A GFI MailArchiver technology that enables you to queue and schedule the archive stores to
use according to different time periods.

Archive Stores
A collection of email sources, email metadata and search indexes within GFI MailArchiver

C

Categorization policies

A categorization system within GFI MailArchiver that enables the categorization of email
according to its label.

Conversation thread
A list of emails forming a conversation between two or more users.

Database Activity Auditing

A system that uses the tracing capabilities of Microsoft SQL server to record all activity within
an archive database.

Database schema

The structure of a database that defines the tables, the fields in such tables and the rela-
tionship between fields and tables.

Exchange OLE DB provider

A method used to access the local Microsoft Exchange Server store by using OLE DB and Micro-
soft ADO.
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Exchange System manager
A specialized MMC console that enables you to manage your Exchange organization.

ExOLEDB
See Exchange OLE DB provider

Firebird database
An open source relational database system.

G

GFI MailArchiver Import Service
A GFI MailArchiver tool that imports email data from file to the GFI MailArchiver.

GFI MailArchiver Outlook Connector

A GFI MailArchiver tool that enables you to synchronize Microsoft Outlook folders with the
email data archived by GFI MailArchiver.

GF1 Maillnsights

A reporting facility within GFI MailArchiver that leverages archived emails to deliver infor-
mation related to email usage and trends.

GPO
See Group Policy Objects

Group Managers

A user group within GFI MailArchiver that members can browse and search through all users
forming part of their Active Directory group.

Group Policy Objects

An Active Directory centralized management and configuration system that controls what
users can and cannot do on a computer network.

H

Headers

Information that precedes the email text (body). This includes the sender, recipient, subject,
sending and receiving time stamps, etc.

IMAP
See Internet Message Access Protocol
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Internet Message Access Protocol

One of the two most commonly used Internet standard protocols for e-mail retrieval, the
other being POP3.

J
Journaling
A Microsoft Exchange Server feature which stores email copies in a central mailbox for various
purposes, incl. mail archiving.
M

Mailbox
A directory or folder used for receipt, filing, and storing messages of emails.

Mailbox folder structure retrieval

A GFI MailArchiver feature that enables you to synchronize the mailbox folder structure in
Microsoft Exchange with GFI MailArchiver

MAIS
See GFI MailArchiver Import Service

MAPI
See Message Application Programming Interface

Message Application Programming Interface
A messaging architecture and a Component Object Model based API for Microsoft Windows.

Metadata
Data that provides information about email archived within GFI MailArchiver.

Microsoft SQL Server
A Microsoft relational database management system.

MIME
See Multipurpose Internet Mail Extensions

Mixed authentication mode

An SQL server authentication method that enables both Windows and SQL Server authen-
tication.

Multipurpose Internet Mail Extensions

A standard that extends the format of e-mail to support text other than ASCIl, non-text
attachments, message bodies with multiple parts and header information in non-ASCIl char-
acter sets.
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o

OneClick Restore

A user-friendly method of restoring archived emails to the user s inbox and either restores
emails as it was at the time of deletion or sends it to user as an email attachment.

Outlook Web Access

Microsoft Exchange Server s webmail service. Used to access email, contacts, tasks, etc.
using a web interface when Microsoft Office Outlook is unavailable.

OWA
See Outlook Web Access

POP3
See Post Office Protocol ver.3

Post Office Protocol 3

A protocol used by local email clients to retrieve emails from mailboxes over a TCP/IP con-
nection.

PST exporter

An agent-based tool that once deployed on the target computers, extracts emails from PST
files for processing by the GFI MailArchiver Import Service.

PST file

A file used to store local copies of email, calendar events, contacts and other items within
Microsoft Office Outlook.

Public folders
A common folder shared between Microsoft Exchange a user, which enables information shar-
ing.

R

Retention Policies

A system that enables you to control for how long to keep specific emails in your archive
stores.

Search index

A system that collects parses and stores data to enable fast and accurate information
retrieval.
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User interaction auditing

A system that enables you to record all users activity while they are using the GFI Mai-
Archiver web interface.
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13 Appendix 1 - Journal Mailbox Manual Operations

13.1 Create a Journal Mailbox in Microsoft® Exchange Server 2000/2003

13.1.1 Step 1: Create a New Journaling Mailbox.

1. Select Start > Programs > Microsoft Exchange > Active Directory Users and Computers.

# Active Directory Users and Computers =]

l',_l| File  Action Miew indow  Help |-|5’|5|
¢ | BHE R XFHE R g Trg e
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#1-{&] Domain Control
H 8] Domain Controllers ﬁDnsUpdateF‘r... Security Group ... DMS clients who are permi...

FareignSecurityPrincipals
- ‘ ¥ F mDDmain Admins  Security @roup ... Designated administrators, .,

Delegate Contral... Domain Com,., Security Groop ... Al warkstations and serve. .,
Find, .. Domain Conk,..  Security Groop ... All domain contraollers in kb,
. Domain Guesks  Security Grooo .., All domain guestks
Computer all domain users
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New Window From Here II'IE'IOV';IPEVSDI'I. - Micrasaft Exchange Enter. .,
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Screenshot 115: Add new user in Microsoft® Exchange Server 2003

2. Expand the domain to archive emails from, right-click Users node and select New > User.
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Mew Object - User

g Create i wesch2k31.local/Users

Eirzt name: Iin:nurnal Initials: I
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Lzer logon name:

fiomal | @venchzkat local

Idzer logon name [pre-twindowves 2000];

IUEKEH 2631 Iiu:uurnal

< Back I Mest > I

Cancel |

Screenshot 116: New Object - User dialog

3. Key in a relevant ‘User logon name’ (For example journal), fill in other new user details, and click

Next.

Mew Object - User

g Create in:

vexchZkal local/Uzers

X

Pazsword: Ii'liiiiiiii'

Caonfirm pazsward; I--u---- sena

[ User must change password at nest lagon
¥ Uger cannct change pazswaord
v Password never expires

[T Account is dizabled

< Back I Mest = I

Cancel

Screenshot 117: Add a password

4. Key in a password, unselect user must change password at next logon option and enable user
cannot change password and password never expires options. Click Next to continue setup.
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Ensure that the password keyed in meets the password complexity requirements setup
for your Active Directory® users.

5. Click Next and review the new user details. Click Finish to create new user.
13.1.2 Step 2: Configure Email Archival to Journaling Mailbox

1. Select Start > Programs > Microsoft Exchange > System Manager.

& Exchange System Manager =10 x|
'55 File  Action Miew indow  Help _|E|5|
e | @Al BXTFDE| 2

5’5 Firsk Crganization (Exchange) Mailbox Store (WEKIERTHL)

G- Global Settings Marme |

B+ Recipients Bl Logons

E-L Servers [ Mailboxes

A Full-Text Indexing

Disrnount Skore

-3 Protocols Create Full-Text Index
-3 Connectors Shark Incremental Population
Eﬂ|_.‘ Tools Stark FQ" PDpUlatiDn
[~ Folders Pause Population
Stap Population
&l Tasks L
Wi k

Mew Mindow From Here

Cut

Copy
Delete
Rename
Refresh
Expork Lisk...

Properties

|D|:uens properky sheet For the current selection. Help |

Screenshot 118: Mailbox store node properties

2. Expand Servers > <Your Server name> > Storage group, right click Mailbox Store node and select
Properties.
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Mailbox Store {WINZK3IENTSYR) Properties [ 2] |

Dretailz I Palicies I Security I
General I Database I Lirnitz I Full-Test Indexing

Gﬂ Mailbox Store [WIN2EIENTSVR]

Default public =tore;

Browsze. ..

Dffline addrezs list:

IDefauIt Offline Address List Browsze. ..

¥ Aichive all messages sent or received by mailboxes on this store

Iiu:uurnal Browse. ..

J

¥ Clients support 5/MIME signatures

[ Dizplay plain text messages in a fixed-sized font

2k, I Cancel Spply Help

Screenshot 119: Enabling journaling on a Microsoft® Exchange Server mailbox store

3. From the General tab, select Archive all messages sent or received by mailboxes on this store
check box and click Browse button.

4. Select the journaling mailbox name you created in step one, for example ‘journal’, and click OK.

5. Close the Mailbox Store Properties dialog and the Exchange System Manager Management
console.

13.1.3 Step 3: Enable BCC Information Journaling

IMPORTANT

It is highly recommended that you DO NOT enable this option but enable envelope
journaling instead. Envelope journaling journals all the header information, not just the
BCC data. For more information on envelope journaling refer to Step 4: Enable Envelope

Journaling

On Microsoft® Exchange Server 2000 and Microsoft® Exchange Server 2003 systems, BCC information
is not by default included in the journaled message. To enable BCC information journaling:

For Microsoft® Exchange Server 2000 only
1. Install hot fix available from:
http://support.microsoft.com/?kbid=810999

For both Microsoft® Exchange Server 2000 and Microsoft® Exchange Server 2003.

1. From command prompt, type regedit.exe
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2. Add the following registry key:

HKEY LOCAL
MACHINE\System\CurrentControlSet\Services\MSExchangeTransport\Parameters

3. Add the following registry key and values:

HKEY LOCAL_
MACHINE\System\CurrentControlSet\Services\MSExchangeTransport\Parameters\

#  Key name: JournalBCC
# Data type: Dword
# Data value: 1

4. Close Registry editor and from command prompt type services.msc. Restart Simple Mail
Transport Protocol and the Information Store services.

13.1.4 Step 4: Enable Envelope Journaling

Envelope Journaling enables the archival of email header information and can be switched on using:
> Microsoft® Exchange Server Email Journaling Advanced Configuration (exejcfg.exe), or

= ADSI Editor Management console.

Using the exejcfg.exe tool

1. Download the exejcfg.exe tool from:

http://www.microsoft.com/downloads/details.aspx?familyid=E7F73F10-7933-40F 3-BO7E-
EBF38DF3400D&displaylang=en

2. From the command prompt, navigate to the folder in which you copied the exejcfg.exe tool.

3. Type exejcfg -e and press Enter.

) NotE

exejcfg -d disables Envelope Journaling for that organization.

Using the ADSI Editor

1. Locate the adsiedit .msc tool from the Windows® 2000 Server resource kit or the Windows®
2003 Server support tools.

2. From command prompt, navigate to the folder where adsiedit.msc is stored, type
adsiedit.msc and then press Enter.
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Screenshot 120: ADSI Edit

3. Expand ADSI Edit > Configuration > <CN=Configuration> > <CN=Services> > <CN=Microsoft

Exchange> node.

4. Right-click CN<your organization name> node and click Properties.
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Atribute Editor | Secuity |

¥ Show mandatory attibutes
¥ Show optional attributes

[ Show only attibutes that have values

Attributes;
Attribute | Syntax | " alue :I
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Screenshot 121: Heuristics attribute

5. Select heuristics attribute from the Attributes list and click Edit.

Integer Attribute Editor Ed |

Attribute; heurnstics

Walue:
|512

Clear | 0k, I Cancel

Screenshot 122: Editing the heuristics attribute value

6. Key in ‘512’ and click OK.
7. Click OK to save and close the ADSIEdit console.

) NoTE

A value of 512 enables Envelope Journaling, and a value of 0 disables Envelope
Journaling.

13.2 Disabling Journaling in Microsoft® Exchange Server 2000/2003

1. Select Start > Programs > Microsoft Exchange > System Manager.
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Screenshot 123: Mailbox store node properties

2. Expand Servers > <Your Server name> > Storage group, right click Mailbox Store node and select

Properties.
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Mailbox Store {WINZK3IENTSYR) Properties [ 2] |
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Screenshot 124: Enabling journaling on a Microsoft Exchange mailbox store

3. From the General tab, unselect the Archive all messages sent or received by mailboxes on this
store check box. Click OK to save settings.
13.3 Creating a Journaling Mailbox in Microsoft® Exchange Server 2007

Microsoft® Exchange Server 2007 supports two types of journaling:

» Standard journaling: Configure a Mailbox store that enables the recording of email in an organ-
ization. GFI MailArchiver can use Microsoft® Exchange Server journaling to centralize all the
emails in a single mailbox for archival. This type of journaling is also called per-mailbox database
journaling.

» Premium journaling: Only available with Microsoft® Exchange Enterprise client access license. It
enables an administrator to setup custom journaling rules such as:

* Archive only incoming emails
= Archive only outgoing emails
= Archive emails for a particular group.

GFI MailArchiver utilizes this type of journaling by detecting and displaying these rules in the Data
Sources Configuration Wizard.

Which journaling method shall | use?

Choose standard journaling to archive all emails (inbound and outbound) for all users in your
organization.
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Choose premium journaling if you want more control over the emails to archive (For example, only
for specific users or for inbound or outbound only).

@) vote

Premium journaling requires a Microsoft® Exchange Enterprise client access license.

13.3.1 Set up standard journaling

Step 1: Create a new journaling mailbox

1. Select Start > All Programs > Microsoft Exchange Server 2007 > Microsoft Exchange Management
Console.

2. Expand Recipient Configuration node and click on Mailbox node.
3. Select New Mailbox... from the Actions pane.
4. Select User Mailbox option and click Next.

5. Select New user option and click Next.

| .-.*:'_;J New Mailbox

1 Introduction Uszer Information
B Ussi Typs Enter the user name and account infiormation.
[ User Infoermation DOrganizational Lnit
1 Wailber Settings |test.local Users Browse...
l Hew Maibox First name: Inilighs: Last name:
- Complstion JJournaling | | Mailbax
Mame:

|Journaling Mailbox

Uzer logon name [User Princapal Mame):
|Journaling Mailbosx | @test.local |

Uzer logon name (pre-windows 2000)
IJDurnaIing Mailbox

Paszword LCanfimn pazswaarnd:

[ User must change password at nest lagon

beo | <Back || mNewt> |  concel

Screenshot 125: New user mailbox details

6. Key in the ‘User information’ details for the new user to which the new journaling mailbox will be
assigned and click Next.

7. Ensure that the mailbox settings are correct and click Next.
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8. Review the new mailbox summary for the new mailbox to create and click New.

Step 2: Configure standard journaling

1. Select Start > All Programs > Microsoft Exchange Server 2007 > Microsoft Exchange Management

Console.

E Exchange Management Console

Eile Action View Help

o=

e~ | Om 2m
£3 Microsoft Excharu;eﬂ Es Mailbox LA | Actions
=l-ass Organization Configuration [ -
4 Mailbox ¥ Create Fiker Mailbox
2
34 ﬁnt"ﬂccess Name - | Role e g
I3 Unified Messaging 0 RODIONGY Hub Transport, Client Access, Maibe | [£) Refresh
=l i Server Configuration P Hep
Sua Mailbox =
=2, Chent Access
L Hub Transport RODIONGS
= Unified Messaging o0 Manage Hu
, . Y h 4 . e
=] i, R?cpuert Configuration | | _I B ManogeQ
ea Maibox ., RODIONG4 2 objects
¥, Distribution Group Cal Enter Prod...
=2l Mail Contact Database Management I —
- l::‘a Dusconnected Mabox | ['Name Database Fie Path uC New storag...
o = = Fist Storage Group Properties
Malbosx D atabase
Mailbox Database
‘™ Move Data...
ﬂ Dismount D...
x Remove
Properties
@ Heb
« | »(Ld ' 2

Screenshot 126: Configuring a Mailbox Database

2. Expand Microsoft Exchange > Server Configuration > Mailbox node and click Properties from the

Actions pane.
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Mailbox Database 0185391717 Properties |

General | Limits | Chent Settings |

1 |Malbox Database
& |
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Databaze copy path:

Last full backup:

Last incremental backup:

Status: Mounted
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¥ Journal Recipient

farchive

Maintenance schedule:
| Run daily from 1:00 AM to 5:00 AM *|  Customize...

™ Do rot mount this database at start-up
I This database can be ovenwitten by a restore

|UKIEm&IgppI_-,IH&b

Screenshot 127: Mailbox Database properties

3. Select Journal Recipient option, click Browse, and select mailbox previously configured from the
Active Directory®.

4. Click OK to finalize setup.
13.3.2 Set up premium journaling

1. Select Start > All Programs > Microsoft Exchange Server 2007 > Microsoft Exchange Management
Console.
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Screenshot 128: Configuring Journaling rules

2. Expand Organization Configuration > Hub Transport node and select Journaling tab.

3. From the Actions tab and click on New Journaling Rule.
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Screenshot 129: Creating a new Journaling rule

4. Key in a name for the new rule and click Browse. Select the Journal e-mail address, preferably a
mailbox within the existing Microsoft® Exchange organization, from Active Directory®.

5. <Optional> Configure:

# Scope - Select whether to journal all email (Global), internal or external email.

= Journal e-mail for recipient - Select specific recipient(s) for which this journaling rule applies.

6. Ensure that the Enable Rule option is enabled and click New.

@ note

default.

In Microsoft® Exchange Server 2007, envelope journaling is automatically enabled by

13.4 Disabling standard journaling in Microsoft® Exchange Server 2007

1. Select Start > All Programs > Microsoft Exchange Server 2007 > Microsoft Exchange Management

Console.
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Screenshot 130: Configuring a Mailbox Database

2. Expand Microsoft Exchange > Server Configuration > Mailbox node and click Properties from the

Actions pane.
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Mailbox Database 0185391717 Properties
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Screenshot 131: Mailbox Database properties

2. Unselect Journal Recipient option.

3. Click OK to finalize setup.

13.4.1 Disable standard journaling from the Microsoft Exchange Management Shell

In the Microsoft® Exchange Server Management Shell, use the following syntax to disable a journaling

rule:

Set-MailboxDatabase <Mailbox Database> -JournalRecipient $Null

13.4.2 Disable premium journaling

1. Select Start > All Programs > Microsoft® Exchange Server 2007 > Microsoft Exchange

Management Console.
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Screenshot 132: Configuring Journaling rules

2. Expand Organization Configuration > Hub Transport node and select Journaling tab.

3. Right click the journal rule to remove, and click Remove.

4. Click Yes to confirm that you want to remove the journal rule.

13.4.3 Disable premium journaling from the Microsoft® Exchange Server Management Shell

In the Microsoft® Exchange Server Management Shell, use the following syntax to disable a journaling

rule:

Remove-JournalRule <journal rule name>

13.5 Create a Journal Mailbox in Microsoft® Exchange Server 2010

Microsoft® Exchange Server 2010 supports two types of journaling:

= Standard journaling: Configure a Mailbox store that enables the recording of email in an organ-
ization. GFI MailArchiver can use Microsoft® Exchange Server journaling to centralize all the

emails in a single mailbox for archival. This type of journaling is also called per-mailbox database

journaling.
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» Premium journaling: Only available with Microsoft® Exchange Enterprise client access license. It
enables an administrator to setup custom journaling rules such as:

= Archive only incoming emails

= Archive only outgoing emails

* Archive emails for a particular group.
GFI MailArchiver utilizes this type of journaling by detecting and displaying these rules in the Data
Sources Configuration Wizard.
Which journaling method shall | use?

Choose standard journaling to archive all emails (inbound and outbound) for all users in your
organization.

Choose premium journaling if you want more control over the emails to archive (For example, only
for specific users or for inbound or outbound only).

) NotE

Premium journaling requires a Microsoft® Exchange Enterprise client access license.

13.5.1 Set up standard journaling

Step 1: Create a new journaling mailbox

1. Launch Microsoft Exchange Management Console.

2. Expand Recipient Configuration node and click on Mailbox node.
3. Select New Mailbox... from the Actions pane.

4. Select User Mailbox option and click Next.

5. Select New user option and click Next.
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Screenshot 133: New user mailbox details

6. Key in the ‘User information’ details for the new user to which the new journaling mailbox will be
assigned and click Next.

7. Enter an ‘Alias’ for the journaling mailbox and click Next.

8. Click Next and review the new mailbox summary for the new mailbox to create and click New.

Step 2: Configure standard journaling

1. Launch Microsoft Exchange Management Console.
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Screenshot 134: Configuring a Mailbox Database

2. Expand Microsoft Exchange > Organization Configuration > Mailbox node. Right-click the Mailbox

database and select Properties.
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Mailbox Database 0185391717 Properties |
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Screenshot 135: Mailbox Database properties

3. From the mailbox database properties dialog, select the Maintenance tab and select the Journal
Recipient checkbox. Click Browse, and select the journaling mailbox previously configured.

4. Click OK to finalize setup.

13.5.2 Set up premium journaling

1. Launch Microsoft Exchange Management Console.

2. Expand Organization Configuration > Hub Transport node and select Journaling tab.

3. From the Actions tab, click New Journal Rule.
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Rule name:
IGI::-I::aI jounaling ruls|
Send Joumal reports to e-mail address:
Iioumal@naster—domain.com Browse... |
Scope:
¥ Global - all messages
i Intemal - intemal mes=ages only
" BExtemal - messages with an extemal sender or recipient
[T Joumal messages for recipient:
¥ Enable Rule
2| T use premium joumaling, you must have an Exchange Enterprise Client Access License
{CAL).
Help = Back | Mew Cancel

Screenshot 136: Creating a new Journaling rule

4. Key in a name for the new rule

5. Click Browse to select the journaling mailbox where to send journal reports.

6. <Optional> Configure:

# Scope - Select whether to journal all email (Global), internal or external email.

= Journal messages for recipient - Select specific recipient(s) for this journaling rule.

7. Ensure that the Enable Rule option is enabled and click New.

@ note

In Microsoft® Exchange Server 2010, envelope journaling is automatically enabled by
default.

13.6 Disabling standard journaling in Microsoft® Exchange Server 2010

1. Launch the Microsoft Exchange Management Console.
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B8 Exchange Management Console

File Action View Help

| m

] Ein'umﬁ Exf?‘ﬂng! B Mailbox | G | Actions
= &3 Microsoft Exch On i 3 i i
= o Drﬁﬁzaﬁﬁmﬁ{ AddressLists | Managed DefaultFolders | Managed Custom Folders F New Sharing Policy...
' 'me Managed Folder Maibox Polides | Offiine Address Book 4 Mew Address List...
W& Clent Access Database Management | Database Availability Groups | Sharing Policies r—
|~ Hub Transport 3 Filt )
.='.: Unified Messagi ¥ Create g New Managed Custo...
# ; Server Configuratic || name = Mounte | | |5 New Managed Folde...
* ¥, Recpient Configura | o H e MaLnts i
&1 Toolbox E ﬁ New Offiine Address.,.
|3 ExportList...
View L4
q | »]|| @ Refresh
., Mailbox Database 0185391717 1 object || H e
Database Capies | -
Database = |Mgl:mc5gwr ICMS@M | copr H:"_“mum‘
[iMalbox Database ... WIN-VAQAASSIZOH  Mounted 0 Dismount Database
= Move Database P...
& Add Maibox Data. ..
75 Remove
Properties
Mailbox Database D185...
Properties
1 ¥ —

Screenshot 137: Configuring a Mailbox Database

2. Expand Microsoft Exchange > Organization Configuration > Mailbox > Database Management tab

and select Properties from the Actions pane.

GFI MailArchiver
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Mailbox Database 0185391717 Properties |
'General Maintenance | Limits | Client Settings |

¥ Joumal Recipient:

Iinumaling mailbaox Browse. ..

Maintenance schedule:

IHun daity from 1:00 A.M. to 5:00 AM. j Customize... |

¥ Enable background database maintenance (24 x 7 ESE scanning)
[T Dont mourt this database at startup

[T This database can be overwritten by a restore

[~ Enable circular logging

.=| QK Cancel Apphy Help

Screenshot 138: Mailbox Database properties

2. Unselect Journal Recipient option.

3. Click OK to finalize setup.

13.6.1 Disable standard journaling from the Microsoft Exchange Management Shell

In the Microsoft Exchange Management Shell, use the following syntax to disable standard
journaling:

Set-MailboxDatabase <Mailbox Database> -JournalRecipient $Null
13.6.2 Disable premium journaling

1. Launch the Microsoft Exchange Management Console.

2. Expand Organization Configuration > Hub Transport node and select Journal Rules tab.
3. Right click the journal rule to remove, and click Remove.

4. Click Yes to confirm that you want to remove the journal rule.

Disable premium journaling from the Microsoft Exchange Management Shell

In the Microsoft Exchange Management Shell, use the following syntax to disable a journaling rule:
Remove-JournalRule <journal rule name>
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14 Appendix 2 - Role Based Installations

Role-based Deployment allows for scalability of GFI MailArchiver in large IT infrastructures dealing
with heavy email traffic. This is achieved through the deployment of multiple GFI MailArchiver
instances on separate servers. Each instance is configured to fulfill diverse roles, to balance workload
and collectively help for the smooth running of the email archiving process.

The following roles can currently be assigned to GFI MailArchiver instances:

= Central Configuration Service

# Data Collection

# Storage

# Search and Indexing

= User Interface and Administration

# Data Import Service
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14.1 How Role-based Deployment Works

|_ GFl MailArchiver Distributed Deployment 1

A

W ety

GFl Mail&rchiver Usar
Mailbox Synchronizaton

Y

/
oﬁ.’>

/N

L

<

GFl Mailarchiver Central GFl Mail&rchiver Data )
Microsoft Exchange Server

|
|
Configuration Service Role Collection Role |
|
|

)
)

[

>/
L A
Y

[

¥

User/Administrator usses
GFI Mail&rchiver
Web interface for

browsing/administration

GFl MailArchiver User Interface GFI MailArchiver Storage Microsoft SQL Server

and Administration Role Role
Microsoft IS ASP NET |

\\\‘:, - \'\ |

o ’ 1 e |

X NS |

GFl MailArchiver Data Import GFl Mail&rchiver Search |
Semvice Role and Indexing Role

Screenshot 139: How Role-based Deployment works

The GFI MailArchiver role-based deployment process in a distributed environment involves the
following steps:

1. Establish the number of GFI MailArchiver instances required and the role to assign to each
instance.

2. Install GFI MailArchiver on each server that will be participating in the deployment. This is a
normal installation as described in the previous sections in this manual.

3. Execute the Deployment Manager Wizard on each GFI MailArchiver instance.

4. Store each server’s deployment configuration file for future reference. This file may be required
when updating to newer GFI MailArchiver builds or when the administrator needs to reconfigure the
deployment roles.
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5. Configure GFI MailArchiver from the server with the User Interface and Administration role.

) NotE

GFI MailArchiver instances communicate with each other over the network using the
.NET® Remoting protocol.

) NoTE

A GFI MailArchiver instance can be assigned more than one role; the following roles can
be assigned to more than one GFI MailArchiver instance:

#» Data Collection
# User Interface and Administration

# Data Import Service

Though there may be a number of GFI MailArchiver instances distributed over the network, this fact is
transparent to the administrator when it comes to configuring GFI MailArchiver, since configuration is
centralized. Once the deployment process is complete, the administrator does not have to configure
individual servers but can carry out all configuration through the GFI MailArchiver management
console. In a distributed deployment, the GFI MailArchiver management console is accessible from the
server(s) assigned the User Interface and Administration role.

14.2 System Requirements

For the GFI MailArchiver Role-based deployment, you need:

#» Hardware and software specifications as described in the ‘Installing GFI MailArchiver’ chapter.

) NoTE

For a Role-based deployment only SQL Server® based Archive Stores are supported.

) NotE

If you are using a SQL Server® and NTFS file system archive store, make sure that the
archived email binary source path is specified in UNC format.

»  GFI MailArchiver services running under Active Directory® credentials allowing communication
over the network.

14.3 Installing GFI MailArchiver in a Role-based Environment

You assign roles to GFI MailArchiver instances by using the Deployment Manager Wizard, which
simplifies and streamlines the process.
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14.3.1 Installing GFI MailArchiver

Install GFI MailArchiver on each instance where a role will be deployed. For more information, refer
to Installing GFI MailArchiver (page 29).

14.3.2 Executing the Deployment Manager Wizard on Each Instance

Execute the Deployment Manager Wizard on each GFIl MailArchiver instance, according to the role(s) it
will be assigned, in the following order:

1. Central Configuration Service

. Storage

. Search and Indexing

. Data Collection (more than one allowed)

. User Interface and Administration (more than one allowed)
. Data Import Service (more than one allowed)

. User Mailbox Synchronization

. IMAP Server

) NotE

Execute the wizard for the GFI MailArchiver instance that will be assigned the Central
Configuration Service role, then execute it for the GFI MailArchiver instance with the
Storage role, and so on.

0O N o0 U1 A W N

14.3.3 Launching the Deployment Manager Wizard

To launch the Deployment Manager Wizard:

1. From Command Prompt, navigate to:

<Program Files Directory>\GFI\MailArchiver\DM\

2. Key in deploymentmanager.exe and press Enter.

Using the Deployment Manager Wizard

1. After launching the Deployment Manager Wizard you are presented with the welcome dialog. Click
Next to continue.
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.:. GFI MailArchiver Deployment Wizard 2012
Server Role Selection .
Select the GFI Maildrchiver rales vou wank o inskall on this computer GF’
Description
- [ Central Configuration Service Role
* - The Central Configuration Service Role mainkains
: the central configuration database of the GFI
[ Data Collection Rale Mailarchiver deployment and hosts miscellaneous
services like email restore and licensing.
@ | User Mailbox Synchronization Raole
You can configure only one server to run the
[ Storage Role Cenkral Configuration Service Raole in the
d deployment,
4 I search and Indexing Role
[ User Interface and Administration Role
[ Data Impart Service Rale
8, T Imap Server Rols
Machine name:  [WINSERVE Domain:  [TCDOMATNE
Praduck Falder: |C:'|,Pru:ngram Files (x86MGFTMailarchiver
< Back | Mexk = | Zancel

Screenshot 140: Selecting roles

2. Specify which role(s) will be assigned to the GFI MailArchiver instance on this server and click Next.

() NOTE

Move the mouse pointer over any role listed in the dialog to view the relevant
description for that role.

3. Based on the roles selected in the previous stage, you will be asked to configure some parameters.
For information on how to configure roles refer to the next sections. Click Next to continue.
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. GFI MailArchiver Deployment Wizard 2011

Service Credentials .
Caorfigure the service "Log On" credentials GF,

Distributed deployment of GFI Mailarchiver requires its services ko run under an Ackive Direckory
wser account instead of the default Local System.

Account name || Browse |

Passwoard I

Flease make sure that this account has access rights ta the Microsoft Exchanage confiquration and
readjwrite access ko the journaling mailbo:

< Back I Mexk = I Zancel

Screenshot 141: Specify Active Directory® credentials

4. Specify the Active Directory® credentials under which to run GFI MailArchiver services and click
Next.

() NOTE

GFI MailArchiver services must run under an Active Directory® user account.

) NoTE

Specify an account that has read/write access privileges on the Microsoft® Exchange
Server configuration.
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. GFI MailArchiver Deployment Wizard 2011

Applying settings .
Selected configuration is being applied GF,
&l required data was collected. Click '™ext' to apply all the changes now, b

< Back I Mexk = I Zancel

Screenshot 142: Apply all configuration settings specified

5. Click Next to initiate the process and apply all specified parameters.

) NoTE

During this process all GFI MailArchiver services need to be stopped and re-started. This
occurs automatically and may take minutes to complete.

6. Click Finish to finalize your settings and close the Deployment Manager Wizard.
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Assigning the Central Configuration Service Role

l GF1 MailArchiver Deployment Wizard 2012
server Role Selection .
Select the GFI Mailarchiver roles you want to install on this computer GF’
Description
v Central Confi kion Service Rol
*® el it Sl Ll The Central Configuration Service Rale mainkains
; the central configuration database of the GFI
[ Data Collection Role Mail&rchiver deployment and hosts miscellaneous
services like email restore and licensing.
@ | User Mailbox Synchronization Rale
You can configure only one server to run the
o Aol Central Configuration Service Role in the
Hrage ros deployment,
4 I search and Indexing Role
[ User Interface and Administration Rals
[ Data Import Service Role
8 T Imap Server Rols
Machine name:  [WINSERVE Domain:  [TCDOMATNE
Product Folder: |C:'|,F‘r-:ugram Files {xaaGFIVMailarchiver),
< Back | Mext = | Zancel

Screenshot 143: Assigning the Central Configuration Service role

To assign the ‘Central Configuration Service Role’ select the appropriate option from the list of roles
in the ‘Server Role Selection’ dialog.

The server assigned this role maintains the central configuration database of the GFI MailArchiver
deployment and hosts miscellaneous services like email restore and licensing. You can only assign the
‘Central Configuration Service Role’ to one server in the deployment.
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Assigning the Data Collection Role

l GF1 MailArchiver Deployment Wizard 2012
server Role Selection .
Select the GFI Mailarchiver roles you want to install on this computer GF’
Description
[ Certral Confi kion Service Rol
* el e dn SRRl (el The Data Callection Role collects emails From
Microsoft Exchange locations,
¥ Data Callection Role
To achieve the maximum performance inskall the
@ | User Mailbox Synchronization Rale Draka Collection role on the M3 Exchange server
directly,
[ Storage Role You may configure mulkiple servers ko run the
[raka Collection Role in the deplovment. Howewver
4 I search and Indexing Role make sure ko enable the 'server tagging' Feature
For the User Interface and Administration Role in
[ User Interface and Administration Rals this case.
[ Data Import Service Role
8 T Imap Server Rols
Machine name:  [WINSERVE Domain:  [TCDOMATNE
Product Folder: |C:'|,F‘r-:ugram Files {xaaGFIVMailarchiver),
< Back | Mext = | Zancel

Screenshot 144: Assigning the Data Collection role

To assign the ‘Data Collection Role’ select the appropriate option from the list of roles in the ‘Server
Role Selection’ dialog.

The server assigned this role collects emails, to be archived, from Microsoft® Exchange Server
locations.

To achieve maximum performance, assign the ‘Data Collection Role’ to a GFl MailArchiver instance
residing directly on the Microsoft® Exchange Server.

You can assign this role to multiple servers in the deployment. However, ensure that the ‘server
tagging’ option is enabled when assigning the ‘User Interface and Administration Role’.
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Assigning the Storage Role

.;. GF1 MailArchiver Deployment Wizard 2012
server Role Selection .
Select the GFI Mailarchiver roles you want to install on this computer GF’
Description
[ Certral Confi kion Service Rol
* el it Sl Ll The Data Storage Role provides e-mail skorage
; and retrieval services For the GFI Mailarchiver
[ Data Collection Raole deployment.
@ | User Mailbox Synchronization Rale You can configure only one server to run the
Starage Role in the deplovment,
[
I Storage Role Flease note that only M3 SQL Server based
Archive Stores are supported by the distributed
4 I search and Indexing Role deployment. IF vou are using an SQL+HMTES
archive Store than make sure that the binary
[ User Interface and Administration Rals path is specified in the UMC format
[ Data Import Service Role
8 T Imap Server Rols
Machine name:  [WINSERVE Domain:  [TCDOMATNE
Product Folder: |C:'|,F‘r-:ugram Files {xaaGFIVMailarchiver),
< Back | Mext = | Zancel

Screenshot 145: Assigning the Storage role

To assign the ‘Storage Role’ select the appropriate option from the list of roles in the ‘Server Role
Selection’ dialog. The server assigned this role provides email storage and retrieval services.

You can only assign the ‘Storage Role’ to one server in the deployment.
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Assigning the Search and Indexing Role

l GF1 MailArchiver Deployment Wizard 2012
server Role Selection .
Select the GFI Mailarchiver roles you want to install on this computer GF’
Description
[ Certral Confi kion Service Rol
*® el it Sl Ll The Search and Indexing Rale provides e-mail
; search and indexing services for the GFI
[ Data Collection Role Mail&rchiver deployment,
@ | User Mailbox Synchronization Rale You can configure only one server to run the
Search and Indexing Raole in the deployment.
[ Storage Rale
4 ¥ search and Indexing Role
[ User Interface and Administration Rals
[ Data Import Service Role
8 T Imap Server Rols
Machine name:  [WINSERVE Domain:  [TCDOMATNE
Product Folder: |C:'|,F‘r-:ugram Files {xaaGFIVMailarchiver),
< Back | Mext = | Zancel

Screenshot 146: Assigning the Search and Indexing role

To assign the ‘Search and Indexing Role’ select the appropriate option from the list of roles in the
‘Server Role Selection’ dialog.

The server assigned this role provides email search and indexing services. GFl MailArchiver creates
search indexes for each archive store you configure. Each search index automatically indexes new
email content archived in the corresponding archive store, to keep the search index updated and

enable users to perform precise and fast searches.

You can only assign the ‘Search and Indexing Role’ to one server in the deployment.

GFI MailArchiver
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l GFI MailArchiver Deployment Wizard 2011

Search and Indexing

-
Identify the Search and Indexing Role server GF’

You have configured this computer ko host the Search and Indexing Role.

Flease make sure that only one server in your deployment is hosking this role,
¥ou should configure all other installations that require the Search and Indexing Role ko use this server,

Indexing

Wordbreaker to use during indexing |Neutral ﬂ

Iv Index email message attachments (. doc, .xls, .pdf, etc)

< Back | Mexk = | Zancel

Screenshot 147: Specify the word breaker for the Search and Indexing role

You will be prompted to specify the word breaker to use. Word breakers for each language enable the
resulting terms to be more accurate for that language. If no word breaker is available for a particular
language, the neutral word breaker is used. With the neutral word breaker, words are broken at
neutral characters such as spaces and punctuation marks.

Select the indexing option available if you also want to index email message attachments.
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Assigning the User Interface and Administration Role

l GF1 MailArchiver Deployment Wizard 2012

Server Role Selection .
Select the GFI Mailarchiver roles you want to install on this computer GF’

™ Certral Confi tion Service Pol Description
* el e dn SRRl (el The User Interface and Administration Role
; enables users to browse/search their archives
[ Data Collection Role and adminiskratars ko configure GFT Mailarchiver,
@ | User Mailbox Synchronization Rale You may configure multiple servers (a WebFarm)
ko run the User Interface and Administration Role
[ Storage Rele in the deployment.
4 I search and Indexing Role
¥ User Interface and Administration Rals
[ Data Import Service Role
8 T Imap Server Rols
Machine name:  [WINSERVE Domain:  [TCDOMATNE

Product Folder: |C:'|,F‘r-:ugram Files {xaaGFIVMailarchiver),

< Back | Mexk = | Zancel

Screenshot 148: Assigning the User Interface and Administration role

To assign the ‘User Interface and Administration Role’ select the appropriate option from the list of
roles in the ‘Server Role Selection’ dialog.

The server assigned this role enables users to browse/search their archives and administrators to
configure GFI MailArchiver through the management console.

You can assign the ‘User Interface and Administration Role’ to multiple servers in the deployment.
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.;. GFI MailArchiver Deployment Wizard 2011

User Interface Options GF’.

Corfigure the User Interface and Adminiskarkion options

Iser Interface
Flease seleck the bype of Authentication ko be used For User Interface and Administration login

Farms Authentication ﬂ

Flease noke that wWindows Authentication requires Kerberos delegation ko be configured
in this damain For GFI Maildrchiver services

For the security reasons it is recommended to enable 551 encryption (HTTPS) in the
115 configuration when Forms Authentication is used

Administration

[ Enable server tagging in the Data Sources configuration
Ise this Feature if there is mare than one server running Data Colleckion role,

Server tagging allows multiple GFI Mail&rchiver servers running Data Collection role to process
differect mailboxes withouk interfering with each other

< Back | Mexk = | Zancel |

Screenshot 149: Specify User Interface and Administration role settings

You will be prompted to specify the authentication method to use (Windows® or Forms) to log in to
the GFI MailArchiver management console.

If more than one server is assigned the Data Collection role, select the Enable server tagging in the

Data Sources configuration option. Server tagging allows multiple GFI MailArchiver instances running
the Data Collection role to process different mailboxes without interfering with each other.
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Assigning the Data Import Service Role

l GF1 MailArchiver Deployment Wizard 2012

Server Role Selection

Select the GFI Mailarchiver roles you want to install on this computer

o Central Configuration Service Role

Data Collection Role

IJser Mailbox Synchronization Role

GFI'

Description

The User Mailbox Synchranization Role is used ko
synchronize emails in a user mailbox between GFI
Mail&rchiver and Micrasaft Exchange Server,

You can configure only one server to run the User

Mailboz Synchronization Fole in the deployment,

Skorage Role

Iser Interface and Administration Role

Daka Import Service Role

-
-
-
-

4 I search and Indexing Role
-
=
-

& Irnap Server Role

Machine name: |WINSER'-.-'E= Dornain: |TCDOM.C'.INB

Product Folder: |C:'|,F‘r-:ugram Files {xaaGFIVMailarchiver),

Zancel

< Back | Mexk = |

Screenshot 150: Assigning the Data Import Service role

To assign the ‘Data Import Service Role’ select the appropriate option from the list of roles in the
‘Server Role Selection’ dialog.

The server assigned this role uploads imported emails to the GFI MailArchiver Archive Stores.

You can assign the ‘Data Import Service Role’ to multiple servers in the deployment.
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14.3.4 Assigning the User Mailbox Synchronization Role

l GF1 MailArchiver Deployment Wizard 2012

server Role Selection .
Select the GFI Mailarchiver roles you want to install on this computer GF’
Description
[ Certral Confi kion Service Rol
*® el it Sl Ll The User Mailbox Synchranization Role is used ko
; synchronize emails in a user mailbox between GFI
[ Data Collection Role Mail&rchiver and Micrasaft Exchange Server,
@ ¥ User Mailbox Synchronization Rale You can configure only one server to run the User
Mailboz Synchronization Fole in the deployment,
[ Storage Rale
4 I search and Indexing Role
[ User Interface and Administration Rals
[ Data Import Service Role
8 T Imap Server Rols
Machine name:  [WINSERVE Domain:  [TCDOMATNE
Product Folder: |C:'|,F‘r-:ugram Files {xaaGFIVMailarchiver),

< Back | Mexk = | Zancel

Screenshot 151: Assigning the Data Import Service role

To assign the ‘User Mailbox synchronization Role’ select the appropriate option from the list of roles
in the ‘Server Role Selection’ dialog.

The User Mailbox Synchronization role is used to synchronize emails in a user mailbox between GFI
MailArchiver and Microsoft® Exchange Server. You can configure only one server to run the User
Mailbox Synchronization Role in the deployment.
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14.3.5 Assigning the IMAP Server Role

l GF1 MailArchiver Deployment Wizard 2012

Server Role Selection .
Select the GFI Mailarchiver roles you want to install on this computer GF’

Description

GFI Mail&rchiver Imap Server, You can hawve only
one inskance af this role in your configuration,

o Central Configuration Service Role
Daka Collection Role
w5 IJser Mailbox Synchronization Role

Skorage Role

Iser Interface and Administration Role
Daka Import Service Role

-
-
-
-

4 I search and Indexing Role
-
-
[v

& Irnap Server Role

Machine name: |WINSER'-.-'E= Dornain: |TCDOM.C'.INB

Product Folder: |C:'|,F‘r-:ugram Files {xaaGFIVMailarchiver),

< Back | Mexk = | Zancel

Screenshot 152: Assigning the IMAP Server role

To assign the ‘IMAP Server Role’ select the appropriate option from the list of roles in the ‘Server
Role Selection’ dialog.

The IMAP Server role enables IMAP email clients to connect to GFI MailArchiver and download
archived emails to their devices. You can configure only one instance of this role in the deployment.
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14.3.6 Assigning Multiple Roles to a Server

.;. GF1 MailArchiver Deployment Wizard 2012

Server Role Selection .
Select the GFI Mailarchiver roles you want to install on this computer GF’

Description

The Central Configuration Service Rale mainkains
the central configuration database of the GFI
Data Collection Role Mail&rchiver deployment and hosts miscellaneous
services like email restore and licensing.

<]

Central Configuration Service Raole

o

<]

&
<]

IJser Mailbox Synchronization Role
You can configure only one server to run the

Central Configuration Service Role in the

[v Storage Role deplovment,
4 ¥ search and Indexing Role
IV User Inkerface and Administration Role
¥ Data Import Service Role
8 I¥ Imap Server Role
Machine name:  [WINSERVE Domain:  [TCDOMATNE

Product Folder: |C:'|,F‘r-:ugram Files {xaaGFIVMailarchiver),

< Back | Mexk = | Zancel

Screenshot 153: Assigning multiple roles

A GFI MailArchiver instance may be assigned more than one role. To assign the required roles, select
the appropriate options from the list of roles in the ‘Server Role Selection’ dialog.
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Identifying the Central Configuration Service Role Server

l GF1 MailArchiver Deployment Wizard 2011

Central Configuration Service GF’.

Identify the Central Configuration Service Role server

You have nat configured this computer ko host the Central Configuration Service Rale, N

Please select the server that is running the GFI Mailarchiver Central Configuration Service Raole.
Make sure that only one server in your deployment is hosting this role,

Server || Erowse

< Back Zancel

Screenshot 154: Identifying the Central Configuration Service Role server

If you are assigning a role other than the ‘Central Configuration Service Role’ to a GFI MailArchiver
instance, you are prompted to identify the server that has been assigned that role.

Click Test connection to verify that the ‘Central Configuration Service Role’ server you specified is
accessible.
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Identifying the Data Collection Role Server

l GF1 MailArchiver Deployment Wizard 2011

Data Collection

-
Identify the Data Collection Role server GF’

You have configured this camputer ko host the Administration Rale without the Data Callection Role,
Please select the server that is running the primary GFI Maildrchiver Daka Collection Raole,

It is recommended to install that role on the M3 Exchange server because it will be used to configure Daka Sources,

Setver ||

Browse

< Back Zancel

Screenshot 155: Identifying the Data Collection Role server

If you are assigning the ‘User Interface and Administration Role’ to a GFI MailArchiver instance, but

not the ‘Data Collection Role’ to the same instance, you are prompted to identify the server with the
‘Data Collection Role’.

Click Test connection to verify that the ‘Data Collection Role’ server you specified is accessible.
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14.3.7 ldentifying the Storage Role Server

l GF1 MailArchiver Deployment Wizard 2011

Storage

-
Identify the Storage Role server GF’

You have nat configured this computer ko host the Starage Rale,

Please select the server that is running the GFI Mail&rchiver Storage Role,
Make sure that only one server in your deployment is hosting this role,

Server || Erowse

< Back Zancel

Screenshot 156: Identifying the Storage Role server

If you are assigning a role other than the ‘Storage Role’ to a GFI MailArchiver instance, you are
prompted to identify the server that has been assigned that role.

Click Test connection to verify that the ‘Storage Role’ server you specified is accessible.
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14.3.8 Identifying the Search and Indexing Role Server

l GF1 MailArchiver Deployment Wizard 2011

Search and Indexing .
Identify the Search and Indexing Role server GF’

You have nat configured this computer ko hast the Search and Indexing Role. o

Please select the server that is running the GFI Mail&rchiver Search and Indexing Role,
Make sure that only one server in your deployment is hosting this role,

Server || Erowse

< Back Zancel

Screenshot 157: Identifying the Search and Indexing Role server

If you are assigning a role other than the ‘Search and Indexing Role’ to a GFl MailArchiver instance,
you are prompted to identify the server which has been assigned that role.

Click Test connection to verify that the ‘Search and Indexing Role’ server you specified is accessible.
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14.3.9 Recommended Deployment Scenario

| GFI MailArchiver Typical Deployment |

User/Administrator uses

GFI MailArchiv er Microsoft IS ASP_NET Microsoft Exchange Server
Web interface for - + |
browsing/fadministration | GFI MailArchiver GFI MailArchiver
User Interface and Data Collection Role, User

| Administration Role Mailbox Synchronization

| < | _
GF| MailArchiver Roles | Microsoft SQL Server
| Central Configuration Service,
Storage |

| Search and Indexing,
Data Import Service |

Figure 4 - Deployment scenario

This is the recommended scenario for a GFI MailArchiver distributed deployment. In this scenario, an
organization will be deploying three GFI MailArchiver instances. Each instance is installed on a
separate server, with each server fulfilling roles as shown in the following table:

Table 87: Deployment scenario

SERVER ID | ROLE

*  Data Collection

# User Mailbox Synchronization

# User Interface and Administration

# Central Configuration Service

#  Storage

# Search and Indexing

#  Data Import Service
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To achieve maximum performance, assign the ‘Data Collection Role’ and the User
Mailbox synchronization roles to a GFI MailArchiver instance residing directly on the
Microsoft® Exchange Server with the journaling mailbox.

These are the steps to follow for this deployment:
1. Install GFI MailArchiver on each server.

2. Execute the Deployment Manager Wizard on each of the three servers to assign roles to the GFI
MailArchiver instances. The roles should be assigned in the order as listed in the ‘Executing the
Deployment Manager Wizard on each instance’ section of this chapter. Run the Deployment Manager
Wizard in the order as shown in the following table:

Table 88: Deployment order

SERVER ID ORDER DEPLOYMENT MANAGER WIZARD

Run Wizard to assign the following roles:

e # Central Configuration Service

#  Storage
# Search and Indexing

# Data Import Service
Run Wizard to assign the Data Collection role and User Mailbox synchronization roles.

3. Configure GFI MailArchiver through the management console, accessed from Server ID 2, which is
the server with the User Interface and Administration role.

Run Wizard to assign the User Interface and Administration role

Alternative Scenario
Another recommended scenario is to deploy servers with the following GFI MailArchiver roles:

= Server 1:
= Central Configuration Service
* Storage
= Server 2:
* Search and Indexing
= Server 3:
* Data Collection

= User Mailbox synchronization
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To achieve maximum performance, assign the Data Collection role to a GFI MailArchiver
instance residing directly on the Microsoft® Exchange Server with the journaling
mailbox.

@ notE

You can have multiple servers assighed with the Data Collection role.

= Server 4:
#+ User Interface and Administration
= Server 5 (Temporary server):

# Data Import Service

@) vote

This temporary server can be used when past emails (before GFl MailArchiver was
installed) from PST files will be imported into the Archive Stores. Importing past emails
is normally a one-time process, thus the temporary nature of this server.
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